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This Code of Practice provides guidance on developing  
a security exercise program for a rail or transit operator.  
The Code was developed using work done by the National 
Emergency Management Training Committee (NEMTC) 
Exercise Design Working Group as a reference. The NEMTC, 
which is composed of federal, provincial and territorial 
emergency management practitioners, developed an Exercise 
Design course (Exercise Design 100) that is intended to be 
the national standard across Canada. The course is free and 
operators wishing to learn more about designing a security 
exercise program may wish to register for such a course.  
For more information regarding this course, please contact 
the Canadian Emergency Management College at the 
following address: registrar@ps.gc.ca. 

The Code of Practice is one of a series being developed by 
Transport Canada, with support from rail and transit industry 
leaders and their primary associations (i.e., the Railway 
Association of Canada and the Canadian Urban Transit 
Association), via the industry-led Steering Committee for 
Rail and Urban Transit Security Standards Development. 
The material contained in these Codes of Practice is based 
on industry best practices, is for information only, is not 
exhaustive and is intended for voluntary adoption by all rail 
transit operators in Canada. Where applicable regulations 
exist, those regulations take precedence over the guidance 
material contained herein.

Canada shall not be held liable for any injury, including 
death, or for any loss or damage to property incurred or 
suffered in carrying out recommended actions set out in 
this guidance material.

For more information regarding this Code, or any other 
product of the Steering Committee, please contact Transport 
Canada or your industry association using the contact 
information provided below.

Transport Canada 
Surface and Intermodal Security Directorate (ABS)
330 Sparks Street 
Place de Ville Tower C 
Ottawa, ON, Canada K1A 0N5 
Tel: 613-998-6623 Fax: 613-991-2015 
E-mail: sims-stti@tc.gc.ca 
Website: http://www.tc.gc.ca/

Canadian Urban Transit Association
55 York Street, Suite 1401 
Toronto, ON, Canada M5J 1R7 
Tel: 416-365-9800 Fax: 416-365-1295 
E-mail: communications@cutaactu.ca 
Website: http://www.cutaactu.ca/

Railway Association of Canada
99 Bank Street, Suite 901 
Ottawa, ON, Canada K1P 6B9 
Tel: 613-567-8591 Fax: 613-567-6726 
E-mail: rac@railcan.ca 
Website: http://www.railcan.ca/
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TRANSPORT CANADA 1

 1. Introduction
What is a Code of Practice (COP)?

A Code of Practice (COP) can be defined1 as a set of 
recommended or best practices that are:

•	 Defined by one or more individuals or corporations, 

•	 Designed to influence, shape or benchmark 
behaviour, and

•	 Applied consistently by participants and/or reach a 
consistent outcome.

This Code of Practice is one of a series of Codes being 
developed by Transport Canada in partnership with rail and 
transit industry leaders and their primary associations (i.e., 
the Railway Association of Canada and the Canadian Urban 
Transit Association) via the industry led Steering Committee 
for Rail and Urban Transit Security Standards Development. 
These Codes of Practice are based on industry best practices 
and are intended for voluntary adoption by all rail and transit 
operators in Canada.2

Purpose, Scope and Benefits

This Code of Practice contains recommendations and 
guidance for voluntary actions. It does not set out 
mandatory requirements.

Canada’s rail and transit systems are extensive, open systems 
that move high volumes of passengers and goods daily and 
as such, are targets for various acts of terrorism, crime and 
disorder. It is important that Canadian rail and transit 
operators implement appropriate measures to enhance 
resilience by preventing, preparing for, responding to and 
recovering from any potential terrorist or security incident.

In that regard, the primary purpose of this Code of Practice  
is to provide all rail and transit operators across Canada with 
guidance, and a process for conducting security exercises. 

This Code of Practice is intended to be a benchmark 
recommending minimum standards that should be adopted 
when developing and conducting security exercises, while 
enabling rail and transit operators of all sizes to develop 
security exercise programs that are tailored to their specific 
operational needs. As such, rail and transit operators security 
exercise programs may vary in terms of their scope and 
complexity. 

Although this document has been developed with a view to 
providing guidance on conducting security exercises, it is 
based on national standards and, as such, could be adapted 
for other types of exercises in relation to a variety of hazards.

How Operators Should Use the Code  
of Practice

This Code of Practice is recommended as a best 
practice for use by all rail and transit operators  
in Canada.

All potential users of this Code of Practice — rail and transit 
operators of all sizes and levels of complexity — are 
encouraged to use this document as a reference as they  
plan and complete security exercises specific to their 
organizations. As mentioned above, operators may choose  
to develop a security exercise program of greater complexity 
than the benchmark (minimum standard) set out in this  
Code of Practice.

Note: Many of the tools and processes provided in this 
Code of Practice may, and should (as appropriate), be 
customized by rail and transit operators for use within 
their specific systems.

1 For more definitions, please refer to Appendix A. 

2 For details on other Codes available please contact Transport Canada, the Railway Association of Canada or the Canadian Urban Transit Association 
(see Preface for contact information). For a complete list of Codes published to date, please see Appendix B.

TRANSPORT_CodePractice-Doc1of2_SecurityExercises_EN.indd   1 11-03-16   1:38 PM



CODE OF PRACTiCE ON

CONDUCTING SECURITY EXERCISES FOR RAIL AND TRANSIT OPERATIONS2

 2. Exercise Program Basics

What is a Security Exercise?

An exercise is a simulated emergency in which members  
of various organizations perform the tasks that would be 
expected of them in a real emergency. The exercise scenario 
and scope should allow all involved organizations to 
participate in the response, with a number of potential 
outcomes. Those in charge of the exercise may control  
the potential outcomes to provide a changing environment, 
requiring organizations to adapt their response and address 
new challenges. In the case of a security exercise, the 
simulated event could be a security incident or simply  
have the potential to be a security incident (an incident  
with an unknown cause).

As an example, a security exercise scenario could begin with 
an anonymous phone call claiming that a bomb will detonate 
at a specific time and location. Those controlling the exercise 
could then simulate the detonation of the bomb in order to 
provide a changing environment, requiring organizations to 
adapt their response and address new challenges, such as 
potential damage to the facility, injuries and casualties, and 
the possibility of ongoing threat from secondary bombs.

Exercises are a part of the preparedness function of emer-
gency management and, as such, they support the prevention 
and mitigation of, response to and recovery from a security 
incident. Conducting a security exercise contributes to enhance 
the organization’s security preparedness. Exercises also form 
part of a due diligence program.

Why Exercise?

Exercising is important because it enables an operator to:

• Test and validate plans (especially the operator’s  
Security Plan), policies, procedures, training, and 
equipment—both internally and with other agencies  
and stakeholders;

• Clarify and train personnel in roles and responsibilities, 
supported by plans and procedures;

• Improve interagency coordination and communications;

• Identify gaps and areas for improvement; and

• Improve individual and organizational performance 
through practice.

“Philosophy” of Exercising

In general, an exercise program should be based upon the 
following principles that comprise the “philosophy”  
of exercising:

Validate/Test 
Security exercises should seek to: validate plans, protocols, 
and procedures designed to prepare for a security incident, 
and test well-established procedures to reveal any gaps or 
shortcomings that might exist.

Training 
Security exercises provide “players” with learning oppor- 
tunities by enabling them to use their skills and knowledge, 
while also allowing for forward planning to improve 
capabilities and responses.

Mix of Exercise Activities
From modest single-function and discussion-based exercises 
to more complex multi-function exercises with greater 
participation of personnel and stakeholders, a mix of security 
exercise activities provides operators with the greatest 
opportunity to validate and train. For more information on 
types of exercises, see Types of Exercises.

Exercise Scheduling and Cycles
Developing a security exercise cycle that incorporates  
a mix of exercise activities will allow an operator to 
validate the interrelation of all elements that are part of  
its security program.
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 2. Exercise Program Basics
Key Recommendations for Developing  
a Security Exercise Program

A rail or transit operator should:

• Use this Code of Practice when developing a security 
exercise program;

• Determine what resources are available for developing 
and implementing a security exercise program and  
take these into account when designing its security 
exercise program;

• Ensure its security exercise program is risk-based, taking 
into account the results of its Security Risk Assessment, 
with special regard to vulnerabilities revealed during  
that process;

• Develop a multi-year security exercise plan using 
the building-block approach (see page 4) that includes 
details about the activities comprising the security  
exercise program and a multi-year (three-year) schedule;

• Ensure key elements of its Security Plan (e.g., Emergency 
Management Plan, Security Escalation Plan, Evacuation 
Plan, etc.) are tested/validated every three calendar years. 
Testing/validation may be completed through one or more 
exercises during the three-year period;

• Review and, if necessary, update its security exercise 
program, plan and schedule annually (e.g., to reflect 
changes in its Security Risk Assessment or Security Plan);

• Exercise the security measures set out in their Security 
Plan on a regular basis; 

• Establish pre-determined and measurable goals for each 
security exercise and, after the exercise is completed, 
evaluate whether the goals were attained;

• Prepare an After-Action Report following every exercise; 

• Develop and implement a Corrective Action Plan and 
Improvement Plan following each exercise to address 
findings and recommendations identified in the After-
Action Report. The Corrective Action Plan should indicate 
risk priorities that require action and timelines reflective 
of risk levels;

• Keep a record of all exercises, audits, evaluations, and 
assessments they conduct for a period of six years, or as 
prescribed by law; and

• Ensure appropriate management is involved in and 
endorses the security exercise program, the exercises 
themselves (as appropriate), the Corrective Action Plan 
and the Improvement Plan.

Tip: When planning and conducting security exercises, 
operators should ensure that sensitive information (e.g., 
regarding vulnerabilities revealed in their Security Risk 
Assessments or via the exercise itself) is appropriately 
safeguarded with distribution limited to those who have 
a “need to know”. See Chapter 5: Management and 
Accountability for more guidance on maintaining 
confidentiality of sensitive information.
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The diagram below illustrates the key recommendations for developing a security exercise program, with components of  
a program (gold) leading to the establishment of the Exercise Program (purple) and subsequent specific exercises (blue).

Exercise Exercise Exercise Exercise

Exercise Development 
Phases

Components of 
a Program

Foundation Goals

Exercise Program

Program Timeline

Resources

Communications

Exercise Descriptions

Training

After-Action Report

Corrective Action Plan

Improvement Plan

Design & Development

Conduct

Evaluation

Improvement Planning

 

Figure 1. Illustration of key recommendations for developing a security exercise program

Building-Block Approach

When developing an exercise program, operators should 
incorporate a building-block approach. A building-block 
approach exposes participants to a cycle of exercises that 
escalate in complexity, with each exercise designed to build 
upon the last in terms of scale, subject matter or learning 
opportunities. For example, a building-block series of 
exercises may include a seminar, which leads to a tabletop 
exercise, which leads to a full-scale exercise. The timing of 
these exercises should be set out in the exercise schedule, 
which is part of the multi-year security exercise plan.

An operator’s exercise program may also include exercises 
that are stand-alone and do not necessarily build upon the 
preceding exercise. For example, an operator might wish  
to repeat an exercise of the same complexity to reinforce 
learning or revert to a simpler exercise if the results of the 
exercise reveal that more basic training is necessary.
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Multi-Year Security Exercise Plan

Operators should develop a multi-year security exercise 
plan. A multi-year security exercise plan describes exercise 
activities over several years, based on the needs of an 
organization. It is the foundational document guiding a 
successful security exercise program. The plan provides  
a mechanism for long-term coordination of training and 
exercise activities towards an organization’s preparedness 
goals. It also describes the program’s training and exercise 
priorities and associated capabilities and aids in employing 
the building-block approach for training and exercise activities.

When developing a multi-year exercise plan, an  
operator should:

• First, review both its Security Risk Assessment to identify 
its needs, including specific potential or actual threat 
scenarios or vulnerabilities that could serve as  
the basis for an exercise scenario and its Security Plan  
to identify challenges in relation to security controls  
that should be validated or tested;

• Second, prioritize its needs with the most critical  
being first;

• Third, set out how it will address each need via specific 
security exercise activities identified in the multi-year 
exercise plan. Identified needs can be addressed 
individually or in groups, depending on the urgency of 
the needs, and the time that an operator and its stake- 
holders and partners can commit to exercising. The 
multi-year exercise plan should meet identified needs 
in order of their assigned priority.

Generally speaking, an operator’s multi-year security 
exercise plan should use the building-block approach to 
set out a cycle of different exercise types (e.g., discussion-
based and operations-based) of increasing levels of 
complexity. The plan should also specify that:

• All exercises will be evaluated to confirm whether they 
have achieved expected goals and to measure performance;

• An After-Action Report will be prepared for each exercise— 
no matter how big or small; and

• A Corrective Action Plan will be developed and implemented 
for each exercise to address findings and recommendations 
identified in the After-Action Report. 

An operator should review their security exercise plan 
annually, and, if necessary, update it to reflect such things as: 
changes to its Security Plan and Security Risk Assessment; 
lessons learned from exercises; changes in its resources or 
operations; and changes in its needs assessment.
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See the figure below for an illustration of a multi-year security exercise plan. For more information on types of exercises,  
see Chapter 3: Types of Exercises.

Time (multi-year)

C
o

m
p

le
xi

ty

Workshop

Tabletop Tabletop

Functional

Full-scale

Seminar

Figure 2. Multi-year security exercise plan

Security Controls and Functions

In planning exercises, an operator should focus on identify-
ing security controls and functions set out in their Security 
Plan that require testing or validation, rather than focusing 
on types of incidents. This is because many of the security 
controls and functions available for responding to a security 
incident will be the same for all types of security incidents. 
The following are some examples of security controls  
and functions:

• Alert levels, notification, warning and reporting;

• Communications;

• Security personnel;

• Emergency response;

• Evacuation; and 

• Inspections and monitoring. 

Key Roles and Responsibilities

All those with security responsibilities should be involved in 
security exercises. In addition, operators should seek to 
involve relevant stakeholders and partners in its security 
exercises, as practicable and appropriate. The collaboration 
of all those involved is needed for a successfully managed 
exercise. Depending on the type and size of the exercise 
being conducted, the key roles and responsibilities played by 
exercise participants could include the following:

• Exercise Coordinator/ Lead Controller/Exercise 
Director – An individual with the responsibility and 
authority to plan and deliver an exercise. The individual 
leads the Exercise Planning Team.

• Exercise Planning Team – With the overall 
responsibility for all phases of an exercise, planning team 
members help develop and distribute pre-exercise 
materials, as well as conduct exercise briefings and 
training sessions. Since planning team members have 
advanced scenario and events knowledge about an 
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exercise, they are ineligible to participate in the exercise 
as players. However, they are ideal to act as controllers or 
evaluators during the exercise. When forming the exercise 
planning team, an operator should work to include 
representatives from each major participating jurisdiction 
and agency, but also keep the team a manageable size.

• Player – A person who is responsible for taking whatever 
actions are necessary to respond to a simulated security 
incident.

• Controller – An individual whose role is to ensure the 
elements of the exercise have been sufficiently played out 
to evaluate whether the objectives were met. That role 
also extends to ensuring that the level of activity keeps 
players occupied and challenged, and the flow of the 
exercise proceeds according to the scenario.

• Evaluator – A person who is assigned to one or more 
exercise functions or locations to document and evaluate 
individual, team and organizational performance, based 
on the exercise objectives and performance criteria. 
Evaluators may need additional training, such as with 
respect to the functioning of an emergency operations 
centre, the Incident Management System being used and 
all exercise control plan elements.

• Simulator – A person who is responsible to artificially 
role play the response activities of personnel and groups 
not participating in the exercise. 

• Actor – An individual simulating specific roles 
(e.g., victim, attacker, etc.) to add realism to  
an exercise.

• Facilitator – A specially trained individual responsible for 
guiding participants during discussion-based exercises to 
ensure key issues are addressed and ensure progress is 
being made during the exercise.

• Observer – A person who has no role to play in 
the exercise but is witnessing events to assess the 
preparations of the organization or individuals 
within it, or to learn lessons.

• Safety Officer – An individual responsible for monitoring 
and assessing hazards or unsafe situations and for 
developing measures for ensuring asset protection, site 
safety and personal/individual safety during the course of 
an exercise.

TRANSPORT_CodePractice-Doc1of2_SecurityExercises_EN.indd   7 11-03-16   1:38 PM



CODE OF PRACTiCE ON

CONDUCTING SECURITY EXERCISES FOR RAIL AND TRANSIT OPERATIONS8

There are two main categories of exercises: discussion-based and operations-based. These two categories and examples of 
each are described below.

The diagram below provides an illustration of exercise types and their level of complexity.

Full Scale

Operation-based

Discussion-based

Functional

Drills

Games

Tabletops

Workshops

Seminars

C
o

m
p

le
xi

ty

 
Figure 3. Exercise types and levels of complexity

Discussion-Based Exercises 

Discussion-based exercises familiarize participants with, 
and help them identify shortcomings regarding current plans, 
policies, agreements, procedures and expected capabilities. 
Generally, facilitators are used to lead discussions and keep 
participants focused on meeting the objectives of the exercise. 
Examples of discussion-based exercises include:

Seminars – are generally employed to orient participants  
to, or provide an overview of, authorities, strategies, plans, 
policies, procedures, protocols, response resources, concepts 

and ideas. Seminars provide a good starting point for 
operators who are developing or making major changes  
to their plans and procedures. Seminars are generally seen  
as training instruments and are not suitable for exercising 
elements of a Security Plan. 

Workshops – similar to seminars, workshops differ in two 
important aspects: participant interaction is increased, and 
the focus is on achieving/building a product (i.e., a plan  
or policy). Like seminars, workshops are usually seen as 
training instruments and are not suitable for exercising 
elements of a Security Plan.

 3. Types of Exercises
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 3. Types of Exercises Tabletops – generally involve senior staff and key personnel 
discussing various issues regarding a hypothetical security 
situation. It can be used to assess plans, policies and 
procedures or to assess types of systems needed to guide 
the prevention of, mitigation of, response to and recovery 
from a security incident. Tabletops are aimed at facilitating 
understanding of concepts, identifying strengths and 
shortfalls or achieving a change in attitude. They are a 
suitable means for exercising elements of a Security Plan. 

Games – are simulations of operations often involving 
two or more teams, usually in a competitive environment 
using rules, data and procedures designed to depict an 
actual or assumed real-life situation. Like a table-top 
exercise, it does not involve the use of field resources. 
The sequence of events affects the decisions of players who 
are presented with scenarios and asked to perform a task 
associated with the scenario episode. The goal is to explore 
decision-making processes and the consequences of those 
decisions. Games are also suitable means for exercising 
elements of a Security Plan.

Operations-Based Exercises 

Operations-based exercises are more complex exercises used 
to validate plans, policies, agreements and procedures; 
clarify roles and responsibilities; and identify resource gaps 
or other shortcomings in an operational context. Participants 
are required to resolve a scenario by acting out their responses 
just as in a real life emergency (e.g., simulated wounds are 
treated, personal protective equipment is donned, simulated 
casualties are placed on stretchers, and security teams 
apprehend and detain simulated perpetrators), rather than 
discussing how they would respond.

Drills – a coordinated, supervised activity employed to 
evaluate a single, specific control or function in a single 
agency or a single element of a Security Plan. They are 
commonly used to provide training on new equipment, 
develop or test new policies and procedures, or practice  
and maintain current skills.

Functional – designed to test or evaluate the capability of 
individual or multiple security controls or functions, with 
time constraints, and normally in an emergency operations 
centre. Based on a scenario event, a functional exercise 
provides practice for participants without movement of 
personnel or equipment. It examines and/or validates the 
coordination, command and control between various 
multi-organizational coordination centres (e.g., emergency 
operation centre, joint field office, etc.).

Full-Scale Exercises – the most complex of exercises, 
these are multi-organizational, and often multi-jurisdictional 
exercises that test many facets of security response and 
recovery. Events occur in accordance with a scripted 
exercise scenario with built-in flexibility to allow updates  
to drive activity. The exercise is conducted in a real-time, 
stressful environment closely mirroring a real event. First 
responders and resources are mobilized and deployed to the 
scenes where they conduct their actions as if a real incident 
had occurred.
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 4. Security Exercise Development
The Five Phases of Developing  
a Security Exercise

As illustrated in the diagram below, security exercises 
should, in general, be developed and conducted using  
a five-phase cycle: 

1. Establishing a foundation;

2. Designing and developing the exercise;

3. Conducting the exercise; 

4. Evaluating the exercise; and

5. Planning and implementing program improvements using 
the evaluation results.

As each phase informs and is linked to the phase that 
follows it, there is some degree of overlap between them. 
Each of these phases is described below.

Im
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Foundation

Evaluation Conduct

 

Figure 4. Five phases of developing a security exercise

Note on templates and other tools: The Canadian 
Emergency Management College has developed a 
Toolkit for its Exercise 100 course that contains 
templates (e.g., for the After-Action Report, Corrective 
Action Plan, Improvement Plan, etc.) and other tools 
(e.g., checklists) that operators might wish to use when 
developing and conducting security exercises. A copy  
of the Toolkit is included on the CD-ROM attached to 
this Code of Practice.

Phase One – Foundation
In general, establishing the foundation for a successful 
exercise should involve the following steps:

1. Identify the objective(s) for the exercise and expected 
actions for meeting those objectives;

2. Assess capability to conduct an exercise;

3. Define the exercise scope;

4. Develop an exercise planning timeline with milestones;

5. Select participants for a planning team; 

6. Schedule planning conferences/meetings (e.g., initial 
planning conference, mid-term planning conference, 
master scenario events list conference and final planning 
conference);

7. Develop an exercise work plan and associated 
budget; and

8. Obtain approval from appropriate management.

Setting well-defined objectives is a particularly important 
step in developing a foundation for a security exercise for 
three main reasons: first, they provide a framework for 
developing the security exercise scenario; second, they 
provide guidance for organizations participating in the 
exercise that want to establish additional objectives specific 
to their organization; and third, they are used to develop 
evaluation criteria for evaluating the security exercise.

TRANSPORT_CodePractice-Doc1of2_SecurityExercises_EN.indd   10 11-03-16   1:38 PM



TRANSPORT CANADA 11

 4. Security Exercise Development Phase Two – Design and Development 
Building upon the exercise foundation, the design and 
development process should generally consist of the 
following tasks:

• Managing the project;

• Assembling a planning team;

• Conducting effective planning conferences;

• Identifying exercise design objectives;

• Developing the security exercise scenario and 
documentation, including major and minor events;

• Assigning logistical tasks;

• Coordinating the involvement of participating organizations 
and officials as well as other parties (e.g., media); 

• Identifying the evaluation methodology; and

• Developing a communications strategy that includes 
procedures and details about communications channels 
and spokespeople. 

Phase Three – Conduct 
This phase requires facilitation and project management 
skills to ensure the exercise takes place and, in general, 
should include the following steps:

1. Setup: The setup phase is the responsibility of the 
planning team and addresses all logistic requirements of 
the exercise. Facilities, equipment and personnel can 
often be utilized during an exercise; it is important that 
all these aspects are ready prior to the start of the 
exercise. Locations and facilities should be surveyed and 
equipment tested. A staging area can be used to assemble 
people, vehicles, equipment, and materials prior to their 
use in an exercise.

2. Briefings: This step usually consists of a meeting 
(or meetings) held before the exercise begins to inform 
participants of the ground rules of conduct and their roles 
and responsibilities. Participants need to be reminded to 
comply with safety requirements and not place them-
selves, or others, in danger while exercises take place. 
Organizations may need to appoint a safety officer who 
will carry out a risk assessment for every live exercise to 
test that structures are safe and no unseen dangers are 
present on the site. 

3. Facilitation, control and evaluation: Facilitation is 
usually delivered by a specially trained individual 
assigned responsibility for guiding participant discussions 
during discussion-based exercises and for ensuring key 
issues are addressed. Control is exercised by person(s) in 
a functional exercise whose role is to ensure the objec-
tives are sufficiently exercised, the level of activity keeps 
participants occupied and challenged, and the pace (flow) 
of the exercise proceeds according to the scenario. 
Evaluation is the process of observing and recording 
exercise activities, comparing performance of participants 
against exercise objectives and noting strengths 
and deficiencies.

4. Wrap-up activities: Once the exercise has been 
terminated, the planning team will undertake the 
procedures relating to ceasing use of equipment required 
during functional exercises. Exercise documentation (e.g., 
scenario information) should be gathered and disposed of 
as appropriate. All participants should attend the Hotwash 
and be given an opportunity to discuss their experience 
during the exercise, identifying strengths and weaknesses 
of plans, policies and procedures. Evaluators should 
include these comments in the evaluation. Participants 
should be made aware of the next-steps, including 
tentative time-lines for the Coldwash, if required, and the 
After-Action Report.

Tips on communications during an exercise:

Just as communications equipment and processes can 
play key roles in responding to a security incident, they 
likewise play key roles in the success of a security 
exercise. Consequently, operators should test inter- and 
intra-organizational communications during their 
exercises. To prepare for such a test, operators should:

•	 Inform participants of all those involved in the exercise 
and their respective roles during the exercise; 

•	 Test all communications equipment before the 
exercise begins to ensure that it works properly; and

•	 Establish an agreed channel of communication 
between controllers, simulators, and evaluators so 
that they can be kept aware of any developments or 
changes during the exercise.
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Tips on code words:

Before an exercise, operators should agree on a 
codeword, such as “EXERCISE, EXERCISE, EXERCISE” 
that will be used to mark the beginning of role-playing 
and/or introduce participants to exercise information. 
This will help ensure that those receiving the message 
are aware that the message is part of an exercise and 
not related to a real security incident.

The commonly used codeword “NO DUFF” can be used 
to identify that a real incident has occurred and is not 
part of the exercise. This could also be used if there are 
real casualties during the exercise. 

Operators should identify a code word to advise 
participants that the exercise will be interrupted (e.g., 
HOLD EX) due to a real security incident or emergency. 

Lastly, operators should also identify a code word to 
advise participants that the exercise is terminated or 
stopped (e.g., END EX). It is important that all participants 
are familiar with the agreed code words before the 
exercise begins.

Phase Four – Evaluation 
Operators should evaluate the results of the security exercise 
to see if exercise objectives were met. Lessons learned during 
an exercise should be exploited to the benefit of participants. 
Evaluation should be done both during and after the exercise. 
An evaluator should be assigned to observe, record and 
assess exercise activity and conduct, by comparing the 
behaviour or actions against the exercise objectives, while 
noting strengths and weaknesses. The following are the 
typical steps of an evaluation process:

1. Plan and organize the evaluation;

2. Observe the exercise and collect data;

3. Conduct an exercise debrief (Hotwash and Coldwash);

4. Analyze data;

5. Develop a draft After-Action Report;

6. Identify improvements and corrective actions that need to 
be implemented;

7. Finalize and issue the After-Action Report; and

8. Develop and track implementation of the Corrective 
Action Plan.

Debriefing (Hotwash and Coldwash) is a crucial stage of 
any exercise. A Hotwash is a debriefing that involves 
players and members of the exercise planning team and is 
held immediately after the exercise is completed to discuss 
preliminary observations. It is a good way of capturing 
players’ instant reactions. A Coldwash is a meeting held 
some time after the event; it gives participants time to 
reflect on their experiences. 

Operators should keep records of all security exercises it 
conducts. Such records should be kept for a period of six 
years, or as prescribed by law. At a minimum, such records 
should include the following information:

• Date(s), time(s) and location(s) of the exercise;

• Objective(s) of exercise;

• Type of exercise; and

• List of participants.

In addition, operators should keep the After-Action Report 
for each security exercise it conducts for a period of six 
years, or as prescribed by law. At a minimum, such a Report 
should include the following information:

• The information listed above for all records 
(e.g., objective(s), list of participants, etc.);

• An assessment of the exercise’s usefulness;

• Lessons learned, including:

 - What worked well (i.e., successes);

 - Shortcomings identified in existing security measures, 
processes, procedures, practices, resources;

 - An indication of the seriousness of the shortcomings;

 - The priority assigned to addressing each  
shortcoming; and

 - Recommendations on how to address the identified 
shortcomings and build on successes.
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Phase Five – Improvement Planning Process
The Improvement Planning phase is one of the most 
important phases of the exercise cycle. Unfortunately  
it is often neglected. Its main purposes are to:

• Ensure the findings of the Evaluation phase (i.e., the 
lessons learned) are addressed and adopted; and 

• provide an opportunity for continuous improvement (i.e., 
by identifying, implementing and measuring the effective-
ness of corrective actions and by serving as the link to the 
first phase in the exercise cycle), which is a key factor in 
preparing for a security incident. 

After evaluating the results of the security exercise, an 
operator should determine how they will address lessons 
learned. The operator should develop the following docu-
ments as part of the Improvement Planning phase:

• A Corrective Action Plan, that identifies: 

 - At a high level, program shortfalls, deficiencies and 
resource issues observed during the exercise; 

 - Corrective actions for addressing those shortfalls, 
deficiencies and resource issues; and

 - Specific individuals/groups responsible for addressing 
these gaps.

• An Improvement Plan, that:

 - Restates lessons learned and corrective actions;

 - Restates specific individuals responsible for  
addressing gaps;

 - Identifies best practices that could be used for  
implementing the corrective actions;

 - Establishes target dates for completing corrective 
actions;

 - Identifies one or more individuals responsible for 
tracking implementation of the corrective actions; and

 - Provides a plan for measuring the effectiveness of the 
corrective actions.

Note: It is possible to merge the two plans into one, 
called a Corrective Action and Improvement Plan.

The operator should track implementation of the improvement 
plan and measure the effectiveness of the corrective actions 
(e.g., via subsequent exercises). The operator should also 
update its Security Plan and related documents (e.g., 
Emergency Plan, Business Continuity Plan) to reflect any 
operational or procedural changes that were made as a result 
of the Improvement Planning process.

Operators should keep the Corrective Action Plan and 
Improvement Plan for each security exercise it conducts 
for a period of six years, or as prescribed by law.
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 5. Management and Accountability
Ongoing Management of the Security 
Exercise Program

Note: Operators should refer to the Code of Practice on 
Developing and Maintaining Security Plans for Rail and 
Transit Operators (available from the Canadian Urban 
Transit Association, the Railway Association of Canada 
or Transport Canada) for details on roles and 
responsibilities. 

On an ongoing basis, each rail and transit operator should 
designate one or more individuals to be responsible for: 

• Developing, reviewing and updating the security exercise 
program, plan and schedule;

• Determining how the security exercise program fits within 
the organization’s security planning activities;

• Managing implementation of the security exercise 
program;

• Developing the After-Action Report, Corrective Action 
Plan and the Improvement Plan (examples of templates  
for these forms can be found in the Canadian Emergency 
Management College’s Exercise 100 Toolkit included in 
the CD-ROM attached to this Code);

• Managing implementation of the Corrective Action Plan 
and the Improvement Plan; 

• Evaluating the results of each security exercise and  
the effectiveness of measures implemented as part of  
the Corrective Action Plan and the Improvement Plan; 

• Reporting the outcome of the security exercise, the 
Corrective Action Plan and the Improvement Plan  
to management; and

• Ensuring appropriate management is involved in, and 
endorses, the security exercise program, the exercises 
themselves (as appropriate), the Corrective Action Plan 
and the Improvement Plan.

Developing a Security Exercise

To ensure an operator’s Security Exercise Plan is thorough, 
complete and “repeatable” (i.e., the process remains the 
same no matter who conducts the assessment), the operator 
should develop a policy and procedure for developing 
Security Exercise Plans. At a minimum, the policy and 
procedure should include the following:

• The purpose of the Security Exercise Plan;

• An operator’s commitment of resources required  
to complete it; 

• The timing of the exercise plans (e.g., annually, upon 
receipt from Transport Canada of a new Threat Context 
Statement or Threat Scenario Document, or following an 
incident) and complete updates (e.g., every three years); 

• A thorough list of stakeholders who should be consulted 
and involved; 

• Roles and responsibilities for conducting and approving 
the exercise plan, its outcomes and Corrective Action Plan; 

• How the operator will act upon the resulting Corrective 
Action Plan; and

• How frequently the procedure will be updated. 

The operator should review and, if necessary, modify, 
its security exercise procedure every three years.

Frequency of Security Exercises

Operators should exercise key elements of their Security 
Plan (e.g., Emergency Management Plan, Security Escalation 
Plan, Evacuation Plan, etc.) every three calendar years. This 
can be done via one or more exercises during the three-year 
period. The security exercise schedule included in the Security 
Exercise Plan is crucial for tracking that each key element of 
the Security Plan is exercised over that period.

Tip: For the purposes of this Code, a security incident 
may be considered an exercise provided that the 
operator develops an After-Action Report, Corrective 
Action Plan and Improvement Plan.

CODE OF PRACTiCE ON

CONDUCTING SECURITY EXERCISES FOR RAIL AND TRANSIT OPERATIONS
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 5. Management and Accountability Review and Update Process

An operator should review and, if necessary, modify  
its Security Exercise Plan at least once per calendar year 
(e.g., to reflect changes in its operations, or in its Security 
Risk Assessment or Security Plan). This will ensure the plan 
reflects the operator’s changing security environment, 
operations, capabilities and risk context and ensure the 
Security Exercise Plan remains relevant.

Maintaining Confidentiality

Some documents produced while conducting a security 
exercise, including the resulting After-Action Report, 
Corrective Action Plan and Improvement Plan, should be 
treated as security-sensitive, and handled in accordance  
with the operator’s document classification policy.3

Some examples of document control strategies include:

• all copies of relevant documents (e.g., the exercise 
scenario, After-Action Report, Corrective Action 
Plan and Improvement Plan) should be stored in  
a secure location;

• the exercise scenario, After-Action Report, Corrective 
Action Plan and Improvement Plan and all associated 
documentation should be distributed on a “need to  
know” basis;

• each operator should determine who “needs to know,” 
such as appropriate management and those responsible  
for implementing the Improvement Plan; and

• documentation should be traceable (e.g., using numbered 
copies with list of locations, and requiring older versions 
to be returned and destroyed when new versions are 
distributed).

Operators may wish to develop a non-sensitive summary  
of their After-Action Report for sharing with stakeholders 
and are encouraged to share the results (especially any 
identified “best practices” and “lessons learned”) with other 
operators, experts and/or safety/security inspectors of 
provincial or territorial transportation departments con-
cerned, if any, and Transport Canada. Doing so will help 
ensure that security practices across the country, as well as 
this Code of Practice, can be updated and improved over 
time in accordance with the information provided.

Consultations and 
Stakeholder Involvement

When developing a multi-year Security Exercise Plan, an 
operator should consult with relevant stakeholders such as:

• employees (including security staff, front line service 
providers, and drivers);

• law enforcement and intelligence officials;

• emergency responders;

• companies contracted to providing security services  
for the operator;

• Transportation Security Inspectors;

• Experts and/or safety/security inspectors of provincial or 
territorial transportation departments concerned, if any; 

• operators of interconnected transportation systems;

• relevant industry associations;

• managers of facilities (e.g., stations) used, occupied 
or shared; and

• individuals/organizations with which the operator shares  
a facility (e.g., tenants, user groups).

Such consultations should help the operator develop realistic 
security exercise scenarios and conduct realistic exercises. 

Lastly, operators should inform relevant stakeholders about 
their intention to hold exercises.

3 Refer to section 1.3.10 of the Code of Practice on Security Plans for more information on maintaining the confidentiality of security-sensitive documents.
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Definitions

After-Action Report – A formal written document 
analyzing the performance of personnel after an exercise 
or actual event. The final product of an exercise, it includes 
observations and recommendations based on exercise 
objectives associated with defined capabilities and tasks.

Coldwash/After-Action Review – A post-exercise meeting 
held after a period of time, not immediately after the 
exercise. Preliminary observations and evaluations are 
discussed and players have an opportunity to provide 
feedback that might have been missed during the Hotwash.

Consequence – The potential outcomes of the Threat 
Scenario, including with respect to people, economic/
financial issues, operational matters and reputation/ 
public confidence.

Corrective Action Plan – A plan that follows an exercise to 
identify program shortfalls and necessary corrective actions 
to address those shortfalls.

Critical Infrastructure – Physical and information 
technology facilities, networks, services and assets which,  
if disrupted or destroyed, would have serious impact on the 
health, safety, security or economic well-being of Canadians 
or the effective functioning of governments in Canada. 

Debrief – A meeting held after an exercise to discuss 
participants’ observations and collect feedback. Hotwashes 
and Coldwashes are types of debriefs.

Due Diligence – The level of judgment, care, prudence, 
determination, and activity that a person would reasonably 
be expected to do under particular circumstances. In an 
emergency program, due diligence means that all reasonable 
precautions are taken to address public safety risks, including 
during response to an emergency. 

Exercise Plan – A plan that provides a synopsis of the 
exercise and is published and distributed to participants and 
observers prior to the start of the exercise. The plan includes 
the exercises objectives and scope, safety procedures and 
logistical considerations such as an exercise schedule. The 
exercise plan enables participants to understand their roles 
and responsibilities in exercise planning, executions and 
evaluation. It is intended for use by exercise players and 
observers—therefore, it does not contain detailed scenario 
information that may reduce the realism of the tasks to be 
performed. Players and observers should review all elements 
of the plan prior to the exercise schedule. 

Exercise Scenario – The backdrop and storyline that 
drives an exercise. The first step in designing a scenario is 
determining the type of threat/hazard to be used in an 
exercise. The hazards selected for an exercise should 
realistically stress the capabilities an organization is 
attempting to improve through its exercise programs. A 
hazard should  also be a realistic representation of potential 
threats faced by the exercising jurisdiction. For discussion-
based exercises, a scenario provides the backdrop that drives 
player discussion. For operations-based exercises, the 
scenario should provide background information on the 
incident catalyst of the exercise. 
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Hotwash – An immediate meeting session between players 
and members of the exercise planning team to discuss their 
preliminary observations. A Hotwash is done while events 
are fresh in everyone’s minds to identify and discuss what 
went right as well as what went wrong. Ideas about how  
to improve in the future are freely shared. This information 
will be used in writing the After-Action Report. 

Improvement Plan – A plan that builds on the After-Action 
Report by identifying specific corrective actions, assigning 
these actions to responsible parties, and establishing targets 
for their completion. For each task, the Improvement Plan 
lists the corrective actions that will be taken, the responsible 
party or agency, and the expected completion date. The 
Improvement Plan is included at the end of the After-  
Action Report.

Lesson Learned – A finding resulting from an exercise on 
which an operator may or not decide to take specific action; 
sometimes also called a lesson identified.

Multi-year Exercise Plan – A document that describes 
exercise activities over several years, based on the needs  
of an organization. It is the foundational document guiding  
a successful exercise program. The multi-year plan provides 
a mechanism for long-term coordination of training and 
exercise activities towards an organization’s preparedness 
goals. The plan describes the program’s training and  
exercise priorities and associated capabilities, and aids in 
employing the building-block approach for training and 
exercise activities. 

Risk – The likelihood of death, injury or loss measured  
as the function of threat, vulnerability and consequences  
(R = T x V x C). Indicates the likelihood of an adverse effect 
on health, property, the environment or other things of value.

Security Exercise – A simulated emergency in which 
members of various organizations perform the tasks that 
would be expected of them in a real emergency. For the 
purposes of this Code, a security incident may be considered 
an exercise provided that the operator develops an After-Action 
Report, Corrective Action Plan and Improvement Plan.

Security Incident – An event that could have or has resulted 
in death, injury, significant property damage, or serious 
disruption to operations, works or equipment as a result of 
an intentional act by a person or persons.
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  Appendix B

Resources

APTA Security Emergency Management Working Group. 
General Guidance on Transit Incident Drills and 
Exercises (APTA RP-SEM--004-09). American Public 
Transportation Association. Washington, 2009. 
http://www.aptastandards.com/Portals/0/Security_pdfs/
APTA-SS-SEM-RP-004-09_drills_exercises.pdf

Boisvert, Patrick and Raphael Moore. Crisis and 
Emergency Management: A Guide for Managers of the 
Public Service of Canada, from the CCMD Roundtable on 
Crisis Management, chaired by André Gladu, Canadian 
Centre for Management Development. Ottawa, 2003. http://
www.csps-efpc.gc.ca/pbp/pub/pdfs/P117_e.pdf

Emergency Management Ontario. 2007 National Exercise 
Program – Volume 1 Guide to Developing an Exercise 
Program, Ministry of Community Safety and Correctional 
Services. Toronto, 2007. 
http://www.emergencymanagementontario.ca/english/
Training/em125/em125.html

Federal Emergency Management Agency. Homeland 
Security Exercise and Evaluation Program (HSEEP).  
Vol. 1, 2007. https://hseep.dhs.gov/support/VolumeI.pdf

National Emergency Management Training Committee. 
Exercise Design 100. Public Safety Canada. 2007 (Updated 
January 2009)4

Codes of Practice

Transport Canada. Code of Practice on Conducting 
Security Risk Assessments of Rail and Transit 
Operations, 2010. 

Transport Canada. Code of Practice on Developing and 
Maintaining Security Plans For Rail and Transit 
Operators, 2009.

Transport Canada. Code of Practice on Employee Training 
and Awareness for Rail and Urban Transit Security, 

4 Please note that the version of Exercise Design 100 used when developing this Code of Practice (August 2009 edition) is not easily available to the 
general public. To obtain a copy, please contact the Canadian Emergency Management College at the following address: registrar@ps.gc.ca.
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