
Privacy in
a changing
society
concePts of Privacy are evolving 
r a P i d ly  i n  t o day ’ s  w o r l d,  a n d  
s o  a r e  t h e  fa c t o r s  t h at  a r e 
emerging to threaten it. 
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Four Key Influences
On The Future of Privacy 

concePts of Privacy are 
changing fast in today’s 
world, and so are the 
factors that threaten it. 
the office of the Privacy 
commissioner of canada 
monitors a broad range 
of challenges, and has 
identified four emerging 
issues that we Predict will 
have esPecially Powerful 
imPacts on Privacy in the 
years ahead. they are:  

•	 InformatIon	technology

•	 genetIc	InformatIon

•	 PUBlIc	Safety

•	 the	IntegrIty	of	PerSonal		

	 IdentIty

This brochure describes the issues and their 

associated privacy risks, and explains what the 

Office is doing to better protect the privacy of 

Canadians.
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ImagIne	a	fUtUre	where	hoUSehold	

fIxtUreS	and	aPPlIanceS	are	Smart	

enoUgh	to	antIcIPate	yoUr	every	need.	

In	an	era	of	“UBIqUItoUS	comPUtIng,”	

oBjectS	–	and	PotentIally	PeoPle	–	

woUld	Be	tagged	wIth	tIny	Id	chIPS	or	

SenSorS.	data	from	the	tagS	woUld	

PaSS	over	wIreleSS	commUnIcatIonS	

networkS,	to	Be	gathered,	Stored,	

and	ProceSSed	So	that	yoUr	Smart	

envIronment	coUld	reSPond	InStantly	

to	yoUr	PreferenceS	and	commandS.

Such a personally tailored world may sound 

futuristic, but many elements are already reality. 

Indeed, information and communications 

technologies have, for many years, been 

enhancing our lives in countless ways. Most 

people today can barely imagine a world without 

the Internet and the many other advances that 

computers and the digital age have brought.

Challenge to Privacy

But every technological innovation also introduces 

new risks to privacy. Ubiquitous computing, 

for example, depends on radio-frequency 

identification (RFID) chips that are inserted into 

objects, or even implanted in people. As you walk 

down the street, those embedded microchips 

could emit a cloud of data – from you, your 

clothes, your purse or your backpack. Anyone 

with a suitable receiving device could conceivably 

vacuum up vast amounts of your personal 

information, build a profile, and track your  

every move. 

And you might never even know. 

Modern information and communications 

technologies have given organizations, and even 

individuals, the ability to collect and process vast 

amounts of information easily and efficiently. 

While acknowledging the benefits of these 

technologies, we also recognize that, if misused, 

they can cause significant harm to your privacy.

Information Technology 
and Privacy
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Genetic Information 
and Privacy

genetIc	InformatIon	IS	the	UltImate	

IdentIfIer.	It	aUthentIcateS	US	aS	

memBerS	of	the	hUman	SPecIeS,	then	

fIllS	In	the	detaIlS	of	who	we	are	

aS	UnIqUe	IndIvIdUalS.	It	deScrIBeS	

oUr	PhySIcal	traItS	and	many	of	

oUr	BehavIoUrS.	and,	whIle	It	Boldly	

declareS	oUr	IdentIty	today,	It	alSo	

SPeakS	of	oUr	anceStorS	and	orIgInS,	

and	whISPerS	of	oUr	fUtUre	and	the	

aIlmentS	we	may	yet	come		

to	know.

The story told by our genetic material has 

tremendous symbolic value because it captures 

the essence of our selves. It also has great 

practical value – for law enforcers who use DNA 

to connect criminals to crime scenes, for doctors 

and medical researchers searching for ways to 

improve and extend our lives, and for employers 

and insurers looking to distinguish the sickly from 

the robust.

Challenge to Privacy

At the frontiers of science, genetic technologies 

challenge our capacity to grasp their full 

implications. The science is evolving faster than 

the surrounding laws and ethical frameworks. 

What, for example, are the implications of creating 

“designer babies” by preselecting desirable traits, 

such as beauty and intelligence?

Privacy rights are often ensnared in the ensuing 

social debate. How can patients give meaningful 

consent for the use of biological tissue if it can be 

stored and reused, decades from now, in ways we 

cannot even imagine today? 

Consider, too, that while DNA is unique to each 

individual, the genetic information of close 

relatives is often similar. One consequence is that 

your brother’s DNA in a police databank could 

throw entirely undeserved suspicion on you. 

From a privacy standpoint, moreover, personal 

information that is shared with relatives raises 

questions about who owns and controls it.
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Public Safety
and Privacy

the	famIly	rUSheS	to	the	aIrPort	check-In	

coUnter	wIth	lIttle	tIme	to	SPare,	only	

to	Be	told	theIr	teenager	may	not	Board	

the	aIrcraft	BecaUSe	hIS	name	IS	on	

canada’S	no-fly	lISt.	theIr	travel	PlanS	In	

a	SUdden	ShamBleS,	the	famIly’S	dISBelIef	

meltS	Into	horror	aS	theIr	PredIcament	

deePenS.	deSPIte	monthS	of	effort,	they	

never	learn	why	theIr	chIld	IS	a	target	

of	natIonal	SecUrIty	agencIeS,	or	how	to	

make	the	nIghtmare	StoP.

Canada’s public safety and national security 

agencies are dedicated to protecting citizens 

against those who would threaten our safety and 

way of life. To carry out their work, they collect 

information on individuals through surveillance and 

other means.

Analysis of the accumulated data may lead 

authorities to take action against suspects, 

including banning them from commercial flights, 

restricting their movements and other liberties, 

apprehending them, or even deporting them.

Challenge to Privacy

Law enforcement agencies typically work in 

secret. While secrecy is often justified, it also 

presents unique problems for individuals caught in 

the dragnet. 

How, for instance, do you prove your innocence 

if you cannot find out what the authorities know 

about you? How did they get the information? 

Are they sharing it with others? What if they’re 

misinterpreting it? What if it’s dead wrong?

In today’s world, privacy laws give you the right 

to know when others are collecting your personal 

information, to verify that it’s correct, and to have 

some say over its use. When it comes to public 

safety measures, however, those rights are being 

sidelined, to the point where, in some instances, 

they have vanished altogether.



tell me who  
you are and 
i’ll tell you 
who you’ve  
become



tell me who  
you are and 
i’ll tell you 
who you’ve  
become

Identity Integrity 
and Privacy

gone	are	the	dayS	when	yoU	coUld	

Stroll	anonymoUSly	along	a	BUStlIng	

cIty	Street.	today,	wIth	SUrveIllance	

cameraS,	Smart	PhoneS	and	gloBal	

PoSItIonIng	SyStemS,	there’S	a	good	

chance	that	SomeBody	yoU	don’t	know	

wIll	know	a	lot	aBoUt	yoU,	InclUdIng	

where	yoU	are	and	what	yoU’re	UP	to.	

merchantS,	too,	track	yoUr	BUyIng	

BehavIoUr,	In	the	hoPe	of	lUrIng	yoU	to	

theIr	ProdUctS.	yoUr	IdentIty	–	who	yoU	

are	and	what	yoU	thInk	and	do	–	haS	

Become	a	valUaBle	commodIty.

Even if you’ve never posted a single word or image 

on the Internet, there’s a good chance you’re still 

leaving an electronic footprint.

After all, a friend could post a picture of you at a 

recent party. Your use of customer loyalty cards is 

feeding databases with detailed information on your 

buying habits and product preferences. And, every 

time you use your smart phone or personal digital 

assistant, you’re leaving a trail of information about 

yourself, your whereabouts and your activities.

Challenge to Privacy

Each bit of data alone may mean little. But, gathered 

up, cross-referenced and analyzed, all these pieces 

could yield an extremely detailed profile. Taken 

together, this can become your identity.

Managing your identity is a challenge, especially 

when you don’t really control how it was created,  

or how it’s being used or shared with others.

And it can be used for good or ill. You might, for 

example, enjoy VIP treatment at a shop you visit 

often. Or you could find yourself bombarded by 

irritating ads and wondering what happened to  

your privacy.
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Protecting Privacy
And The Road Ahead

Concern for the privacy implications of our four 

strategic priorities pervades all aspects of our work.

We explore the issues through our complaints 

investigation process and our privacy audits. Our 

priorities also influence how we review privacy 

impact assessments for new or significantly 

modified federal government programs.

And we review draft legislation on such issues as 

DNA, fingerprinting and the interception of online 

communications, in order to propose ways to 

better respect the privacy of individuals.

We would never stand in the way of progress, but 

we hope to encourage people involved in each of 

our priority areas to think about privacy.

Technology developers, for example, could build 

privacy-sensitive refinements into their products. 

Industry and governments could reflect on ways 

to roll out national security measures in ways that 

take people’s privacy into account.

And every organization should consider the 

privacy of individuals in the way it collects, uses, 

discloses and disposes of personal information.

We also want to help people understand the value 

of their personal information, and to recognize 

when it is at risk. The insights developed through 

our work on these priority areas inform our 

outreach activities and help focus our public 

education activities. Equipped with the right tools 

and knowledge, individuals can take steps to 

protect themselves against intrusions on  

their privacy.

the	offIce	of	the	PrIvacy	commISSIoner	

of	canada	IS	focUSIng	on	theSe	foUr	

PrIorIty	ISSUeS	In	order	to	monItor	the	

PrIvacy	rISkS	they	PoSe.	

We are conducting extensive in-house research. 

We are also engaging outside expertise from 

academics, researchers, industry, governments 

and international authorities, to ensure we have 

the most complete understanding of the issues. 

We are, moreover, working with other regulatory 

bodies, both in Canada and abroad, to identify 

emerging trends that cut across borders and to 

develop complementary approaches to common 

issues.
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More About 
How We Work

the Privacy commissioner 
of canada, an officer of 
Parliament who rePorts 
directly to the house of 
commons and the senate, 
is an advocate for the  
Privacy rights of  
canadians with the  
Power to:

• Investigate complaints, conduct privacy 

audits and pursue court action under two 

federal laws; 

• Publicly report on the personal information-

handling practices of public- and private-

sector organizations; 

• Support, undertake and publish research  

into privacy issues, and 

• Promote public awareness and  

understanding of privacy issues. 

For more information contact:

Office of the Privacy Commissioner of Canada

Tel.: (613) 947-1698 or  

toll-free 1 (800) 282-1376

TTY/TDD: (613) 992-9190

www.priv.gc.ca

Follow us on Twitter: @PrivacyPrivee
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