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Foreword

Each fiscal year, the head of every government institution has to prepare and submit to Parliament a
report on the administration of the Privacy Act.

This annual report is tabled in Parliament in accordance with section 72 of the Privacy Act under the
direction of the Minister of National Revenue and the Commissioner of the Canada Revenue Agency
(CRA). It describes how the CRA administered and fulfilled its obligations under the Privacy Act during
the period April 1, 2012, to March 31, 2013. It also discusses issues of interest related to program
delivery, emerging trends, and areas of focus for the year ahead.

The Privacy Act

The Privacy Act came into force on July 1, 1983. It protects the privacy of individuals by outlining
strong requirements for collecting, retaining, using, disclosing, and disposing of personal information
held by government institutions. It also provides individuals (or their authorized representatives) with a
right of access to their own personal information, with limited and specific exceptions and with rights
of correction or annotation or both. Individuals who are dissatisfied with any matter related to a formal
request made under the Privacy Act are entitled to complain to the Privacy Commissioner of Canada.

The Privacy Act’s formal processes do not replace other means of getting government information.
The CRA encourages individuals and their representatives to consider getting information through the
following informal methods:

m topical indexes on the CRA Web site: www.cra.gc.ca/azindex/menu-eng.html

m individual income tax enquiries (including requests for forms and publications): 1-800-959-8281

= universal child care benefit, Canada child tax benefit and related provincial and territorial
programs, child disability benefit, and children’s special allowances enquiries: 1-800-387-1193

m  TTY (teletypewriter for persons who are deaf or hard of hearing or who have a speech
impairment): 1-800-665-0354
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Overview of the Canada Revenue Agency

The Canada Revenue Agency (CRA) administers tax laws for the Government of Canada and for
most provinces and territories. It also administers various social and economic benefit and incentive
programs delivered through the tax system. In addition, the CRA has the authority to enter into new
partnerships with the provinces, territories, and other government bodies —at their request and on

a cost-recovery basis—to administer non-harmonized taxes and other services. Overall, the CRA
promotes compliance with Canada’s tax legislation and regulations and plays an important role in the
economic and social well-being of Canadians.

The Minister of National Revenue is accountable to Parliament for all of the CRA’s activities, including
administering and enforcing the Income Tax Act and the Excise Tax Act.

The Canada Revenue Agency Act provides for the establishment of a Board of Management
consisting of 15 directors appointed by the Governor in Council. They include the Chair, the
Commissioner and Chief Executive Officer, a director nominated by each province, one director
nominated by the territories, and two directors nominated by the federal government. Under the
provisions of the Canada Revenue Agency Act, the Board of Management oversees the organization
and administration of the CRA, including the management of its resources, services, property,
personnel, and contracts. In fulfilling this role, the Board of Management brings a forward-looking
strategic perspective to the CRA’s operations, fosters sound management practices, and is
committed to efficient and effective service delivery.

As the CRA’s chief executive officer, the Commissioner is responsible for the day-to-day
administration and enforcement of the program legislation that falls under the Minister’s delegated
authority. The Commissioner is accountable to the Board of Management for managing the CRA,
supervising employees, and implementing policies and budgets. Moreover, the Commissioner must
assist and advise the Minister with respect to legislated authorities, duties, functions, and Cabinet
responsibilities.

The CRA is made up of 12 branches and 5 regional offices across the country.

Branches

m  Appeals m Information Technology

m Assessment and Benefit Services = Leggl Sgrwces. .

= Audit. Evaluation. and Risk m Legislative Policy and Regulatory Affairs
m Compliance Programs = Public Affairs .

» Finance and Administration = Strategy and Iptegratlon

m Human Resources = Taxpayer Services and Debt Management
Regions

= Atlantic = Prairie

m  Ontario m  Quebec

m Pacific




The Access to Information and Privacy Directorate

The Access to Information and Privacy (ATIP) Directorate supports the CRA in meeting its
requirements under the Access to Information Act and the Privacy Act. To fulfill this mandate, the
ATIP Directorate:

responds to requests and enquiries under the Access to Information Act and the Privacy Act;
provides advice and guidance to CRA employees on requirements related to requests for, and the
proper management and protection of, personal information under the CRA’s control;

coordinates privacy impact assessment processes within the CRA, including giving expert advice
to CRA employees on privacy implications, risks, and options for avoiding or reducing risks;

gives training and awareness sessions on the Access to Information Act and the Privacy Act and
the practices and requirements for managing personal information;

communicates with the Treasury Board Secretariat and the offices of the information and privacy
commissioners of Canada about complaints, audits, and policy or legislative requirements; and
fulfills corporate planning and reporting obligations such as the CRA’s annual reports to Parliament
on the administration of the Access to Information Act and the Privacy Act.

Marie-Claude Juneau is the Director of the ATIP Directorate. She reports to the Assistant
Commissioner of the Public Affairs Branch.

In 2012-2013, 124 full-time employees were responsible for administering the Access to Information
Act and the Privacy Act. The ATIP Directorate is made up of two main divisions: production, and
program support and training (within the Directorate and CRA-wide). In addition to its Headquarters
office in Ottawa, the ATIP Directorate has an office in Vancouver and an office in Montréal.

Director,
Access to
Information and

Privacy (ATIP)
Directorate

. . Assistant Director, Assistant Director, . . Assistant Director, Assistant Director, . ;
Assistant Director, ) o Assistant Director, ) o Assistant Director,
L ATIP Productions, ATIP Productions, Y ATIP Productions, ATIP Productions, !
ATIP Productions, A ATIP Productions, . N . N Program Support

3 Legislative & Headquarters . Regional Operations Regional Operations
Strategic . Corporate Services L S and
’ i Complex Case Operations Case - Case Division— Case Division— L
Compliance Division o L Division Training Division
Division Division Montreal Vancouver

—

. Corporate Intake and Governance .
Talx Operat_lo_ns Complex Legislative Services & Workload & Corporate eSS
Compliance and Training N y . . " Processes
N > Case Section Case Section Consultation Planning Reporting N
Section Manuals Section ’ . ; Section
Section Section Section
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The Access to Information and Privacy Oversight
Review Committee

The Access to Information and Privacy Oversight Review Committee is an executive-level committee
with representatives from CRA branches. The Committee leads the senior horizontal review of
emerging access to information and privacy issues that could affect the CRA. The Committee reviews
privacy impact assessments and examines federal government policies and initiatives that pertain to
access to information and privacy at the CRA. In 2012-2013, the terms of reference for the Committee
were revised.

Delegation of responsibilities under the Privacy Act

As head of the CRA, the Minister of National Revenue is responsible for how the CRA administers
the Privacy Act and complies with Treasury Board Secretariat policy instruments. Section 73 of the
Privacy Act gives the Minister of National Revenue the authority to designate one or more officers
or employees of the CRA to exercise or perform all, or part, of the Minister’s powers, duties, and
functions under the Act.

The CRA’s current delegation order for the Privacy Act was signed by Gail Shea, Minister of National
Revenue, on March 28, 2013. It identifies specific provisions of the Privacy Act and its regulations that
the Minister has delegated to various positions within the CRA.

The Privacy Act delegation order was revised in 2012-2013 to be consistent with changes made to
the Access to Information Act delegation order as per the Office of the Information Commissioner
of Canada’s recommendation to “Ensure that the Minister of National Revenue further amend the
delegation order to ensure greater autonomy of the access to information coordinator.” The change
involved removing delegated authority from all assistant commissioners with the exception of the
Assistant Commissioner of the Public Affairs Branch.

The Access to Information and Privacy director and assistant directors, as well as the managers of the
production units, approve responses to requests under the Privacy Act. Delegations are also extended
to the Commissioner, the Deputy Commissioner, and the Assistant Commissioner, Public Affairs
Branch.

2012-2013 Annual Report to Parliament




Minister
of National Revenue

Ministre
du Revenu national

Ottawa, Canada K1A 0A6

Privacy Act
Delegation Order

Arrété sur la délégation en vertu de la Loi sur
la protection des renseignements personnels

I, Gail Shea, Minister of National
Revenue and Minister for the Atlantic
Canada Opportunities Agency, do
hereby designate, pursuant to

section 73 of the Privacy Act', the
officers or employees of the Canada
Revenue Agency who hold the positions
set out in the attached Schedule to
exercise or perform the powers, duties,
or functions that have been given to me
as head of a government institution
under the provisions of the Privacy Act
as set out in the Schedule.

Je, Gail Shea, ministre du Revenu
national et ministre de I’Agence de
promaotion économique du Canada
atlantique, délegue par les présentes, en
vertu de l'article 73 de la Loi sur la
protection des renseignements
personnels?, aux cadres ou employés de
I’Agence du revenu du Canada
détenteurs des postes mentionnés dans
I'annexe ci-jointe les attributions dont je
suis, en qualité de responsable d'une
institution fédérale, investie par les
dispositions de la Loi sur la protection
des renseignements personnels qui sont
mentionnées dans I'annexe.

La ministre du Revenu national et ministre de I’Agence de promotion économique du
Canada atlantique,

A

Gail Shea
Minister of National Revenue and Minister for the Atlantic Canada Opportunities
Agency

Signed in Ottawa, Ontario, Canada this 28" day of March, 2013
Signé a Ottawa, Ontario, Canada le 28° jour de mars 2013

"R.S., c. P-21
28.R., ch. P-21

Canada
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Schedule - Privacy Act

Officers authorized to perform the powers, duties, and functions given to the Minister of
National Revenue as head of a government institution under the provisions of the Privacy Act
and its regulations.

Paragraphs 8(2)(j) and (m); subsections 8(5) and 9(1); sections 14 to 16; paragraphs 17(2)(b) and
17(3)(b); subsections 19(1) and 19(2); sections 20 to 22 and 23 to 28; and subsections 33(2), 35(1),
and 35(4) of the Privacy Act; and section 9; subsections 11(2), 11(4), 13(1); and section 14 of the

Privacy Regulations

= Commissioner

= Deputy Commissioner

m Assistant Commissioner, Public Affairs Branch

= Director, Access to Information and Privacy (ATIP) Directorate, Public Affairs Branch
m Assistant directors, ATIP Directorate, Public Affairs Branch

= Managers, ATIP Directorate, Public Affairs Branch

Section 22.3 of the Privacy Act

Commissioner

Deputy Commissioner

Assistant Commissioner, Public Affairs Branch

Director, ATIP Directorate, Public Affairs Branch

Assistant directors, ATIP Directorate, Public Affairs Branch

Subsections 8(4) and 9(4); section 10; paragraph 51(2)(b); and subsection 51(3) of the Privacy Act

Commissioner

Deputy Commissioner

Assistant Commissioner, Public Affairs Branch

Director, ATIP Directorate, Public Affairs Branch

Assistant directors, ATIP Directorate, Public Affairs Branch

Section 31 and subsections 37(3) and 72(1) of the Privacy Act

Commissioner

Deputy Commissioner

Assistant Commissioner, Public Affairs Branch

Director, ATIP Directorate, Public Affairs Branch

Assistant directors, ATIP Directorate, Public Affairs Branch
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Statistical report - interpretation and explanation

Appendix A provides a statistical report on the Privacy Act for the 2012-2013 reporting period. The
following explains and interprets the statistical information.

Requests under the Privacy Act

During the period April 1, 2012, to March 31, 2013, the CRA received 1,980 new privacy requests.
This represents an increase of 618 requests (45%) over the previous year. Since 184 requests were
carried forward from 2011-2012, there was a total of 2,164 active requests.

The following table shows the number of privacy requests the CRA received and completed in the
past five fiscal years.

Fiscal year Requests received Requests completed Pages processed
2008-2009 1,553 1,447 392,173
2009-2010 2,083 1,973 371,766
2010-2011 2,600 2,767 725,741
2011-2012 1,362 1,497 510,503
2012-2013 1,980 1,936 775,563

In addition, the ATIP Directorate’s Program Support and Training Division responded to 1,146 emails
and 664 telephone enquiries from inside and outside the CRA. The responses to these enquiries
included giving advice and guidance on processes and procedures relating to the Access to
Information Act and the Privacy Act and providing alternate contact information.

Disposition of requests

During the reporting period, the ATIP Directorate completed 1,936 privacy requests, which included
reviewing 775,563 pages of records. The following table shows the disposition of the requests.

Disposition Number of requests Percentage
All disclosed 396 20.45%
Disclosed in part 1,143 59.04%
All exempted 7 0.36%
All excluded 0 0%
No records exist 167 8.63%
Request abandoned 223 11.52%

For more details, including completion times, see Appendix A.
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Exemptions

The following table shows the number of requests in which the listed sections under the Privacy Act
were invoked. The percentage refers to the frequency with which a specific exemption was applied to
files. The total percentage exceeds one-hundred percent, because more than one exemption may be
applied to individual files.

Section Description Number Percentage
19 Personal information obtained in confidence 29 2.11%
22 Law enforcement and investigation 567 41.30%
25 Safety of individuals 1 0.07%
26 Information about another individual 902 65.70%
27 Solicitor-client privilege 131 9.54%
Exclusions

There were no exclusions cited.

Format of information released

In 2011-2012, the Montréal ATIP office launched a pilot project that gave requesters the choice of
receiving their response package on CD or DVD. In 2012-2013, this project was extended to the
Ottawa and Vancouver ATIP offices. Providing documents electronically significantly reduced manual
processes and paper consumption. Of the 1,539 privacy requests for which information was disclosed
in full or in part, 52% had the information released electronically and 47% had the information
released on paper. Another 1% was released through other formats, for example, through public
viewing of the material in a CRA reading room.

Complexity of requests

The Treasury Board Secretariat has developed criteria to determine the level of complexity associated
with privacy requests. Based on these criteria, privacy requests that require large page volumes (more
than 100 pages) to be processed and those that involve sensitive subject matter to be analyzed are
considered more complex to process.

Of the privacy requests for which records were disclosed during 2012-2013, 55% involved processing
100 pages or more, and 11 of these requests involved processing an average of 13,794 pages.
Moreover, many requests involving 100 pages or less were also considered complex because of the
subject matter and sensitivity of the file. For more details, see Appendix A.




Deemed refusals

Of the 1,936 requests that were closed during 2012-2013, 144 (or 7%) were closed past the statutory
deadline for reasons including workload capacity and external and internal consultations.

Requests for translation

No translations were needed to respond to privacy requests during the fiscal year.

Completion time and extensions
The following chart outlines the completion time frames for the 1,936 requests processed in 2012-2013.
Completion time

516
817

162

&

30 days or 31to60days 61tol20days 121daysor
under more

The ATIP Directorate completed 1,792 (93%) privacy requests within the time frame required by law.
This means that responses were provided within 30 calendar days or, when an extension was claimed,
within the extended deadline.

The ATIP Directorate claimed extensions on 868 privacy requests in 2012-2013. Extensions were
applied because meeting the original 30-day time limit would have interfered unreasonably with
operations or because the CRA needed to consult with third parties or other government institutions.

Corrections and notation

The CRA received two requests to correct personal information. Both requests were refused because
the personal information originated from another institution.

The Administration of the Privacy Act 11




Consultations

During 2012-2013, the ATIP Directorate closed 29 consultation requests from other government
institutions and organizations. A total of 908 pages were reviewed to respond to these requests.
Another 2 consultation requests were carried forward to the 2013-2014 fiscal year.

For more details on the consultations received from other government institutions and organizations,
including disposition and completion times, see Appendix A.

Completion time of consultations on Cabinet confidences

There were no consultations on Cabinet confidences in 2012-2013.

Costs

During 2012-2013, the ATIP Directorate’s estimated total cost to administer the Privacy Act was
$3,715,900.00, excluding coordination support from the branches. For more details, see Appendix A.

Operational environment

As the chief administrator of federal, provincial, and territorial tax laws, the CRA maintains one of the
Government of Canada’s largest repositories of personal information. Outside of Human Resources
and Skills Development Canada, no other institution retains as much information about Canadians
as the CRA. In addition, the CRA collects and manages the personal information for its workforce of
more than 40,000 individuals.

One of the cornerstones of the CRA is the trust Canadians place in it to safeguard the privacy of
their personal information. In 2012-2013, many projects were initiated to enhance the CRA’s privacy
management framework.

These projects formed part of a larger multi-year improvement plan developed within the Directorate
to enhance its ATIP performance. The plan focuses on implementing specific activities in four key
areas:

= communications

= training

= staffing

m efficiency measures

In 2012-2013, the CRA continued to roll out key activities outlined in this plan.

Communications

In 2012-2013, the ATIP Directorate undertook a wide range of communications activities to support
and promote effective privacy management across the CRA, as well as to inform Canadians about
ways to access personal information from the CRA. Below is a summary of some of the key activities
completed in 2012-2013.

2012-2013 Annual Report to Parliament




Data Privacy Day

Data Privacy Day is an annual international initiative promoted in Canada by the Office of the Privacy
Commissioner of Canada. A key goal of Data Privacy Day is to raise awareness about the importance
of properly protecting and handling personal information.

The ATIP Directorate and the Security and Internal Affairs Directorate jointly organized Data Privacy
Day 2013 at the CRA. The theme was “Privacy breaches — What do | need to know?”

A wide range of activities were undertaken to promote the day over a week-long period, including:

m Delivery of awareness sessions to 1,294 employees on privacy breach management.

m Roll-out of a customized intranet site to inform staff about privacy breaches, and what to do if
they happen. This site also included a listing of CRA tools to support employees in the day-to-day
fulfillment of their privacy responsibilities at the CRA.

m Posting of a billboard on branch and regional intranet sites to raise awareness about the internal
Data Privacy Day Web page.

m Distribution of a national email to all CRA staff to raise awareness of the week’s activities.

m A screen saver promoting the week appeared on all CRA employees’ computers during the week.

Internal communications

In 2012-2013, the ATIP Directorate paid particular attention to key audiences within the CRA that can
support the Directorate in achieving its mandate.

m ATIP contacts: these are the employees who are tasked with responding to ATIP requests. They
play a significant role in making sure the ATIP Directorate receives all the information it needs to
process requests on time. In 2012-2013, the ATIP contacts were given more support to help them
fulfill this important role. Monthly emails and a quarterly teleconference were launched to share
significant information with them and to let them seek clarification, voice their challenges and
share solutions with their colleagues.

m Senior management: fulfillment of legislative obligations related to the Access to Information
Act and the Privacy Act is a shared responsibility that requires the ongoing support of all parts of
the CRA. In this regard, senior management play a significant role in making sure that leadership
is in place to address ATIP-related challenges at the CRA. In the fall of 2012-2013, as part of the
CRA’s efforts to address recommendations made by oversight bodies, the Public Affairs Branch
began meeting with the senior management of branches and regions to highlight how these areas
could help the CRA address its challenges related to formal and informal disclosure and privacy
management at the CRA. Ten presentations were completed at the end of the fiscal year; the
remainder will take place in the first quarter of fiscal year 2013-2014.

CRA intranet

An ongoing priority for the ATIP Directorate is to make sure all CRA employees have the tools they
need to fulfill their privacy-related responsibilities. In 2012-2013, the ATIP Directorate continued to
update its intranet site to include online tools for all CRA stakeholders. This included:

The Administration of the Privacy Act 13




m revamping the privacy content to include a toolkit for privacy practices, including publishing a
fillable Privacy Assessment Determination Questionnaire;

m adding electronic versions of previously released communications (to provide easy access to
them); and

m adding more Treasury Board Secretariat guidance documents about privacy-related issues.

CRA Web site

To help Canadians, both in exercising their right of access to their personal information and to give
them more information on how the CRA is protecting and managing their personal information,

the ATIP Directorate continually monitors and updates the CRA Web site. Additionally, the ATIP
Directorate continues to publish privacy impact assessment summaries, as required by the Treasury
Board Secretariat’s Directive on Privacy Impact Assessment.

Internal engagement

Fulfilling privacy obligations requires ongoing support from all parts of the CRA. Toward this end, the
ATIP Directorate continued to consult with the ATIP Oversight Review Committee in 2012-2013 to
discuss privacy issues with horizontal implications for the CRA, including training, communications,
and privacy impact assessments. This DG-level committee played a key role in supporting CRA-wide
engagement on privacy-related matters.

The ATIP Directorate also consulted with other key stakeholders at the CRA to address ad hoc privacy
issues. For instance, a Ginger Group of assistant commissioners was formed to identify potential
privacy-related vulnerabilities in the CRA’s programs, data, and systems for appropriate mitigation.
This risk identification exercise was led by the Enterprise Risk Management Division and will help the
CRA implement the measures needed to mitigate any identified risks.

As well, an ad hoc privacy management working group was formed to review and provide direction to
the ATIP Directorate on the draft guidelines on disclosing personal information under section 8(2) of
the Privacy Act. This consultation will continue in 2013-2014, until the guidelines are finalized.

The ATIP Directorate also engaged in branch-specific consultations to address privacy issues of
shared interest. These consultations included the following:

m Finance and Administration: privacy breach management;

m Information Technology: IT solutions and development;

m Legislative Policy and Regulatory Affairs: processing of privacy requests related to charities; and
m Strategy and Integration: disclosure of income tax information.

Training

The ATIP Directorate is responsible for raising awareness at the CRA about employees’ responsibilities
related to administering the Privacy Act and the Access to Information Act. Historically, training
consisted of “ATIP 101” training to give CRA employees a general overview of access to information
and privacy legislation.
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In 2012-2013, more targeted training was developed to address the recommendations of oversight
bodies, including the Office of the Privacy Commissioner of Canada. This training focuses on key
audiences that support the CRA in fulfilling its access and privacy obligations. In consultation with
branch and regional assistant commissioners, the ATIP Directorate looked for opportunities to engage
with executives, managers, ATIP contacts, and other specialized groups at the CRA, such as auditors
and call centre employees. As a result of this strategy, targeted access to information and privacy
training was given to 3,961 employees in 159 sessions across Canada; 1,294 of these employees
attended privacy breach training coordinated by the ATIP Directorate and the Security and Internal
Affairs Directorate through 28 classroom sessions and 10 Web conferences.

More training was also offered to management through the CRA’s MG Learning Program: 15 sessions
were given to 294 managers. In addition, the Legal Services Branch gave 18 training sessions to

252 employees on the application of the Access to Information Act and Privacy Act legislation and
jurisprudence.

Additionally, privacy impact assessment training sessions were given to various branches. Moreover,
as privacy impact assessments or privacy protocol assessments were recommended to be done, the
privacy analyst assigned to the file gave the applicable program area one-on-one training, detailing
what was required to complete each element of the privacy assessment.

Finally, the ATIP Directorate gave extensive training to employees working within the Directorate. Most
of this training was intended to familiarize employees with the functionality of the newly updated ATIP
tracking system, which was launched in all three ATIP Directorate offices in October 2012. This new
system combines the former version of the ATIP tracking system with the electronic redaction system.
In addition to this training, analysts were given training on:

m applying exemptions and exclusions;
m responding to complaints; and
m claiming extensions.

Staffing

In 2012-2013, there was no change in resourcing levels; this is consistent with the Office of the
Taxpayers’ Ombudsman’s recommendation to “Ensure that the ATIP Directorate has efficient
processes and adequate resources to reduce the backlog and process information requests in a timely
manner.”

In fact, resourcing to the ATIP Directorate has increased significantly over the past several years.

In 2011-2012, the ATIP Directorate received significant resources to implement its multi-year
improvement plan, resulting in 32 term employees being hired to focus on eliminating the Directorate’s
backlog. These employees’ terms were extended in 2012-2013.

With this influx of staff, and through additional efficiency measures, the ATIP Directorate’s
performance has improved significantly. In 2012-2013, the ATIP Directorate completed 45% more
privacy requests than were completed in 2011-2012.

In 2013-2014, the ATIP Directorate will be completing a business case to outline the resources and
measures required to make sure its operations are sustained over the longer term.

The Administration of the Privacy Act 15
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Efficiency measures

Making its operations as efficient as possible remains an ongoing goal of the ATIP Directorate. Toward
this end, the Directorate implemented several efficiency measures in 2012-2013, the most significant
of which are outlined below:

m Roll-out of the new ATIP tracking system: in October 2012, the ATIP Directorate implemented a
combined tracking and redaction system in its three offices. This case management tool supports
end-to-end management of ATIP requests from intake to mail-out and allows for improved
performance monitoring and management.

m Provision of request packages on CD and DVD: providing requested documents electronically
drastically reduced manual processes and paper consumption at the CRA.

m Creation of a new Access to Information and Personal Information Request Form: this CRA-
specific form supports more efficient processing of ATIP requests by the ATIP Directorate.

m Drafting of revised ATIP processing manual: this manual gives ATIP Directorate employees step-
by-step instructions for processing ATIP requests, including applying exemptions and exclusions.

Strengthened governance

Chief Privacy Officer

In the Office of the Privacy Commissioner of Canada’s 2009 Audit of Privacy Management
Frameworks in Selected Federal Institutions® , the Privacy Commissioner recommended that the CRA
strengthen its privacy governance by appointing a Chief Privacy Officer to act “as a central locus for
privacy management and for overall privacy leadership.”

After receiving the recommendations made by the Office of the Privacy Commissioner of Canada,

the CRA did strengthen its privacy governance by creating a comprehensive CRA privacy policy suite
that came into effect in April 2012; by developing an information-sharing protocol with the Security
and Internal Affairs Directorate on managing privacy breaches; and by expanding training and
communications to raise privacy awareness across the CRA. Because of the other priorities the CRA
had at the time, the former Commissioner asked that discussions on creating the role of Chief Privacy
Officer be postponed until all the other recommendations made in the audit were fully implemented.
With these foundational elements in place, in 2012-2013, the CRA was in a position to identify the
proposed mandate, organizational structure, and manner in which the CRA’s Chief Privacy Officer
would operate.

In March 2013, the CRA Agency Management Committee approved the appointment of the Assistant
Commissioner, Public Affairs Branch, as the CRA’s Chief Privacy Officer. This appointment was
effective April 2013.

The Chief Privacy Officer will have a broad mandate for privacy oversight at the CRA. To fulfill these
obligations, the Chief Privacy Officer will be responsible for:

m overseeing decisions related to privacy, including privacy impact assessments;

3This report can be found at http://www.priv.gc.ca/information/pub/ar-vr/pmf_20090212_e.asp#toc05b




m championing personal privacy rights in accordance with legislation and policy, including managing
internal privacy breaches; and

m reporting to the CRA’s senior management on the state of privacy management at the CRA at least
twice a year.

The CRA recognizes that sound privacy management goes beyond the appointment of a Chief
Privacy Officer and is a responsibility shared by all employees within the organization. In 2013-2014,
the Chief Privacy Officer will implement necessary measures to make sure privacy accountabilities,
responsibilities, and activities related to privacy are reinforced across the CRA.

Privacy notice project

The Privacy Act requires that institutions use a privacy notice to tell individuals, from whom they
collect personal information, why the information is being collected. The privacy notice must be
inserted every time personal information is collected, whether on a paper or an electronic form, an
online application that collects personal information, or other such mediums of collection. Treasury
Board Secretariat policies prescribe the content of such notices.

In 2012-2013, the ATIP Directorate began reviewing CRA forms to determine next steps to make sure
the CRA is compliant with all legislative and Treasury Board Secretariat policy requirements regarding
privacy notices.

Policies, guidelines, and procedures

Guidelines on the disclosure of personal information under subsection 8(2)
of the Privacy Act

Recognizing the importance of consistent privacy practices at the CRA, the ATIP Directorate has
begun consultations to draft proposed guidelines on the disclosure of personal information in
accordance with the Privacy Act.

These guidelines will likely focus more particularly on the disclosure of employee and other non-tax
information. They will also address the disclosure of taxpayer information in cases where exceptions
to statutory prohibitions exist. The guidelines will complement the CRA’s existing Guidelines on the
Disclosure of Client Information.

To support the development of these guidelines, the ATIP Directorate has formed a working group
with members from all CRA branches and two regions to consult on existing practices within their
respective areas and to review and provide guidance during the drafting of this document. External
consultations with the Treasury Board Secretariat, the Office of the Privacy Commissioner of Canada,
the Canada Border Services Agency, and the Department of Justice Canada will take place in the fall
of 2018.
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CRA Access to Information Policy

In 2012-2013, the ATIP Directorate started drafting the CRA Access to Information Policy as part of
the CRA’s information management policy suite renewal strategy, which is being led by the Strategy
and Integration Branch. The main focus of this policy is to ensure that the CRA makes maximum use
of informal disclosure methods for providing access to information, while continuing to respect the
public’s right to ask for information formally under the Access to Information Act and the Privacy Act.

This policy addresses recommendations by the Office of the Information Commissioner of Canada
and the Office of the Taxpayers’ Ombudsman—both of which recommended that informal and
proactive disclosure be expanded by the CRA. The policy is expected to be sent for Agency
Management Committee approval in 2013-2014.

CRA privacy policy suite

The CRA privacy policy suite, formally approved by the Agency Management Committee at the
beginning of fiscal year 2012-2013, was rolled out across the CRA through communication and
training products.

Complaints, investigations, and Federal Court cases

In 2012-2013, the CRA received 72 privacy complaints.

The following chart details the dispositions* of the 38 complaints closed during the fiscal year.

Complaints

m Discontinued
B Mot well-founded
B welkfounded

m Settled during the course
of investigation

® Resolved

The ATIP Directorate is drafting a business case to determine the measures and resources that will
be required to support the sustainability of its operations over the longer term. The issue of optimal
complaint management will be considered in this business case.

“The definitions of the disposition categories can be found at : www.priv.gc.ca/cf-dc/def2_e.asp
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In 2012-2013, the CRA hired an expert with an access to information and privacy background.
This individual made recommendations on best practices to deal effectively with large, complex
files. The consultant also analyzed the effectiveness of the CRA’s justifications in the complaint
process. Furthermore, the consultant helped prepare a methodology, encompassing justifications
and rationales that can be applied to specific complex requests and complaints. This document
will be rolled out in 2013-2014; it will make sure the CRA applies exemptions and exclusions more
consistently.

The ATIP Directorate also received 66 complaints about alleged improper access, collection, use,
or disclosure of personal information by the CRA. Details regarding these types of complaints are
outlined in the following table.

Out§tand_|ng from Rec_elved during Completed Closing inventory
previous fiscal year fiscal year
27 66 55 38

The CRA is well aware that ineffective management of privacy breaches has the potential to seriously
erode the integrity of the CRA and Canadians’ trust in it. The CRA takes all breaches very seriously
and is strengthening its controls and sanctions in respect of unauthorized access and disclosure.

Acting on ATIP: Service issues in the Canada Revenue Agency’s Access to
Information and Privacy processes

In 2012-2013, the Office of the Taxpayers’ Ombudsman published a special report, Acting on ATIP:
Service issues in the Canada Revenue Agency’s Access to Information and Privacy processes. This
report was written as a result of several complaints from taxpayers stating that they had trouble
getting information from the CRA. The report acknowledges that the number of pages that needed to
be reviewed by ATIP analysts responding to a request more than tripled since 2005, but the number of
employees assigned to this task increased only moderately.

The following chart summarizes the actions taken in 2012-2013 to respond to the privacy-related
recommendations made by the Taxpayers’ Ombudsman in this report.

Recommendation CRA actions taken

B Ensure that the ATIP Directorate B Reduced backlog by 100% in 2011-2012.
has efficient processes and
adequate resources to reduce the
backlog and process information

requests in a timely manner M Renewed all term employees hired in 2011-2012.

I Did not reduce the access to information and privacy
workforce.
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Recommendation

CRA actions taken

B Promote the use of informal

disclosure internally.

Reminded senior management during the executive
presentations given by the Public Affairs Branch that
informal disclosure is the preferred method of disclosure at
the CRA.

Worked closely with the Charities Directorate of the
Legislative Policy and Regulatory Affairs Branch to make
sure people are aware of what can be disclosed informally
and what is already provided proactively.

Improved communications with the program areas’
ATIP contacts through monthly emails and quarterly
teleconferences.

B Develop and communicate to

its personnel clear policies and
procedures for informal disclosure.

Drafted the CRA Access to Information Policy which makes
it clear that the CRA prefers to provide access to information
using informal disclosure methods.

B Provide enhanced training to

its personnel with regard to
informal requests for information,
particularly in the program areas
that receive the most requests.

Solicited input from the CRA’s executives to identify
opportunities to engage with specific key audiences, with an
emphasis on informal disclosure.

Gave training with an informal and proactive disclosure
component to 3,961 employees.

B Provide more complete information

publicly to taxpayers about
informal requests for information
through the CRA Web site,
publications, and telephone
enquiries lines.

Promoted informal and proactive disclosure through senior
management executive presentations and training and
awareness sessions for all staff.

Drafted revised text for the CRA Web site.
Provided guidance to CRA branches and regions to

make sure their Internet and intranet sites had enhanced
information on informal and proactive disclosure.

@ Advise requesters when the @ Made sure that analysts maintained contact with requesters
extended deadline will not be met though the lifecycle of a file.
and it will fall into deemed refusal

status.

Cases advanced to Federal Court

One case was advanced to Federal Court in 2012-2013.

Privacy impact assessments

During 2011-2012, the ATIP Directorate developed a Privacy Assessment Determination
Questionnaire, a straightforward tool to assess the need for a privacy impact assessment or privacy
protocol. This tool makes it easier for CRA employees to assess the privacy implications of new or
substantially revised initiatives in consultation with the ATIP Directorate. In 2012-2013, this tool was
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formatted into a fillable form and added to the toolkit for privacy practices on the CRA Intranet. In
2012-2013, the ATIP Directorate received 39 questionnaires; some of them will result in needing to
complete a privacy impact assessment.

During the fiscal year, the ATIP Director submitted the following privacy impact assessment to the
Office of the Privacy Commissioner of Canada:

Leads Repository

The Leads Repository is a centralized national system for dealing with internal and external leads
regarding individuals that may not be complying with either the Income Tax Act or the Excise Tax Act.
The Leads Repository enables all tax services offices to create, review, and control internal and external
leads and all tracking actions.

This privacy impact assessment focused on mapping the business model and personal information
data flows, identifying privacy issues, and providing strategies for mitigating the identified risks
relating to the collection, use, retention, and possible disclosure of personal information.

Summaries of all the privacy impact assessments completed by the CRA since the Treasury Board
Secretariat’s Privacy Impact Assessment Policy was implemented in May 2002 can be found at
www.cra.gc.ca/gncy/prvcy/pia-efvp/menu-eng.html.

Disclosure under subsection 8(2) of the Privacy Act

During the reporting period, there were no disclosures made under paragraph 8(2)(m) of the Privacy Act.

Collaboration with oversight bodies

The CRA continues to work closely with the Office of the Privacy Commissioner of Canada and the
Treasury Board Secretariat to strengthen privacy management at the CRA.

In 2012-2013, the Office of the Privacy Commissioner began an audit of access controls at the CRA.
As a result, the CRA’'s Commissioner and the Assistant Commissioner of the Public Affairs Branch,
met with the Office of the Privacy Commissioner of Canada to discuss this audit and other matters of
shared interest to both institutions.

The ATIP Directorate also worked closely with the Office of the Privacy Commissioner of Canada
throughout the fiscal year while reviewing ongoing privacy impact assessments. The Office of the
Privacy Commissioner of Canada also provided material to promote Data Privacy Day.

The CRA also consulted with the Treasury Board Secretariat’s Information and Privacy Policy Division
to fulfill its obligations and to strengthen its existing operations. For instance, CRA officials regularly
participated in the Treasury Board Secretariat-led ATIP community meetings throughout the fiscal
year, and representatives from the ATIP Directorate participated in the ATIP Coordinator’s Working
Group and the ATIP Functional Expert’s Working Group established by the Treasury Board Secretariat
to review functional requirements for a future “whole of government” ATIP case management
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system, an Open Government Action Plan commitment. As part of this engagement, the CRA gave a
demonstration of their in-house ATIP tracking system to the Treasury Board Secretariat lead working

group.

Public reporting

Info Source: Sources of Federal Government and Employee Information
(Info Source chapter)

In 2012-2013, the CRA revised its Info Source chapter to make it more accurate. Through this
process, personal information banks were reviewed and updated accordingly. The CRA is also in the
process of creating the architecture to add future Info Source chapters to its Web site.

Management Accountability Framework

Access to information and privacy at the CRA was not evaluated in the 2072-2013 Management
Accountability Framework.

Office of the Privacy Commissioner of Canada audit of the CRA

In 2012-2013, the Office of the Privacy Commissioner of Canada started an audit to assess whether
the CRA has appropriate controls in place to protect the personal information of taxpayers and
whether its policies, procedures, and processes for managing such information comply with the fair
information practices in sections 4 to 8 of the Privacy Act.

Conclusion

The CRA takes privacy and the safeguarding of personal information very seriously. The CRA will
continue to strengthen its operations and privacy governance over the next year by:

m delivering targeted communications and training to key internal and external audiences with an
emphasis on informal and proactive disclosure, and privacy management;

= monitoring and evaluation of performance to address access to information and privacy
challenges promptly;

m completing a business case to highlight the resources and measures needed to support
sustainable operations over the longer term;

m implementing the Chief Privacy Officer action plan to ensure privacy accountabilities,
responsibilities, and activities are formalized and communicated; and

= implementing more efficiency measures.

2012-2013 Annual Report to Parliament




Appendix A - Statistical report

Statistical Report on the Privacy Act

Name of institution:

Reporting period:

Canada Revenue Agency

2012-04-01

PART 1 — Requests under the Privacy Act

to 2013-03-31

Number of requests
Received during reporting period 1,980
Outstanding from previous reporting period 184
Total 2,164
Closed during reporting period 1,936
Carried over to next reporting period 228

PART 2 - Requests closed during the reporting period

2.1 Disposition and completion time

Completion time

Disposition of 1to15 | 161030 | 3110 60 |61 to 120 [121 to 180181 to 365More than
requests days days days days days days |365days| Total
All disclosed 60 | 247 83 5 0 1 0 396
Disclosed in part 33 335 587 155 9 20 4 1,143
All exempted 1 0 4 2 7
All excluded 0 0 0 0 0
No records exist 15 16 136 0 0 167
Request abandoned 170 39 11 0 0 223
Total 278 | 638 817 162 13 22 6 1,936
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2.2 Exemptions

Number of Number of Number of
Section requests Section requests Section requests

18(2) 0 22(1)(@)() 11 23(a) 0

19(1)(a) 10 22(1)(a)(ii) 27 23(b) 0

19(1)(b) 0 22(2)(a)(iii) 0 24(a) 0

19(1)(c) 18 22(1)(b) 528 24(b) 0

19(1)(d) 1 22(1)(c) 1 25 1

19(1)(e) 0 22(2) 0 26 902

19(1)(f) 0 221 0 27 131

20 0 22.2 0 28 0

21 0 22.3 0

2.3 Exclusions
Number of Number of Number of
Section requests Section requests Section requests

69(1)(a) 0 70(1)(a) 0 70(1)(d) 0

69(1)(b) 0 70(2)(b) 0 70(1)(e) 0

69.1 0 70(1)(c) 0 70(1)(f) 0
70.1 0

2.4 Format of information released
Disposition Paper Electronic Other formats

All disclosed 302 94 0

Disclosed in part 425 701 17

Total 727 795 17
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2.5 Complexity

2.5.1 Relevant pages processed and disclosed

Disposition of Number of pages | Number of pages Number of
requests processed disclosed requests
All disclosed 27,087 27,087 396
Disclosed in part 742,643 601,549 1,143
All exempted 1,325 0 7
All excluded 0 0 0
Request abandoned 4,508 2,797 223
Total 775,563 631,433 1,769

2.5.2 Relevant pages processed and disclosed by size of requests

Less than 100

101-500 pages

501-1000 pages

1001-5000 pages

More than 5000

pages processed processed processed processed pages processed
Disposition of [y, . o “pages’ |Numberof|  pages . |Numberof|  pages |Numberof| | pages  |Numberof| " pages
requests Requests | disclosed |Requests | disclosed |Requests| disclosed |Requests| disclosed |Requests | disclosed
All disclosed 322 7,813 65 13,547 9 5,727 0 0 0 0
Disclosed in part 254 | 12,646 639 |167,066| 144 99,434 95 (170,672 11 151,731
All exempted 7 0 0 0 0 0 0 0 0 0
All excluded 0 0 0 0 0 0 0 0 0 0
Request abandoned 215 148 5 806 3 1,843 0 0 0 0
Total 798 | 20,607 | 709 |181,419| 156 | 107,004 | 95 |170,672| 11 151,731
2.5.3 Other complexities
Disposition of Consultation | Legal advice Interwoven
requests required sought information Other Total
All disclosed 0 0 0 1 1
Disclosed in part 2 2 0 7 11
All exempted 0 0 0 6
All excluded 0 0 0 0
Request abandoned 1 0 0 8
Total 3 2 0 22 27

The Administration of the Privacy Act

25




26

2.6 Deemed refusals

2.6.1 Reasons for not meeting statutory deadline

Principal reason

Number of requests closed External Internal
past the statutory deadline Workload consultation | consultation Other
144 100 8 5 31
2.6.2 Number of days past deadline
Number of requests Number of requests
Number of days past past deadline where past deadline where
deadline no extension was taken an extension was taken Total
1to 15 days 8 41 49
16 to 30 days 6 24 30
31 to 60 days 2 19 21
61 to 120 days 3 12 15
121 to 180 days 4 10 14
181 to 365 days 3 7 10
More than 365 days 3 2 5
Total 29 115 144
2.7 Requests for translation
Translation requests Accepted Refused Total

English to French 0 0 0
French to English 0 0 0
Total 0 0 0

PART 3 — Disclosures under subsection 8(2)

Paragraph 8(2)(e)

Paragraph 8(2)(m)

Total

1

0
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PART 4 — Requests for correction of personal information and notations

Number
Requests for correction received 2
Requests for correction accepted 0
Requests for correction refused 2
Notations attached 0

PART 5 - Extensions

5.1 Reasons for extensions and disposition of requests

15(a)(i)

15(a)(ii) Consultation

. . Interference 15(b)
Disposition of with Translation or
requests operations Section 70 Other conversion
All disclosed 49 0 3 18
Disclosed in part 583 0 16 129
All exempted 5 0
All excluded 0 0 0 0
No records exist 54 0
Request abandoned 4 0 0
Total 695 0 26 147
5.2 Length of extensions
15(a)(i) 15(a)(ii) Consultation
Interference 15(b)
with Translation or
Length of extensions operations Section 70 Other conversion
1to 15 days 15 0 0 3
16 to 30 days 680 0 26 144
Total 695 0 26 147
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PART 6 — Consultations received from other institutions and organizations

6.1 Consultations received from other government institutions and organizations

. Other government| Number of pages Other Number of pages
Consultations institutions to review organizations to review

Re(_:elved during the reporting 11 425 20 908
period

Outsta_mdmg from the previous 0 0 0 0
reporting period

Total 11 425 20 908
Closed during the reporting period 9 181 20 908
Per_ldlng at the end of the reporting 5 244 0 0
period

6.2 Recommendations and completion time for consultations received from other

government institutions

Number of days required to complete consultation requests

121to 181to
1to15 | 16t0 30 | 31to 60 |61 to 120 180 365  [More than|
Recommendation days days days days days days |365days| Total
Disclose entirely 1 2 0 0 0 0 0 3
Disclose in part 0 3 0 0 0 0 0 3
Exempt entirely 0 0 0 0 0 0 0 0
Exclude entirely 0 0 0 0 0 0 0 0
Consult other institution 0 2 0 1 0 0 0 3
Other 0 0 0 0 0 0 0 0
Total 1 7 0 1 0 0 0 9
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6.3 Recommendations and completion time for consultations received from other
organizations

Number of days required to complete consultation requests

121 to 181 to More
1to15 | 16t0 30 | 31to 60 |61 to 120 180 365 than
Recommendation days days days days days days [365days| Total
Disclose entirely 2 1 0 0 0 0 0 3
Disclose in part 7 2 5 0 3 0 0 17
Exempt entirely 0 0 0 0 0 0 0
Exclude entirely 0 0 0 0 0 0 0
Consult other institution 0 0 0 0 0 0 0
Other 0 0 0 0 0 0 0
Total 9 3 5 0 3 0 0 20

PART 7 — Completion time of consultations on Cabinet confidences

Number of responses | Number of responses received
Number of days received past deadline
1to 15 0 0
16 to 30 0 0
31to 60 0 0
61 to 120 0 0
121 to 180 0 0
181 to 365 0 0
More than 365 0 0
Total 0 0

PART 8 — Resources related to the Privacy Act

8.1 Costs
Expenditures Amount $

Salaries 3,193,168
Overtime 44,951
Goods and services 477,781
- Contracts for privacy impact assessments 0

- Professional services contracts 337,292

- Other 140,489

Total 3,715,900
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8.2 Human resources

Resources Dedicated full-time Dedicated part-time Total
Full-time employees 48 0 48
Part-time and casual employees 0 0 0
Regional staff 0
Consultants and agency personnel 0
Students 0 0 0
Total 51 0 51

Completed privacy impact assessments

Institution

Number of completed privacy impact assessments

Canada Revenue Agency

1
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