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Ottawa, Ontario / Ottawa (Ontari o)
--- Upon commenci ng on Tuesday, June 22, 2004
at 10: 00 a.m / L'audience débute | e mardi
22 juin 2004 a 10 h 00
THE COMM SSI ONER: You may
sit down.
PREVI OUSLY AFFI RMED: WARD ELCOCK
THE COWMM SSI ONER:  You see how it
wor ks around here now. | asked for new tables
yesterday for the |awyers -- there are about 12
| awyers -- and one for me and | am the only one
who got one. | hope they didn't take mne from
one of the | awyers.
--- Laughter / Rires
THE COMM SSI ONER: In any event, |
have spoken to people and we are going to work out

a system so that there is more table space and

shel f space. | see there are some carts here for
the | awyers and that will be fixed as soon as
possi bl e.

M. Cavalluzzo?

MR. CAVALLUZZO: M. Conm ssioner,
just a few points at the begi nning.

Yest erday, M. Wal dman, you had a

number of docunents. | don't know if you intend

StenoTran
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to introduce them as exhi bits and perhaps we could
do that formally with the Regi strar.

Secondly, | have spoken to the
court reporter, who had trouble when people were
tal king at the sane time. So, M. Waldman, if you
could just permt the witness to answer the
guestion it will be much easier for the court
reporter.

Okay; thank you.

THE COMM SSI ONER: M. WAl dman, on
t he documents, are all of them going to be
referred to in evidence or do you just propose to
file the docunents and those that aren't referred
to woul d speak for thensel ves?

MR. WALDMAN: | amnot going to
refer to everything. | would ask that they all be
filed, that includes the four volumes and the two
| oose documents, which is the Departnent of
Justice Report on Torture and al so the Human
Ri ghts First docunent.

Today | will be referring to the
Human Ri ghts First document, Endi ng Secr et
Det enti on.

| will be referring to

Canadi an Security Intelligence Service Policies

StenoTran
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and Volumes 1 and 2.

THE COMM SSI ONER: What was the
second thing you referred to.

MR. WALDMAN: The binder. | think
it is Exhibit 4, Canadian Security Intelligence
Service Policies.

THE COMM SSI ONER: | have it.
Yes?

MR. WALDMAN: And Vol unes 1 and 2
of our material.

THE COMM SSI ONER: Okay.

MR. WALDMAN: | wanted to advise
you that Volume 3, which has the testinony of the
RCMP wi t ness Deputy Comm ssioner Loeppky, we wil
be relying on that for his evidence as well.

We probably will be disclosing
ot her docunments, but those as well.

THE COWMM SSI ONER: For now, do you
suggest we mark all four volunmes as the next
exhi bit?

MR. WALDMAN: Ri ght.

THE COMM SSI ONER: Let me make
this qualification, w thout knowi ng what is in
there and so on. It would be subject to any

argument that may come up about the rel evance or
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the use or the adm ssibility or whatever else is
there. | don't know what the problenms may or nmay
not be, but for convenience sake let's just mark
all of the docunments as the next exhibit.
Does that make sense?
MR. WALDMAN: Yes. | should point
out that what we have tried to do is, we have
hi ghli ghted the parts we are going to rely on.
For exampl e, when there is testinony for a
Parliamentary Comm ttee we included the whol e
testi mony because we didn't want to m sl ead
anyone. Having said that, we have highlighted the
portions we are going to rely on in our
exam nati on.
THE COMM SSI ONER: Okay. That's
good. | think that was a good approach to take.
That is exhibit? M. Clerk, what
is the next nunber? Exhibit 6 then, okay.
EXHI BIT NO. 6: Four vol umes
of documents and two | oose
documents subm tted by
M . Wal dman
THE COMM SSI ONER: Go ahead,
pl ease, M. Wal dman
MR. WALDMAN: | think we need a

StenoTran
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separate nunber for these three docunments.

THE COWMM SSI ONER: Endi ng Secr et
Det entions; Human Ri ghts First, nunber 7.

EXH BIT NO. 7: Document
entitled "Human Ri ghts First,
Endi ng Secret Detentions”

MR. WALDMAN: And t he Depart ment
of Justice Menmorandum on Torture, on the new
definition of torture.

THE COMM SSI ONER: \What does that
| ook Ii ke again?

THE COMM SSI ONER: Thi s one.

Okay. That will be Exhibit 8.
EXHI BIT NO. 8: Departnment of
Justice Memorandum on
Torture, on the new
definition of torture

MR. WALDMAN: For today | am goi ng
to be referring to those four documents.

THE COMM SSI ONER: Okay.

Go ahead.
EXAM NATI ON

MR. WALDMAN: M. Elcock, if |1

under stood you correctly yesterday you told us

that intelligence is sort of |like a jigsaw puzzle,
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you get one piece of information and then you put
it together with another piece of information and
t hen another until finally you get a broader

pi cture.

I's that correct.

MR. ELCOCK: That is
essentially true.

MR. WALDMAN: | suppose, though,

t hat each investigation or each puzzle has to
start with the initial piece. So first you get
one piece and that gets put in your database. It
is left there for awhile and then anot her piece
will come and you will put the pieces together.

There has to be a starting point.

| s that correct?

MR. ELCOCK: There is a starting
point in the sense that we obtain information. At
some point we may have information which allows us
to cone to the conclusion that an investigation
shoul d begin. As | explained to M. Cavalluzzo,
we have a targeting commttee which reviews those
applications to in fact begin an investigation.

MR. WALDMAN: But every puzzle has
to start with -- when you put a jigsaw puzzle

t oget her, there has to be a first piece.

StenoTran
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s that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: You may not see any
rel evance at begi nni ng?

MR. ELCOCK: There may be a nunmber
of pieces in the file which together may begin to
make t he beginning of a picture. So whether there
is one piece or three or four that start the
puzzle -- we would need more than one piece in
most cases to begin an investigation.

MR. WALDMAN: But you would start
off with the initial piece, then you get another
pi ece, then you start an investigation? Right?

MR. ELCOCK: Yes.

MR. WALDMAN: Okay. So if |
under stood you correctly, if you get evidence from
torture -- let me just ask another question first.

It would seemthat in some cases
you will get an initial piece and you will put it
in your database even though there is nothing
rel at ed.

s that correct?

MR. ELCOCK: No, if it is in our
dat abase it has to be in there in the context of

some investigation because we are only allowed to
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mai ntain information that is strictly necessary.
We don't maintain information just for the sake of
keepi ng odd bits of information.

MR. WALDMAN: How do you start an
investigation? How do you get the -- I'ma bit
mystified.

MR. ELCOCK: |In nost cases we
woul d either receive enough i nformati on that
all ows us to concl ude that sonebody is a threat or
we may, as part of another investigation, identify
anot her individual who, in part of the context,
allows us to conclude that that individual also
shoul d be part of an investigation.

MR. WALDMAN: So if you get
evidence from - -

MR. ELCOCK: We don't get
evi dence, we get intelligence.

MR. WALDMAN: |'msorry. You are
right.

MR. ELCOCK: We are not an
enf orcement agency.

MR. WALDMAN: |'m sorry.

So if you get information froma
regi me that engages in torture, you have told us

yesterday you never are certain that the regine
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engages in torture.

s that correct?

MR. ELCOCK: Rarely, if ever,
woul d we have concl usi ve proof that an agency has
engaged in torture or indeed any specific instance
in respect of which we m ght have received
information that it was a result of torture.

MR. WALDMAN: Isn't the same true
of intelligence that rarely, if ever, do you have
conclusive proof of anything? 1t is just putting
pi eces of a jigsaw puzzle together.

MR. ELCOCK: I n many cases we
woul d have what we woul d see as concl usive, but
the reality is it may not be conclusive in the
context of evidence. W are not an organi zation
that collects evidence to present to courts and we
don't collect to evidentiary standard.

MR. WALDMAN: Aren't you applying
two di fferent standard just now, sir; one for
whet her a regi me engages in torture and anot her
for whether a person is a suspected terrorist?

MR. ELCOCK: No, |'mnot sure what
your point is.

MR. WALDMAN: You just told me

that rarely, if ever, do you have concl usive proof
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that a regi me engages in torture. MWhat standard
are you applying? Are you applying the same
standard to that as you apply to people that you
target?

MR. ELCOCK: Well, at the
begi nni ng of an investigation we don't have to
have concl usi ve proof that somebody is engaged in
terrorismto begin an investigation. W only have
to reasonably suspect that person is a threat to
the security of Canada.

MR. WALDMAN: But at some point do
you not reach a conclusion?

MR. ELCOCK: At sone point we may
reach a conclusion, and indeed in respect of some
countries we may reach a concl usion that they
probably do use torture, but at every stage the
conclusion will depend upon the amount of
informati on we have and the quality, the validity
of that information and whether we believe it is
reliable or not.

MR. WALDMAN: Are you aware of the
deci sion of the Supreme Court of Canada in Suresh
that says it was a violation of the Charter to
send a person back to a country where there is a

risk of torture?
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MR. ELCOCK: Yes.

MR. WALDMAN: Don't you think by
the same token that sending information to regi mes
t hat engage in torture, with the risk that it
woul d be used in torture, is also a violation of
our Charter?

MR. ELCOCK: | think, M. Wal dman,
what | said yesterday was that in sharing
information with any service we share information
very carefully. One of the issues we bal ance in
sharing with any service are the questions around
not only the issue of national security, which is
our responsibility -- and when | say "national
security” | mean security. That sounds |i ke some
arcane and dry statement, but the reality is what
we are doing is we are investigating to try to
ensure that the Madrid rail way bombi ng doesn't
occur in Canada, doesn't occur at the Bl oor and
Yonge subway station. That is what our goal is.

That is an inportant issue, but we
bal ance t hat against the rights of the individual,
t he privacy of the individual, the safety of the
individual, if indeed it is a case involving an
i ndi vidual. |[If indeed we conclude that there is

any risk, we wouldn't share that information with
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a country that we suspected or believed or
assessed as probably using torture.

MR. WALDMAN: Does that mean you
woul dn't share information with Syria then?

MR. ELCOCK: | am not making any
coment on whether we share information with any
specific country, | amsaying that in every case
we share -- every country we share with we make
t hat same assessment, whether there is a
bal ance -- there is a balance between issues of
nati onal security and the issue of the individual,
if there is an individual involved.

In mpst cases, if there was a
regi me that indeed was a regi me that we suspected
of using torture or, go further, we assessed as
probably using torture, then in all probability we
woul dn't share information about individuals or
groups with that organization. W would share
ot her kinds of relatively nore innocuous
informati on such as technical information or how
do you train your people better to work as an
intelligence service.

MR. WALDMAN: Yesterday, | don't
want to interrupt. Are you finished?

MR. ELCOCK: Yes.
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MR. WALDMAN: Yesterday you told
me that you hadn't formed an opini on about whet her
Syria engages in torture.

s that correct?

MR. ELCOCK: I'mstill not
expressi ng an opi ni on about whether Syria engages
in torture or not.

MR. WALDMAN: Does that mean that
you woul d share information with Syria?

MR. ELCOCK: | didn't say that,

M . Wal dman.

MR. WALDMAN: Did you share
information with Syria?

MR. ELCOCK: |'m not going to
coment on countries with whom we may or may not
have shared information. | would note, however,
that | am aware of no cases -- all of the cases in
whi ch we share information with any country are
revi ewed by SIRC and | would note that SIRC has
not found, in any case it has reviewed certainly
since 9/11 -- has not made any criticismof the
appropri ateness or inappropriateness of any
informati on we have shared with any service.

MR. WALDMAN: M. Cavalluzo, |

woul d ask that -- I'"mnot sure if this was an
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objection or not, but |I think it is extremely

rel evant that we ascertain, even if not in public
at least in camera, whether we did share
information with Syria and whether we do share
informati on on individuals with respect to Syri a.

MR. CAVALLUZZO: M. Waldman, it
is clearly an issue that we will get into very,
very carefully in canera.

MR. WALDMAN: You said you weren't
awar e of any individual cases. Are you aware of
the case of M. Nureddin, the school principal who
was arrested and tortured in Syria?

Are you aware of his case.

MR. ELCOCK: | am aware of
M. Nureddin's case and the newspaper stories.

MR. WALDMAN: You are not aware of
anything nmore than the newspaper stories on that
case, sir?

MR. ELCOCK: | wouldn't be in a
position to coment on anything else that | would
be aware of .

MR. WALDMAN: Did CSIS provide
information with respect to M. Nureddin?

MS Mcl SAAC: M. Comm ssioner,

again these are matters that may be addressed, if
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found to be relevant, during the in camera
proceedi ngs. You will obviously have to rule on
our claimfor national security confidentiality,
but what CSI'S may or may not have done with
respect to other individuals or other
investigations is not a matter that we are in a
position to discuss publicly.

THE COMM SSI ONER: | think that
poi nt was made before. Thank you, M. Wal dman.

MR. ELCOCK: | would simply add to
t hat that nobody should read into that any
conclusive indication of anything. The reality
is, the service neither confirms nor denies that
it has dealings with any particular service. So
the fact that | amunwilling to coment on who we
deal with and whether we deal with a particul ar
service is simply a recognition of the fact that
we neither confirmnor deny that we have such

rel ationshi ps.

MR. WALDMAN: | understand
t hat, sir.

Have you ever received any
informati on fromany of your |iaison operators or

operatives working abroad that the agencies or

governments you work with have used torture?
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MR. ELCOCK: Can you say that
to me again?

MR. WALDMAN: You told us
yesterday that you have officers working outside
of Canada as either |iaison officers or CSIS
of ficers.

s that correct? Did | understand
you correctly?

MR. ELCOCK: Yes, there are CSIS
of ficers.

MR. WALDMAN: And you al so have
l'iai son officers sitting in some of the enmbassi es?

MR. ELCOCK: They are CSIS
of ficers.

MR. WALDMAN: Yes. But | think
there are two different types. Some are |iaison
officers at the enbassi es and ot hers may be
operatives working in other capacities.

s that correct?

MR. ELCOCK: No. We have |iaison
officers stationed abroad. We do operate abroad,
but that would be with Canada-based operatives.

MR. WALDMAN: That is what |
under st ood.

So you have Canada- based
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operatives who go abroad, plus you have |li aison
officers?

MR. ELCOCK: Yes.

MR. WALDMAN: Have either of those
peopl e ever advised you that the agencies with
whom t hey are working engage in torture?

MR. ELCOCK: Obviously one of the
t hi ngs we woul d expect to receive from our
officers is any information they receive about the
record, and in particular the human rights record
of any particular service we are dealing with. W
deal with services, not countries, specific
services.

They | know provide fromtime to
time informati on reporting on whether or not the
country has had a good human rights record and
whet her or not it is believed to use torture and
whet her or not they have any information with
respect to specific cases but, to be perfectly
honest, it is rare, if ever | think, that we have
precise information. Again we are relying in nost
cases on reporting we may receive from ot her
services, runours we may have heard, reports we
may have heard from newspapers, Ammesty

| nternational, other organizations.
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MR. WALDMAN: Okay. | thank you
for that answer but | still don't think you
answer ed what | asked you.

Have you ever received information
fromyour officers, either the liaison or the
Canadi an- based officers, that they had concerns
t hat the agencies you are working with m ght or
were engaged in torture?

MR. ELCOCK: The reports don't
come to me, M. WAl dman, they conme into our
foreign liaison section and there they are
conpiled. | know that we receive reports from our
i ai son officers because one of the things we ask
themto do is to obtain information on the human
rights record of various services.

| am not aware of a specific
report, but | know that the reports ultimately
give us an assessnent -- that they provide
informati on which gives us an assessnent of what
we think the human rights record of any particul ar
service is.

MR. WALDMAN: So you don't read
the reports on the human rights records that are
sent by your |iaisons?

MR. ELCOCK: Par don?
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MR. WALDMAN: You don't read the
reports on human rights that --

MR. ELCOCK: | see the reports,
M. Wal dman, but | don't necessarily see each
report fromevery liaison officer with the
specifics of each particular case. What | see,
generally speaking, is the broad assessnment of
what our assessment of that service is.

MR. WALDMAN: Given that it is
your responsibility to enter into these agreenents
as the director, don't you think it would be
i mportant for you to read the reports fromyour
i ai son officers about the human rights situation
so that you would know whet her the agenci es you
are dealing with engage in torture?

MR. ELCOCK: As | said,

M. Waldman, | read the reports that are prepared
as a result of the various conmmuni cations that may
be received fromour intelligence officers. |If
read every report fromevery liaison officer, I
woul d spend a | arge chunk of my tinme doing that.
The reality is, | read the cunmul ative result of
the reporting fromliaison officers in respect of
any particular country, in particular when any

country is being proposed for a section 17
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arrangement, or indeed if we are reviewi ng that
section 17 arrangement.

MR. WALDMAN: So in these
cumul ative reports that are the accumnul ati on of
all the other reports of |iaison officers, have
you ever seen a report that originated from your
i ai son officers suggesting that a regime is or
m ght be engaging in torture?

MR. ELCOCK: There are
organi zations that we have rel ationships with
whi ch we suspect may well be using torture.

MR. WALDMAN: Thank you.

MR. ELCOCK: That of course then
governs what kinds of information we can share
with them if any, and how we will deal with them
in any dealings we have.

MR. WALDMAN: But it doesn't
precl ude --

MR. ELCOCK: AlIl of which, | would
rem nd you, is all subject to review by SIRC and
i ndeed all of the exchanges we have with an agency
are reviewed by SIRC, not only the entering into
agreement or the reassessment of the agreenent.

| think SIRCis fairly clear in

most of its reports in any of the cases it has
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revi ewed that the sharing that CSI'S has done with
any organi zation i s appropri ate.

The reality is, sharing
intelligence with anybody is a bal ancing act. It
is a balancing act between national security. As
| said, national security is a real thing. It
isn't some obscure concept out there, it is the
possibility of a bonmb in the Bloor and Yonge
subway station at rush hour and the kind of
carnage that that would result in.

It is inportant for us to be able
to secure intelligence. W bal ance the
intelligence we are able to collect froma variety
of sources around the world, including one of
which is the information we receive fromforeign
services, against the human rights record of the
service that may have provided it, whether or not
we shoul d accord that information any validity,
whet her or not we should accept it, whether or not
we can corroborate it. Because it is not sinmply a
guestion of whether the service is a reliable
service or not, it is also can we corroborate that
information, as | said to M. Cavalluzzo
yest er day.

MR. WALDMAN: | understand your
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concern about making sure a bonb doesn't go off at
Yonge and Bloor. | agree with you. | often
travel that subway. But | also have a concern --
don't you al so have a concern that your
informati on doesn't get used so that innocent
peopl e get sent to be tortured in Syria?

MR. ELCOCK: Are we talking about
receiving information or giving i nformati on?

In terms of giving information,
M. Waldman, as | said -- intelligence agencies
are normally on receive. We will receive
virtually anything fromeverywhere because it is
i mportant to collect as much as we can in order to
be able to put the puzzle together as quickly as
we possi bly can.

The reality is, in ternms of what
we share, intelligence agencies by definition
share nmuch | ess than they hope to get. In many
cases, with many organi zati ons, because of
concerns about the nature of that organization we
woul d not share any information with them We
m ght share technical information about how to
make their computer system work better; but we
woul dn't provide them any i nformati on about an

i ndi vidual or a group.
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MR. WALDMAN: So a regime that was
engaging in torture, you wouldn't give them
i nformation.

| s that what you are saying to us?

MR. ELCOCK: We m ght give them no
information at all, but certainly in any case we
woul d assess very carefully before we gave any
informati on of any kind the nature of the conduct,
t he national security interests at stake, the
ri sks the stake, in other words for Canada in not
sharing information, but also the issues of if
ever there were a case where you thought of
sharing i nformati on about an individual would that
have any inplications for the individual or their
safety.

MR. WALDMAN: Let ne just
understand this then. |1 amgoing to move on in a
m nute but | just want to make sure | understand
conpl etely.

Wth the regime that m ght engage
in torture you do a very careful bal ancing of the
ri sks of the regi me abusing the information as
opposed to the national security interest.

I s that what you just expl ai ned

to us?
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MR. ELCOCK: Yes.

MR. WALDMAN: So if | understand
you correctly, if you thought the national
security interest was very high, then you would be
prepared to share information with a regime that
engages in torture regardl ess of the possible
consequences to the individual.

s that correct?

MR. ELCOCK: There is a bal ancing
act and if we had real concerns about the
l'i keli hood of a regime using torture then we
woul dn't share it. Obviously the test woul d get
hi gher depending on the | evel of one's concern.

It is a balancing act. Everything about CSISis a
bal anci ng act.

Having an intelligence service is
bal anci ng act between the rights of the
i ndi vidual, or the possible risk there nmay be to
the rights of the individual in our democratic
system as conpared to the right of the Canadi an
popul ati on as a whole to protect itself.

MR. WALDMAN: | understand you,
sir. You are saying with a regime that tortures
the tests woul d be higher?

MR. ELCOCK: Much higher.
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MR. WALDMAN: Much higher. But if
| understood you, there will be --

MR. ELCOCK: =-- in a reginme that
in fact tortures.

MR. WALDMAN: If it was a reginme
that there was a reasonabl e suspicion of torture.

But if | understood you
correctly, you just told us that if there was a
very high national security interest you would
share information with a regime that you
suspect of torture because the bal ance would be in
favour of sharing the information. |In a very
exceptional case.

| s that correct?

MR. ELCOCK: It would have to be
an absolutely extraordi nary case. As an exampl e,
conceivably if | had informati on that tomorrow a
bomb was going to go off in the major capital of a
country that uses torture, and |I had information
about the identify of the bomber, or we as a
service had information about the identify of the
bomber and the Iikelihood of that operation taking
pl ace, should |I provide that information to that
service or not.

MR. WALDMAN: Obversely, if

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

290

you had informati on about a bomb plot in Otawa
and you thought you were concerned about it, you
m ght provide information to a service that
engages in torture?

MR. ELCOCK: There would be no
reason for me to provide such information to a
servi ce.

MR. WALDMAN: But if they had in
their area an individual who you suspected m ght
be connected to the bonb plot and you want ed
information fromthat person?

MR. ELCOCK: No. |In that case |
woul dn't provide any -- | wouldn't need to provide
information to that service, | would be seeking
information fromthat service at nost.

MR. WALDMAN: So let nme go on to
anot her question. | just want to confirmthe
evi dence that you gave me yesterday and you said
it again today.

You said you take evidence from
any source, regardless of what it is?

MR. ELCOCK: We take intelligence
informati on from ot her sources.

MR. WALDMAN: Sorry.

Intelligence. | have to remenber, intelligence.
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l'ma |lawyer, | talk about evidence. | have to
train nmyself: intelligence.

MR. WALDMAN: You woul d t ake
intelligence fromany source regardl ess?

MR. ELCOCK: We take intelligence
fromany source that we can find it fromthat wil
offer it. Obviously in dealing with any
particul ar organi zati on, the reputation of that
organi zation, the reliability of that organization
are key factors in whether it has any credibility.

MR. WALDMAN: Just to confirm you
woul d take evidence that you believe came from
torture if you found it was reliable because of --

MR. ELCOCK: | think | said to
M. Caval luzzo that indeed if we suspected
informati on had cone fromtorture -- and, as |
said to M. Cavalluzzo, it is rarely, if ever,
t hat we woul d know for sure that it came from
torture, we may suspect it, but we will rarely, if
ever, know for sure. | frankly don't know of a
case where we have known for sure that information
came as a result of torture -- we would | ook at
t hat information.

The fact that we suspected it

m ght have come fromtorture would cause us to
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| ook at it in a different way than if we received
it froma service we knew never used torture, but
if at the end of the day we could corroborate that
informati on and the corroboration of that
informati on was i nportant for an investigation of
any particular investigation we were carrying out,
and again there with respect to threats to the
security of Canada, | suspect nost Canadi ans woul d
want us to have that information and be making

t hat check.

MR. WALDMAN: Just to confirm
then -- you gave a long answer -- if evidence
under torture was corroborated you would use it.
Yes or no?

MR. ELCOCK: Yes.

MR. WALDMAN: Thank you.

MS Mcl SAAC. Subject to the fact
t hat he used the word "evidence" again rather than
"information".

MR. WALDMAN: | 'm sorry.
Intelligence. 1'msorry.

MR. ELCOCK: That is not
uni mportant, M. Wal dman, because at the end of
the day that isn't for some | egal proceedings,

that it is so we can forewarn the police to take
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action to prevent something from happeni ng.

MR. WALDMAN: | am going to nove
on to another area, M. Elcock.

You were Director of CSIS for
10 years.

s that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: You feel you did a
good job as CSIS director?

MR. ELCOCK: | will let somebody
el se make that judgment.

MR. WALDMAN: Okay. Part of your
responsibility as the director of CSISis to keep
on top of developments in the national security
community.

s that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: And be awar e of
different issues that arise in the national
security worl d.

s that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: That is part one of
your main responsibility is to | ook at the bigger

pi cture about how different agencies are noving
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and what they are doing.

s that correct?

MR. ELCOCK: The major focus for
us i s obviously Canada, but yes, it is inportant
for to have some sense of what is happening in the
rest of the world.

MR. WALDMAN: Do you feel that
during your tenure you kept on top of what was
happening in the intelligence conmmunity,
especially with our allies and you were aware what
t hey were doi ng?

MR. ELCOCK: To the extent that
when one says "aware" |'m not sure what you mean.
The reality is, there is a | evel of awareness one
can have. We do receive a |lot of information. W
do make a | ot of inquiries of our own? The
reality is, our |level of awareness will never be
perfect in respect of any organization, but we do
our best to stay on top of what in particular any
countries -- any organi zati ons we have
relationships with are doing.

MR. WALDMAN: But in ternms of
general policy decisions and decisions about how
they are going to deal with national security

i ssues, especially anongst our major allies, you
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woul d be aware of --

MR. ELCOCK: | would be aware of
some of them

Let me be blunt, M. WAl dman.
This isn't a case in which everybody takes all of
their policy documents and sends them around and
says "We are doing this". This is a case of
readi ng tea | eaves and readi ng between the |ines
and trying to collect enough informati on to make a
cl ear assessnent of what in fact is happening.

MR. WALDMAN: But if one of our
maj or intelligence partners made public statenents
about processes that they were using as part of
their war on terrorism you would be aware of
t hat, wouldn't you?

MR. ELCOCK: Yes, probably.

MR. WALDMAN: So you told us
yesterday that you can't tell us about CSIS
agreements except with three countries.

Am | correct that it is public
t hat we have |iaison officers and agreements and
informati on-sharing with the U.S., France and
Britain.

| s that correct?

MR. ELCOCK: Yes.
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MR. WALDMAN: | assume that means
that we are very close relationships with those
intelligence agenci es.

s that correct?

MR. ELCOCK: | think |I have said
publicly that our relationships with both the FB
and the CI A are very cl ose.

MR. WALDMAN: Do you have
good relationships with our counterparts in
Britain as well, your counterparts in Britain?

MR. ELCOCK: Yes.

MR. WALDMAN: Who woul d be your
counterpart in Britain? | have never understood
that. Or is that a state secret in Britain?

MR. ELCOCK: It is not a state
secret. SIS and BSS woul d be our major partners.

MR. WALDMAN: Do you have contacts
with the people in Britain, with your counterparts
in Britain?

MR. ELCOCK: Periodically.

MR. WALDMAN: How often would you
have di scussions -- would your relations be with
head of services at that |evel?

MR. ELCOCK: I n npst cases ny

relationships are with heads of services, but
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have al so had neetings with other officials in a
wi de variety of services around the world.

MR. WALDMAN: How often would you
meet with or have a conversation with the head of
one of the two agencies in England?

MR. ELCOCK: Not particularly
of ten.

MR. WALDMAN: Once a year?

Twi ce a year?

MR. ELCOCK: | don't know how
often it would happen, maybe once or twi ce a year.

MR. WALDMAN: But do you keep
abreast of developments in the national security
intelligence world in Britain?

MR. ELCOCK: Yes.

MR. WALDMAN: You also told
us you had a relationship with your counterpart
in France.

s that correct? | mean with
France we have a close relationship?

MR. ELCOCK: We have a |iaison
officer in France and we acknow edge the presence
in France.

MR. WALDMAN: Do you have good

relations with your counterpart in France as well?
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MR. ELCOCK: Yes.
MR. WALDMAN: Do you speak to

him-- 1 don't knowif it's a himor her --

periodically?

frequently or

not sure that

head of servi

MR. ELCOCK: Periodically, yes.

MR. WALDMAN: Is it |less
nore than Britain?

MR. ELCOCK: In point of fact, |I'm
in terms of communications at the

ce level that it would be much nore

frequent one way or the other.

abreast of wh

i nformati on -

get together

t he worl d.

don't necessa

with the Unit

officer in th

MR. WALDMAN: Okay. You keep
at i s happening with the
MR. ELCOCK: We don't sort of

every weekend to discuss the state of

MR. WALDMAN: Maybe you shoul d?

MR. ELCOCK: Heads of services
rily meet that frequently.

MR. WALDMAN: Okay. What about
ed States. We know we have a |iaison
e United States.

Do you have good relations with --

MR. ELCOCK: | think I already

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

299

just said we did.

MR. WALDMAN: Right. Do you have
occasion to talk to the head of the CIA
frequently? Is it more frequently than with
Britain and the United States?

MR. ELCOCK: | suspect it is
alittle nore frequently, but |I'mnot sure.

Again, it isn't necessary for me to call George
Tenet every day or weekend or every nonth or even
every year.

MR. WALDMAN: You don't speak to
M. Tenet once a year?

MR. ELCOCK: Periodically.

MR. WALDMAN: Periodically, but
more than once a year?

MR. ELCOCK: Sonetimes it m ght
be once a year, sonmetinmes it m ght not even be in
a year.

MR. WALDMAN: But you keep abreast
of what M. Tenet is doing and sayi ng.

s that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: So if he made a
speech on intelligence matters you woul d be aware

of its contents?
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MR. ELCOCK: Not in every case.
Some of them | have read, sonme of them | haven't.

MR. WALDMAN: But isn't it --

MR. ELCOCK: At the end of the
day, they have their operations and we have our
operations. Clearly we work together, but this
isn't a -- 1 don't live in anybody's pockets and
they don't live in m ne.

MR. WALDMAN: But with respect to,
for example, what you described as CSIS principal
concern -- Sunni Islamc extremsmis the term
that you called it -- and al-Qaeda, isn't that an
area that you would be sure you wanted to keep
abreast of what the Americans were doi ng?

MR. ELCOCK: It is certainly an
area in which we work with a | arge number of
services, not only the Americans or British,

MR. WALDMAN: And it is your job
particularly to keep i nformed of what the

Anmericans are doing in their fight against

al - Qaeda.

| s that correct?

MR. ELCOCK: As a service we
keep abreast of that. | have sone interest in it

and it is not an uninportant subject so | keep
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abreast of it, yes.

MR. WALDMAN: So are you abreast
of the initiatives that the United States is
taking in order to fight al-Qaeda?

MR. ELCOCK: Probably most
of them

MR. WALDMAN: So were you aware
that after 9/11 there was a detention centre in
Guant anano Bay?

MR. ELCOCK: | think nmost of the
worl d was aware that there was a detention centre
in Guantanamo Bay. It was a fairly publicly
set-up detention centre.

MR. WALDMAN: Were you aware that
after 9/ 11 suspects detained in Af ghani stan and
from ot her places around the world were taken to
Guant anano Bay if they were suspected --

MR. ELCOCK: | think indeed I
probably watched the same tel evision news footage
as you did, M. Wal dman, of prisoners being flown
t o Guant anano Bay from Af ghani st an.

MR. WALDMAN: And from ot her
countries as well.

s that correct?

MR. ELCOCK: Certainly from
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Af ghani st an.

MR. WALDMAN: You are not aware --

MR. ELCOCK: Off the top of ny
head | don't recall if any other prisoners have
been -- but they may wel |l have been.

MR. WALDMAN: So you are aware,
then, that the United States has been arresting
terrorist suspects in different parts of the world
and taking themto Guantanano for questioning.

s that correct?

MR. ELCOCK: Yes, M. Wal dman.

MR. WALDMAN: Are you aware that
the United States has been transferring terrorist
suspects from other parts of the world and taking
themto places other than Guantananmo Bay as wel | .

s that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: Just to be clear,
you are aware that the United States arrests
terrorist suspects fromdifferent places in the
worl d and takes themto Guantanano Bay and ot her
detention centres.

That is correct? You just told
us that?

MR. ELCOCK: That's right.
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MR. WALDMAN: So yesterday
M. Caval luzzo took you to the Washi ngton Post
article. Perhaps | would ask you to go to
Vol ume 17

MR. ELCOCK: Page?

MR. WALDMAN: Page 189. [|I'm
sorry. It's my mstake. It is Volume 2, page 89,
not Volume 1. |'msorry. Page 89.

MR. ELCOCK: | thought it was
page 189.

MR. WALDMAN: Volume 2, page 89.
Sorry.
--- Pause

Have you found it?

MR. ELCOCK: | think so, if you
tell me what it is to be sure.

MR. WALDMAN: It is Washington
Post, March 11, 2002, Monday, Final Edition.

MR. ELCOCK: Yes.

MR. WALDMAN: Ri ght.
M. Caval luzzo mentioned this article in his
guestioning of you yesterday and asked you if you
had read it.

MS Mcl SAAC. |'msorry. | don't

recall that.

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N - O

304

MR. WALDMAN:  No.

THE COMM SSIONER: | don't recal
t hat either.

MR. WALDMAN: Then I'm sorry. |
t hought he did, but maybe it was my m st ake.

MR. WALDMAN: | would ask you to
| ook at this article then, sir?

MR. ELCOCK: Okay.

MR. WALDMAN: [|'m going to read
you a paragraph fromit. It is the third |ast
par agr aph.

"Since Sept. 11, the U. S.
government has secretly
transported dozens of people
suspected of links to
terrorists to countries other
t han the United States,
bypassi ng extradition
procedures and | egal
formalities, according to
Western di pl omats and
intelligence sources. The
suspects have been taken to
countries, including Egypt

and Jordan, whose
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intelligence services have
close ties to the CIA and
where they can be subjected
to interrogation tactics --
including torture and threats
to famlies -- that are
illegal in the United States,
t he sources said. In sone
cases, U. S. intelligence
agents remain cl osely
i nvol ved in the
interrogation..."

Thi s was published on
March 11, 2002.

Were you aware that this was going
on, sir?

MR. ELCOCK: Am | aware that the
Anmeri cans have, with the cooperation of a nunber
of other countries, picked up people and taken
themto Guantananmo, yes.

MR. WALDMAN: It says ot her
pl aces, it says Egypt and Jordan and Syria as
wel | - -

MR. ELCOCK: Does it say "Syria"?

MR. WALDMAN: Egypt and Jordan
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Sorry.
"The suspects have been taken
to countries, including Egypt
and Jordan. ..

MR. ELCOCK: Yes.

MR. WALDMAN: Were you aware that
t hat was happeni ng?

MR. ELCOCK: Yes.

MS Mcl SAAC: M. Chairman, | hate
to interrupt, but I think it is important to note
t hat the particul ar passage says:

"...bypassing extradition
procedures and | egal
formalities.” (As read)

THE COWMM SSI ONER: Thank you.

MS Mcl SAAC. Which is very
i mportant in this case.

MR. WALDMAN: | think we can
di scuss the rel evance of that in argunment,

M. Comm ssioner.

| was just trying to establish,
and | think I have just confirmed, that M. Elcock
was aware that the United States was sendi ng
individuals to third countries where they were

subjected to torture and I will nove on. Thank
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you.
Could I just have a second?
--- Pause

THE COWMM SSI ONER: Take your time.

MR. WALDMAN: | am going to nove
on to anot her area.

| want to talk a bit about flow of
information, information flow between Canada and
the United States now.

| s that okay? Sharing of
i nformation.

| think I have read through your
statements in various Parliamentary Comm ttees
t hat you have tal ked about sharing of information
bet ween Canada and the United States. Is it fair
to say that the sharing of informati on between the
two countries is very fluid and very good,
intelligence information |I'mtal king about?

MR. ELCOCK: "Fluid" and "good"
are different things. The sharing of information,
the relationship we have bet ween Canada and t he
United States in terms of the information shared
is probably one of the closest in the world. And
the relationships are, as | said, good. W do

share a lot of information with the United States,
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with the agencies in the United States.

Havi ng said that, they don't share
everything with us and we don't share everything
with them

MR. WALDMAN: Okay. | guess |
want you - -

MR. ELCOCK: In other words, we
have to make the same assessnments. The bal ance
may be easier to make because you are dealing with
di fferent kinds of countries in nmost cases, but
the reality is, even in sharing with the United
States we do the same bal ancing act as we do with
any other country.

MR. WALDMAN: So you are saying
bef ore you provi de any piece of information,
intelligence information to the United States, you
carefully bal ance whether it should be given to
the United States.

| s that what you are saying?

MR. ELCOCK: That's right.

MR. WALDMAN: So just let ne
under stand your testinony, M. Elcock.

Every time you share a piece of
information with the United States, before it is

shared soneone | ooks at it and deci des --
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MR. ELCOCK: The sane policies
apply to sharing between the United States or any
ot her country. The policy is the policy is the
policy. The bal ancing act may be different given
t he nature of the countries involved, but the
reality is the policies are the sane; the
processes are essentially the sane.

MR. WALDMAN: So no pi ece of
information is shared with the United States
bef ore someone | ooks at it and says, yes, we can
share this piece of information with the
Americans?

MR. ELCOCK: Yes. Intelligence
agenci es have a lot of information that is secret,
secret for some pretty good reasons in many cases,
secret for some different reasons dependi ng on
what the information is. W don't share
everything with every intelligence organization in
the world, and we don't share everything with even
our closest friends.

MR. WALDMAN: | woul d have assumed
t hat .

MR. ELCOCK: Nor do they.

MR. WALDMAN: | ama bit surprised

t hat you are saying that, given the vol ume of
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information that we have and the nature of our
relationship. | amnot doubting you. | amjust
bit surprised that every time before you give a
pi ece of information to the CIA sonmeone in CSIS
will ook at it and say: Well, can we share this
information with the United States and do the
bal anci ng and say yes?

MR. ELCOCK: The reality,
M. Wal dman, is we would have to do that.
Everything we share with any organi zation is
subject to review by SIRC. If we get it wrong,
whether it is the United States or some ot her
country with which we are sharing information, it
becones a problem |If you don't abide by the
policy, you have a problem

MR. WALDMAN: So how qui ckly can
t hat be done, this review and this bal anci ng and
this decision?

MR. ELCOCK: It may in fact be
done very quickly. The point of the policy is
t hat the bal anci ng must be done. [t doesn't take
weeks to do it.

MR. WALDMAN: \WVho makes the
deci sion?

MR. ELCOCK: As | said to

StenoTran

a



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N - O

311

M. Caval luzzo the other day, the director general
of the particular branch in charge of the
i nformation.

MR. WALDMAN: So every time a
pi ece of security intelligence information is
shared with the United States, before it is shared
the Director General of CSIS -- how many director
generals of CSIS do we have?

MR. ELCOCK: It depends on the
number of -- the Director General of
Counter-terrorismand the Director General of
Counter-proliferation or the Director General of
Counter-intelligence would be the key people you
are tal king about in ternms of operational
branches.

Those are the ones from whi ch nost
of the information would be shared.

MR. WALDMAN: So one of these
three people will ook at a piece of information
before it is shared with the CIA or FBI or anyone?

MR. ELCOCK: Yes, would
essentially sign off on it.

MR. WALDMAN: Signing off or does
he -- if he is going to do the bal ancing, | would

suggest that would mean he woul d have to | ook
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carefully at the information and do the bal anci ng.
It is not something --

MR. ELCOCK: In many cases it
woul d be routine, given that much of the
information is routine. Not with every piece of
information is the bal ancing act going to be a
difficult balancing act to do.

MR. WALDMAN: How much information
do we share with the United States in a given
year ?

MR. ELCOCK: In our terms, a fair
bit. But the reality is | suspect the RCMP
probably shares nmuch nmore information with, say,

t he police than we do.

At end of the day intelligence
agenci es, we share a | ot of information but we are
not sharing vast quantities of information every
day.

MR. WALDMAN: | have read the
mermor andum of under st andi ng bet ween the RCMP and
CSIS. | will come back to that in a second.

| f we had information about
suspected menbers of al-Qaeda, given that this is
a matter of international concern, would we share

this information with the United States?
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MR. ELCOCK: It depends. That is
not enough information for me to make the judgnment
one way or the other whether we would share that
i nformation.

MR. WALDMAN: What further
i nformati on woul d you need?

MR. ELCOCK: Are the individuals
in Canada? Are they going to be in the United
States? |Is there any consequence to themif we
provide that information to the United States and
Canadi an citizens? 1s there a problemas a result
of that?

MR. WALDMAN: So if we had
suspected menbers of al-Qaeda in Canada, would we
share that information with the United States? |
am just defining my question a bit.

MR. ELCOCK: We m ght not share
all of the information; we m ght share sone. It
woul d depend. We woul d have to make an assessnent
in respect of that information whether we coul d
share it or not or whether we should share it or
not .

At the end of the day our
responsibility is to manage the security of

Canada. It isn't somebody else's responsibility
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to manage the security of Canada; it is ours. So
we manage it. We don't necessarily push the
probl em over to sonebody el se and have t hem deal
with the problem

So we woul d not necessarily
provi de informati on on those i ssues to any
servi ce.

MR. WALDMAN: Isn't it also true
we are very concerned about the --

You have testified -- and | can
take you to it -- in Parliamentary Comm ttees
about the free flow of intelligence and the open
border and the smart border and that we have to
work carefully to make sure that we keep the

borders open.

MR. ELCOCK: | think it is
i mportant, that it is clearly inportant -- and
have said before -- that we manage the security of

Canada, because there are potential threats to the
United States as a consequence of not managing it
appropriately.

The reality "faute de m eux" is
that we |live on the Americans' northern border and
if we are not careful and conscious of the risks,

we can be a route into the United States.
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MR. WALDMAN: So given the past
hi story and given the concern --

MR. ELCOCK: That doesn't demand,
M. Wal dman, that we provide all information to
the Anmericans. It sinply requires that we
denmonstrate to the Americans that in fact we do
t he job.

MR. WALDMAN: If we have a
suspected menber of al-Qaeda in Canada, at what
poi nt would you feel it necessary to pass the
information on to the Americans?

MR. ELCOCK: That is hypothetical.
Clearly in the circunmstance where -- obviously we
would do it in a case where we thought that if an
i ndi vidual was intending to take action in the
United States and sonehow it escaped our vision,
and in fact was possibly in the United States, we
woul d provide that information to the United
St at es.

Ot herwi se, anything is a pure
hypot heti cal and we woul d have to have the precise
situation in which we were in and the nature of
the informati on, the situation of the individual a
whol e | ot of factors before we could make t hat

j udgment one way or the other.
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MR. WALDMAN: You told us that it
is a balancing. So when you decide whether or not
to send information to the United States, do you
take into account the fact that the United States
sends suspected terrorists to other countries
where they m ght be subjected to torture?

Can you recall in your bal anci ng
ever taking that into account, sir?

MR. ELCOCK: We take into account
t he consequences to any individual and their
saf ety and whatever m ght happen to them wherever
they go any time we release information to
anybody, and we would do the same with the United
St at es.

The reality is | amnot aware of
any case -- | can't think of a case where the
Anmeri cans have taken somebody they have arrested
inside the United States, apart from M. Arar's
case, and sent themto another country or even to
Guant ananmo Bay.

MR. WALDMAN: [|f the person is in
Canada and were to | eave Canada, you would have no
knowl edge where he went -- forget it. | will move
on.

If we were --
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MR. ELCOCK: Par don?

MR. WALDMAN: | amsorry, | am
movi ng on to another |ine of questioning.
You will told us about joint

operations and that there are some occasi ons where
CSI S operates outside of Canada with other
agencies. |Is that correct?

MR. ELCOCK: That is correct.

MR. WALDMAN: Would that include
participating in observing questioning of
suspects?

MR. ELCOCK: There are occasions
when we have, as | said to M. Cavalluzzo, spoken
to individuals in detention in other countries.

MR. WALDMAN: That wasn't ny
guesti on.

| was asking whether you wat ched
or participated as observers when ot her people
wer e being questi oned, or participated in the
guestioning with other agencies.

MR. ELCOCK: | amtrying to think.
| can think of only one case where that happened.

MR. WALDMAN: Did it happen in
M. Arar's case?

MS Mcl SAAC. M. Chairman, again

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

318

we will deal with the specifics once you have had
an opportunity to rule on clains for national
security confidentiality.

MR. WALDMAN: | would like to talk
to you a bit about caveats. You told us about the
caveats.

| don't think it is necessary to
refer to themunl ess you want to, but | want to
confirmmy understanding.

When CSIS gives information to
third parties, they put these caveats on. [If I
understood the caveats correctly, they restrict
t he use of the release of the information to
persons ot her than the person to whomit was
given. |Is that correct?

MR. ELCOCK: That is right.

MR. WALDMAN: That is what the
caveats are. So the four caveats --

MR. ELCOCK: There are four
potential caveats. More than one nmay be on any
particul ar document. |t depends on who it is
going to and what the circunstances are.

MR. WALDMAN: All of these caveats
basically say in one formor another: W give

this information to you. You can't give it to
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anyone el se other than to you.

That is the inport of thenm?

MR. ELCOCK: That is right.

MR. WALDMAN: Aside fromthese
caveats, are there any other conditions that you
put on information that you share with third
parties?

MR. ELCOCK: Generally those would
be the caveats.

MR. WALDMAN: Those are the only
ones, the only conditions?

MR. ELCOCK: Unless in -- | nean
there may be cases, and | can't think of one off
the top of my head. But there may well be cases
where we woul d put some other restriction on the
use of the information because of a particul ar
ci rcunst ance.

But generally those are the
caveats that would apply to any.

MR. WALDMAN: | would ask --

MR. ELCOCK: | can't think of
anot her exanple. You are asking me whether there
are any others. | can't think of one off the top
of my head, but it is not inpossible that we would

do that given a specific situation.
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MR. WALDMAN: Can you recall any
ot her conditions that you i nposed --

MR. ELCOCK: No, | don't recal
any at this point. Those are the caveats we woul d
normal |y put on.

MR. WALDMAN: That would apply to
police agencies in Canada and foreign services
abroad?

MR. ELCOCK: Yes.

MR. WALDMAN: So if you gave
information to a regime that you suspect engages
in torture, you said that --

MR. ELCOCK: We m ght not have
given them any i nformation so we m ght not have to
put any caveats on it.

MR. WALDMAN: Assum ng you gave
information to a regime that engages in torture,
the only restrictions are that they can't rel ease
the information to third parties.

s that correct?

MR. ELCOCK: |If we were ever to do
that, M. Wal dnman, we woul d put a caveat on it.

MR. WALDMAN: What woul d the
caveat be?

MR. ELCOCK: It m ght be any
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number of those three.

MR. WALDMAN: Right. But those
woul d be the only ones. You wouldn't be able to
stop the regime fromusing the information as part
of their interrogation of the individual.

| s that correct?

MR. ELCOCK: If we were ever to
provi de such information to such a service,
obviously if we had informati on and we were
considering providing it to a service, we would be
| ooking at the record of that particul ar service,
its human rights record. W know the business we
are in, and one of the things we would be | ook at
is whether indeed it m ght be used in respect of
any i ndividual .

We woul d make that assessnment in
any decision to share that information, and in
fact we probably wouldn't share that information
if we had any concerns that that m ght be the
case.

MR. WALDMAN: You have al ready
told us about the balancing, and I don't think we
need to repeat that. |1 wanted to know, and
t hi nk you have confirmed that there are no

conditions placed on information other than the
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caveats.

MR. ELCOCK: And the fact that we
woul dn't necessarily give it to somebody we
suspected would use it in an interrogation of an
i ndi vi dual in detention.

|f we don't provide it at all,
then it can't be used.

MR. WALDMAN: You just told us
about 15 m nutes ago that in every case you do a
bal anci ng.

MR. ELCOCK: That's right.

MR. WALDMAN: And there m ght be
circunstances where you would rel ease the
information to a regime that you suspect engages
intorture if there were extraordinary
circunstances.

MR. ELCOCK: In an extraordinary
circunstance. It would have to be a pretty
extraordinary circunstance.

MR. WALDMAN: Right. | would Iike
to talk a bit about the relationship between the
RCMP and CSIS, if |I could, for a bit.

| amtrying to understand the
difference between intelligence activities and

police activities. Perhaps you could just help me
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a bit in that and where the overlap occurs.

MR. ELCOCK: | thought we did
rather a | ot of that yesterday, but let nme go
back, M. Wal dman.

The reality is that as an
intelligence agency, our job is to try and prevent
threats to the security of Canada com ng to
fruition. In particular, our main priority these
days is to ensure that in respect of potenti al
terrorist acts that no terrorist act takes pl ace.

That means we are | ooking at it
fromthe point of view of trying to identify at an
early stage what organizations or individuals
m ght produce such an attack, identify them and
i ndeed be able to forewarn police and ot her
agenci es that such an attack may be com ng froma
particul ar source or a particular individual.

In the case of the police,
obvi ously generally speaking their responsibility
is to investigate and arrest people who conmt
crimnal acts. The reality is, too, that the
police -- as | said yesterday, the mandate of CSIS
and the RCMP, in particular in the area of
counter-terrorism is not a sharp divide so that

there is a gap between us. It is an overl apping
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responsibility.

The RCMP, the police, have
responsibility to prevent crines if they are aware
of a potential conspiracy to undertake a crime.

To plant a terrorist bomb is a
crime. A conspiracy to plant such a bonmb is al so
a crime. So the police would have a
responsibility and ability to investigate in those
areas and in some cases do.

Il n many cases, we work together.
In some cases the RCMP woul d have come to it
first, and in some cases we will have come to it
first and one or the other of us may take primcy
dependi ng on the circunmstances in a particul ar
case.

There is, by definition, an
overl apping jurisdiction between us in the area of
counter-terrorism

I n an area such as
counter-intelligence the divide is much sharper
because at the end of the day the reality is --
for example, if you are | ooking at a foreign
intelligence officer in Canada, there is really no
way that a foreign intelligence officer in Canada

can be arrested. He or she probably has
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di pl omatic i mmunity, and therefore it is really
not an issue for the police at all. It becomes
sinmply an intelligence issue.

In the area of terrorism
ultimately a terrorist is a crimnal, and i ndeed
may be a crim nal even in his planning and
consideration of a terrorist act. So the police
have a rol e.

MR. WALDMAN: | think that tallies
with what you said yesterday.

| aminterested in trying to
understand -- and you tal ked to us yesterday about
the overlap; at the fringes, the overl ap.

That is what you were telling us
about. That is where the overlap occurs, when you
are |l ooking into the future and the RCMP m ght be
| ooki ng at a possible crime that m ght happen.
That is where the overlap would occur between the
t wo.

s that correct? Did | understand
you correctly?

MR. ELCOCK: Yes.

MR. WALDMAN: | amtrying to
under st and at what point CSIS woul d pass

i nformati on on to t he RCMP.
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| think, if | understood you
correctly, if there were an immedi ate threat you
woul d pass it on even if it were unreliable. 1Is
t hat correct?

MR. ELCOCK: We would pass it on
and indicate that we had doubts as to its
reliability but that we were providing themwi th a
war ni ng.

MR. WALDMAN: So if you received
information froma foreign agency that there was
bomb plot, you would pass that on to the RCMP even
if you found it unreliable. |Is that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: Okay.

MR. ELCOCK: W th an indication
t hat we considered it unreliable.

MR. WALDMAN: Right. Especially
if it came froma regime where there was
reasonabl e grounds to believe they used torture;
ri ght?

MR. ELCOCK: Again, it goes back
to the issue of reliability.

MR. WALDMAN: [|f you got
information froma regime that uses torture and

you passed it on to the RCMP, you would tell them
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that it was unreliable information; correct?

MR. ELCOCK: Are we still talKking
about a case of there may be a bonb in downt own
OCttawa tonmorrow?

MR. WALDMAN: Yes.

MR. ELCOCK: Yes.

MR. WALDMAN: When you tell them
it is unreliable, do you say this is unreliable
i nformation?

MR. ELCOCK: We would tell them
t hat we believed it to be unreliable, if we did
i ndeed believe that.

MR. WALDMAN: Right. And would
you tell them why you believed it was unreliable?

MR. ELCOCK: | don't believe so.

MR. WALDMAN:  You wouldn't. So if
you got some information --

MR. ELCOCK: In that case we woul d
sinmply be providing a warning of a potenti al
terrorist attack, nothing nore, nothing | ess.

MR. WALDMAN: Let's try to
under st and what woul d happen if it wasn't an
i mmedi ate threat.

--- Pause

MR. WAL DMAN: If it is no
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i medi ate threat, and you have targeted the person
as a possi bl e member of al-Qaeda, at what point
woul d you pass that information on to the RCMP?

MR. ELCOCK: It would depend on
the circunstances. |If indeed there was
informati on about a crim nal offence or indeed we
believed that, for exanmple, there was a serious
pl ot to attack an individual or a particular place
in Canada, we would provide that information to
t he RCMP.

Our investigations are separate
fromthe RCMP, so we don't necessarily provide
information to any police force on all of the
i nvestigations we undert ake.

MR. WALDMAN: You woul d pass the
information on to the RCMP at the point where you
believed that there was the possibility of --

MR. ELCOCK: Either where there
was i nformation with respect to a crim nal offence
and/ or a potential of a real attack taking place
or a real threat.

MR. WALDMAN: So until there is
evi dence - -

MR. ELCOCK: A real specific

threat is what | mean. I n other words, we

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

329

beli eved somebody was preparing to undertake a
bombi ng of a particular place or an individual or
what ever in Canada.

MR. WALDMAN: [|f you saw peopl e
who you had reached the conclusion were members of
al - Qaeda but you didn't believe that they were
going to commt a crimnal offence, you
woul dn't - -

MR. ELCOCK: We woul d not
necessarily have informed the RCMP at all unl ess
t he RCMP per haps had sought information from us
about an individual .

MR. WALDMAN: Isn't being a menber
of a terrorist group a crimnal offence in Canada
now?

MR. ELCOCK: Being a nenmber of a
terrorist group and necessarily proving that are
not necessarily the same thing.

MR. WALDMAN: The question | just
asked you was: |If you had reached a concl usi on
that a person was a member of al-Qaeda, would you
pass that information on to the RCMP? And you
sai d not necessarily but only if they were
commtting a crimnal offence.

But isn't it true that being a
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member of a terrorist group is now a crimnal --

MR. ELCOCK: It is nore
conplicated than that, M. Waldman. It may not be
possi ble to use that information in a cri m nal
prosecution, in which case you can't have a
crimnal prosecution. So we m ght in those cases
not pass the information.

MR. WALDMAN: Let me be clear if |
under stand you then on this point.

MR. ELCOCK: The decision on
whet her we pass information to the police force is
one which we take very carefully in every case we
| ook at to deci de whether or not we can pass that
informati on, whether it is an appropriate tine to
pass that information or not.

In some sense to ask it in terns
of a | ot of hypotheticals doesn't really get you
anywhere, because unless you have the real facts
in front of you it is virtually inpossible to come
to any real concl usion.

It is a decision that has to be
made on the basis of a real factual situation, not
a bunch of hypotheticals. Maybe, would be, should
be becones an issue.

MR. WALDMAN: | think probably
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that is getting into the specifics of things we
will have to deal with later on in camera or in
publi c.

M. Comm ssioner, | am about
hal fway through. Wbuld this be an appropriate
time to stop for ten m nutes?

THE COMM SSI ONER: Sure. We wil
a ten-m nute break.
--- Upon recessing at 11:04 a.m /

Suspension a 11 h 04
--- Upon resum ng at 11:20 a.m /
Reprise a 11 h 20

THE COMM SSI ONER: M. Wal dman.

MR. WALDMAN: | would ask you to
go to the menorandum of understanding. It is Tab
12 of the Canadi an Security Intelligence Service
(CsSI'S) Policies.

Do you have it in front of you,
sir?

MR. ELCOCK: Yes.

MR. WALDMAN: Is this the document
t hat determ nes the sharing of information between
CSI'S and t he RCMP?

MR. ELCOCK: It is the docunment

under which deci sions are made about shari ng

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

332

informati on, one of them Sorry. It is the key
menmor andum bet ween us and t he RCMP.

MR. WALDMAN: | didn't hear. The
key memorandum . .

MR. ELCOCK: It is the mermorandum
bet ween us and the RCMP about the nature of our
rel ationship.

MR. WALDMAN: And this was, if |
under stand, concluded in 1989 and revised in Apri
of 1990. |Is that correct?

MR. ELCOCK: That is right.

MR. WALDMAN: Has this document
ever been made public before, to your know edge,
or is this the first time?

MR. ELCOCK: | think it has been
public before. | think it has.

MR. WALDMAN: [|If | could ask you
to go to page 3, it tal ks about:

"'security-rel ated
responsibilities of the RCMP
means:

i) the prevention, detection,
investigation and | ayi ng of
charges in relation to any

of fence referred to ...
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In certain statutes, including the
Cri mnal Code. |Is that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: So the RCMP' s
responsibility is the prevention, detection and
investigation in laying charges of Crim nal Code
of fences that are related to national security
matters. |s that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: Paragraph 6 on page
4 tal ks about the exchange of information. 1Is
t hat correct?

MR. ELCOCK: Yes.

MR. WALDMAN: It says that:

" CSI S agrees to provide
on a timely basis, or upon
specific request, information
and intelligence inits
possessi on that may assi st
the RCMP in fulfilling its
security-rel ated
responsibilities ..."
And then it lists the type of

information that it gives.

It deals with general threat
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assessnments and individual threat assessments and
investigative leads. |Is that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: So if CSIS receives
intelligence informati on about a possi ble crim nal
act, it is required under this agreement to pass
it on to the RCMP. |s that correct?

MR. ELCOCK: It depends on our
deci si on whether to pass it on or not. Yes, we
m ght .

MR. WALDMAN: Despite this
agreement, you can decide not to?

MR. ELCOCK: It is our decision on
what is a timely basis when we provide information
to the RCMP.

MR. WALDMAN: So there m ght be
cases where you have informati on about a potenti al
crimnal act and you woul d decide to withhold it
fromthe RCMP?

MR. ELCOCK: |In some cases we
m ght. It would depend upon the time at which we
passed it to the RCMP.

Agai n, you are tal king about
hypot heticals, M. Waldman. The reality is that

if we had i nformati on about a nmurder that was to
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t ake place tonorrow, we would pass it i medi ately.
| f we have informati on about a parking ticket, we
m ght not pass it tomorrow. We m ght not pass it
at all.

MR. WALDMAN: [|f you had
i nformati on about serious crim nal offences, you
woul d pass it right away?

MR. ELCOCK: If it is a serious
crimnal offence. Again, | amnot sure what your
definition of a serious crimnal offence is.

MR. WALDMAN: An offence
puni shabl e by 10 or nmore years under an Act of
Parliament. That is the Imm gration Act serious
of fence.

Woul d you accept that as a serious
of fence?

MR. ELCOCK: It would depend. W
woul d | ook at the case on whether we passed the
informati on or not.

I n ot her words, we make the
judgments on a case-by-case basis dependi ng on the
facts, depending on the circunmstances, the nature
of the investigation, the nature of the
i nformati on we woul d be providing, and so on.

MR. WAL DMAN: Just so | understand
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your evidence, your evidence is that
notwi t hst andi ng what paragraph 6 says -- it says
that CSI'S agrees to provide on a tinely basis
informati on about crim nal offences.

Even if it were a serious crim nal
of fence, you m ght decide not to pass it on for a
consi derabl e period of time?

MR. ELCOCK: Tinely is a novable

f east.
MR. WALDMAN: Tinmely is nmovabl e
So it is conceivable that timely
could be never in a certain circumstance. 1s that
fair?

MR. ELCOCK: In some
circunstances, it may.

MR. WALDMAN: What is the purpose
of having a menmorandum of understandi ng which
requires you to pass information on in a timely
basis when you are telling us that tinmely is
totally --

MR. ELCOCK: A menorandum of
under st andi ng between two government agencies is
not an agreement in quite the same sense as an
agreement between two parties. It is a docunent

which in essence defines generally how we are
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goi ng to manage our rel ationshi ps.

It is not necessarily a docunent
t hat has | egal consequences upon which one agency
wi Il sue another agency. It is sinply a set of
general agreements about how we are going to
behave.

MR. WALDMAN: Isn't it true from
what you just told ne it is pretty meani ngl ess,

because timely according to you is whatever CSIS

deci des.

lsn't that correct?

MR. ELCOCK: The agreenment does
not require us to provide i mediately or -- there
is some limt. There is some -- what is the word

| am |l ooking for? There is |leeway in ternms of
when we provide informati on, and CSI S exerci ses
its decision whether to provide information to
police forces in accordance with a whole | ot of
factors: the nature of the information; the nature
of the particular investigation; whether in fact
it would interfere with an investigation to pass
the informati on at a particul ar point of time;
whet her any of the information is i ndeed even
usable in a court of |Iaw and therefore usable in a

prosecution.
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There may be cases where we may

have i nformati on about something, but in point of

fact it would not ever be provided to a court. W
may not be able to provide it to a court. It may
not be accepted by a court. The prosecution may

not be possi bl e.

There are so many pernutations --
there are so many potential possibilities. Again,
unl ess you can look at it in the context of a
specific piece of information that we are
considering providing to the RCMP, you can't
really come to a concl usion.

MR. WALDMAN: | want to make sure
| understood you. Timely is whatever CSIS
deci des?

MR. ELCOCK: Essentially we
determ ne what timely is, yes.

MR. WALDMAN: So tinmely could be
never in a certain case?

MR. ELCOCK: In some cases it
coul d be.

MR. WALDMAN: How can the RCMP
rely on getting information fromyou if CSIS
deci des --

MR. ELCOCK: The nature of our --
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MR. WALDMAN: | let you finish,
and | was asked by the Comm ssioner not to
interrupt; so, please. Thank you.

You are telling me that CSIS
deci des when i nformati on should be released. This
mermor andum of under standi ng says timely, but
timely is not what | understand timely to mean,
which is as quickly as possible in a reasonabl e
time. According to you, timely is whatever CSIS
deci des.

So how can the RCWVP ever rely on
getting informati on or knowi ng when it is going to
get information if the discretion as to whether or

not to give theminformation rests entirely with

Csl s?

MR. ELCOCK: The RCMP under st and
t hat indeed there is an element -- that how we
will release information to the RCMP is a matter
that we will make determ nati on upon in each case.

They understand that we will not
necessarily provide informati on i medi ately. We
don't interpret it, and | don't think the RCWVP
interpret it, as providing all information
i mmedi ately.

MR. WALDMAN: Do you think the
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RCMP interprets timely as never? Do you think any
reasonabl e person would interpret timely as never?

MR. ELCOCK: We had the discussion
in a hypothetical situation about never, and |
think in the context of never if it was inpossible
to even have a crim nal prosecution it may be
never.

Agai n, you are trying to put me in
a box by referring to a bunch of hypotheticals.
You can't make the determ nation in isolation of
the facts. Each determ nation to send information
to any organi zation, even to give information to
the police, requires us to | ook at the facts of
the particular situation, all of the circunstances
of that case, and then make a determ nati on of
when is the appropriate time to provide or whether
it is appropriate to provide information at all.

MR. WALDMAN: My understanding is
you said you would only provide information to the
RCMP if it was relevant -- information that was
adm ssible in a crimnal prosecution?

MR. ELCOCK: Generally at the end
of the day our obligation is to provide
information to the police, if we have information

about a crim nal offence, so that they can carry
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out a crim nal prosecution.

That said, the timng of the
passi ng of that information rests with CSIS.

MR. WALDMAN: | don't think you
answered my question.

My question was: Would you only
pass information to the RCMP if it was information
t hat was going to be used in a -- intelligence
t hat was usable in a crimnal prosecution?

MR. ELCOCK: No. |In some cases --
it clearly says there that we provide
investigative | eads. But at the end of the day
that too is a determ nation we make, whether it is
appropriate to provide that investigative lead to
t he RCMP or not.

MR. WALDMAN: Do you think
Comm ssi oner Zaccaradelli is aware that tinmely
could be never according to this memrandum of
under st andi ng?

MR. ELCOCK: | would be surprised
if he is not.

MR. WALDMAN: Maybe we will have
to ask him

| am going to nove on anot her area

now. | want to talk a bit about targeting.

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

342

Actually, no, | have one or two
mor e questions on this sharing of information with
t he RCMP.

Assum ng you pass information on
to the RCMP, intelligence information, do you
identify the sources of the information to the
RCMP? Are they aware who your sources are?

MR. ELCOCK: Who our human sources
are?

MR. WALDMAN: Your sources, be
t hey human or others.

MR. ELCOCK: Not normally.

MR. WALDMAN: You pass themthe
intelligence without reference to the sources?

MR. ELCOCK: We would give them
enough context for the informati on but we woul d
not, for exanple, identify human sources to the
RCMP, if we had obtained if froma human source.

MR. WALDMAN: You woul d say we got
this information from M. X, a source, wthout
telling who the source was?

MR. ELCOCK: Yes. In fact, we
m ght have to obscure -- we m ght have to avoid
making it -- in some cases the information may

di scl ose the source, so we may have to be carefu
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about the way in which we pass information. W
don't normally disclose our human sources even to
t he RCMP.

MR. WALDMAN: Wbuld the RCMP know
that it conmes froma human source?

MR. ELCOCK: They m ght dependi ng
again on the circunstances. Again, this is
sonmet hi ng that depends upon the specific
informati on, the specific format, what is actually
in the information. The information may reveal
that it came froma human source. We may say that
it came froma human source.

| f the information, however, is so
specific that the human source would be identified
as a consequence of saying it comes froma human
source, we may not provide that information in
such detail.

MR. WALDMAN: | want to
understand. When you provide information to the
RCMP, you al ways obscure the sources so that there
is no sharing of intelligence information between
the two forces with respect to the sources of
informati on?

MR. ELCOCK: In some

circunstances, we may. In some circunstances, we
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woul dn't. In the case of human sources we rarely,
if ever, would.

MR. WALDMAN: [|f you receive
information from foreign sources, do you advi se
t he RCMP of the source of the information?

MR. ELCOCK: In that case it may
be nore cl ear where the source is, because it may
come fromonly one source. Obviously the fact
that it comes froma foreign intelligence source
is less sensitive than the issue of comng froma
human source.

MR. WALDMAN: So if it comes from
a foreign --

MR. ELCOCK: Again it depends on
the specific facts you are tal king about and the
specific circunstances you are tal king about.

MR. WALDMAN: M ght there be cases
where you m ght not tell the RCMP that information
came froma foreign source, if you had reason not
to?

MR. ELCOCK: It is possible.

MR. WALDMAN: So the RCMP coul d be
receiving information from CSIS without having any
good basis for evaluating the sources?

MR. ELCOCK: We would try to
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provide them-- if we are going to provide them
with information, we would try to provide them
with enough context to have a sense of the
reliability of the informati on and/or our
assessment of the reliability of the information.
But in some cases they may not have as much as
t hey would |ike.

MR. WALDMAN: So it is possible
t hat you could provide information to the RCMP
that came froma foreign country, the fruits of
torture, and the RCMP woul d not be aware of that?

MR. ELCOCK: They m ght not.

MR. WALDMAN: Thank you.

| would like to go on to the
concept of targeting.

| read your testinony in one of
t he Commons conmm ttees and you tal ked about there
being three I evels of targets. |Is that correct?

MR. ELCOCK: There are three
| evel s within the TARC system Each is nore
intrusive than the previous one. The first is the
| east intrusive, and two and three become nore
intrusive. Level three is the nost intrusive.

MR. WALDMAN: | don't think you

gave evidence on this point yesterday, so perhaps
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you coul d expl ai n.

| read your testinmony. Could you
tell us briefly --

M. Caval luzzo --

MR. CAVALLUzZZO: M. Hooper, the
next witness, will be extensively dealing with the
targeting process.

MR. WALDMAN: |Is M. Hooper part
of the Targeting Comm ttee?

MR. ELCOCK: Yes. He is the
Assi stant Deputy of Operations.

MR. WALDMAN: | am concerned. |
want to make sure he has been doing --

MR. ELCOCK: | think you can be
safe in assum ng that M. Hooper knows what he is
t al ki ng about.

MR. WALDMAN: How | ong has he been
on the Targeting Commttee. Do you know?

MR. ELCOCK: | am sure he has been
part of the Targeting Comm ttee in other guises in
t he past, and he certainly has been on the
Targeting Comm ttee for over a year, two years at
this point. | can't remenber the exact date when
he joined the comm ttee, beyond his appointnment as

ADO.
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MR. WALDMAN: Who is the person
who makes the actual decisions on targeting, or is
it made by the commttee as a whol e?

MR. ELCOCK: It is made by the
comm ttee.

MR. WALDMAN: But you are on the
targeting --

MR. ELCOCK: | amthe Chairman of
the comm ttee, yes.

MR. WALDMAN: So each time an
i ndi vi dual - -

MR. ELCOCK: Or was the Chairman

| guess nore appropriately.

MR. WALDMAN: We are still talKking
in the present sense. | think it is hard for al
of us to get used to the fact that -- | mean, you

havi ng been there for so many years, it is hard
for us to get used to the fact that you are not.

If we are talking in the present,
we know that it is the very recent past.

| was going to ask some questions
about targeting, M. Cavalluzzo. Wuld you prefer
that we -- | just want to make sure that
M. Hooper has all of the fulsome information on

targeting. G ven that M. Elcock was on the

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N - O

348

commttee for so many years, | would be | oathe to
not ask himsonme questions on this point.

Perhaps | could do it briefly or
woul d you rat her --

MR. CAVALLUZZO:. It's up to you
but, as | say, M. Hooper will be extensively
dealing with the targeting process and ny
under standing from most people is that M. Hooper
will likely have the information that you seek.
But it's up to you.

THE COWMM SSI ONER: One way of
handling it perhaps, M. Waldman, is if you
cross-exam ne M. Hooper and there were any
guestions that he said "I can't answer that
because | don't know about it", then you woul d
have an opportunity to pursue that question
afterwards. That is one suggestion.

MR. WALDMAN: That's fine. M
understanding is that M. Elcock may be recall ed
if necessary |l ater when we get to the specifics --

THE COMM SSI ONER: That's true.

MR. WALDMAN: -- because | haven't
been asking very many specifics about the Arar
case.

Obviously, it is quite conceivable
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that M. Elcock may not testify at all in public
on M. Arar's specific facts, depending on your
ruling, but I have been avoiding for the nmost part
aski ng any questions because that was ny
under st andi ng.

THE COWMM SSI ONER:  Yes, |
under st and t hat.

MR. WALDMAN: | guess if you are
willing to agree that if it is necessary to recal
M. Elcock on this point of targeting, if
M . Hooper can't answer the questions | will just
move over.

THE COMM SSI ONER: That seenms to
make sense | think

MR. WALDMAN: | want to go back to
informati on-sharing with the U S. You told us it
is done on a case-by-case basis, so each piece of
information is shared.

s that correct? | |ooked at --
and bal ance before the sharing goes on?

MR. ELCOCK: Yes.

MR. WALDMAN: Has there been any
occasi ons where we have placed restrictions on the
United States in ternms of their use of our

informati on, our intelligence information, over

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

350

and above the caveats?

MR. ELCOCK: | don't recall one.

MR. WALDMAN: If the U S. were
ever to breach a caveat, what would you do?

MR. ELCOCK: At the end of the
day, | mean there is no court of law that | know
of that you could take that issue to, but it would
obvi ously have inmplications for future sharing on
a variety of issues.

MR. WALDMAN: Right. But given
t he nature of our relationship with the United
States, what could we really do in practice in
terms of sharing information with themif they
breached a caveat?

MR. ELCOCK: As | said,

M. Chairman -- M. Waldman -- | forget that | am
not before a Parliamentary Comm tt ee.

MR. WALDMAN: | think you are used
to that?

MR. ELCOCK: We make an assessnent
in every case we share information, when we share
information with any service, about the
consequences of sharing that information on a
bal anci ng act between a number of different

i ssues. We do the same thing with the United
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States as we do with any other country.

The bal ance usually in the case
obvi ously of the United States is different than
it mght be with other countries that one can
t hi nk of that we m ght have relationships with,
but the reality is we still make that sane
bal ance, even in the case of the United States and
if indeed the United States were to do sonet hing
t hat was contrary to our arrangement and the
traditions of our arrangement, then that woul d
obvi ously influence how we shared in the future.

MR. WALDMAN: Why is the bal ancing
different with the United States?

MR. ELCOCK: Because we |live on
the United States northern border and the
relationship is a |long-standing and i mportant one.

MR. WALDMAN: So does that nmean we
are nore inclined --

MR. ELCOCK: Rel ationshi ps between
intelligence services, no matter how strange it
may seem are based on trust and that trust is
built over years of a relationship. If a
relationship is |ong-standing and peopl e have
exercised the kind of care in managing i nformation

t hat we expect, then obviously that goes a | ong
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way to making sure that the relationship is one in
whi ch you have nore reliance than one that is, for
exanpl e, brand new in which you have not built a
record of trust in ternms of the sharing of

i nformation.

MR. WALDMAN: If | understand you
correctly, the fact that we have this
| ong-standing relationship and border affects the
bal ancing we do with the sharing of information
with the United States.

s that correct?

MR. ELCOCK: That's right.
| ndeed, | cannot think of a case, any case, that
SI RC has reviewed, certainly since Septenber the
11th, in which SIRC has criticized our sharing of
information with any service and that would
certainly include the United States.

MR. WALDMAN: Okay. So does that
mean we are nmore prepared to overl ook the fact
that the U. S. violates human rights by sendi ng
people to secret interrogation centres to be
tortured when we share information with thenf

MR. ELCOCK: As | said before, M.
Wal dman, we nmake those assessnents in respect of

every piece of information we share and we deci de
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whet her to share it or not. That said, the United
States is our nost important partner and we share
very extensively with the United States. As |
said before, we don't share everything with the
United States and nor do they share everything
with us.

MR. WALDMAN: Do you know if the
United States has ever breached any of the caveats
t hat you have put on the information that we have
shared with then?

MR. ELCOCK: |'m not aware of the
Anmeri cans having breached such a caveat.

MR. WALDMAN: Have the Americans,
to your know edge, given information that you gave
to them about an individual to another country?

MR. ELCOCK: That is essentially
unknowable. | don't know if that is the case. |If
we became aware of such a case obviously it would
have i mplications for -- it would be a breach of
the third-party rule and that would be one of the
caveats on any document and it woul d have
consequences for the sharing -- for the
relationship.

MR. WALDMAN: I n other words, if

the United States gave information that we gave to
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themto a third party, that is a breach of the
caveat ?

MR. ELCOCK: [If they gave it
wi t hout seeking our concurrence, yes.

MR. WALDMAN: Okay. Let ne just
be cl ear.

If the United States gave
information to, let's say Syria, that they had
received from Canada, there are only two possible
possibilities, either a breach of a caveat or we
consent ed.

s that correct?

MR. ELCOCK: That is a
hypot heti cal .

MR. WALDMAN:  Yes.

MR. ELCOCK: | don't know if they
have given any information.

MR. WALDMAN: It is a
hypot hetical, but |I'm asking you to answer the
guestion?

MR. ELCOCK: If the United States
had provided such information -- if we had provide
such information to the United States and they had
provided it to another country without our consent

it would be in violation of the caveat.
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MR. WALDMAN: So in the case of
M. Arar, if we gave information to the Americans
and they passed it on to the Syrians there are
only two possibilities, either they breached our
caveat or we consented.

| s that correct?

MR. ELCOCK: That is a | ot of
"ifs". | don't know if any of those things ever
t ook pl ace.

MR. WALDMAN: Assume they did.
Let's assume that we gave information to the U. S.
about M. Arar.

MS Mcl SAAC: M. Comm ssioner, |
really have to object to this Iine of questioning
because it makes so many assunptions that it
actually runs a real risk of putting false
informati on and fal se assunptions out in the
public domain.

M. Elcock has said that if
information from CSIS was provided to the
Americans and the Americans di ssem nated that
information to a third country without Canada's
consent, without CSI'S consent, that would
constitute a breach of the caveat.

So | think we can concl ude, as
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M. Wal dman has, that dissem nation, further

di ssem nati on wi thout consent is a breach of the
caveat; further dissem nation with consent woul d
not be a breach of the caveat.

| don't know how nmuch further we
need to go on that point.

THE COMM SSI ONER: Does t hat
position of Ms Mcl saac not constitute the answer
you are | ooking for?

MR. WALDMAN: Yes.

THE COWMM SSIONER: It seenms to ne
it does.

MR. WALDMAN: Obviously it
constitutes the answer that if information were
given to the Ameri cans about M. Arar --

THE COMM SSI ONER: No. | think
Ms Mcl saac said by CSIS.

MR. WALDMAN: By CSIS, yes, to the
Americans about M. Arar, if it were then shared
there are only two possibilities, consent or a
breach of caveat.

THE COMM SSI ONER: That is what |
under stood her to say.

MR. WALDMAN: Yes. So she

answered the question instead of M. Elcock.
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That's fine.
THE COVMM SSI ONER: In fairness,
t hi nk he had answered that too, but it doesn't --

MR. WAL DMAN: That's fine.

Obvi ously, | would assune that is
an area that M. Cavalluzzo will explore.
THE COWMM SSI ONER: | think you can

rest assured.

MR. WALDMAN: Whet her the
hypot hetical is true or not.

Now | want to nopve on to
anot her area.

Does CSI S receive sensitivity
training, cultural sensitivity training? CSIS
officers, do they receive cultural sensitivity
training?

MR. ELCOCK: 1In essence, part of
our training is to equip people to go out to
function as an intelligence officer in collecting
informati on and dealing with a wi de variety of
peopl e and people froma variety of cultures and,
yes, we make an effort to ensure that when they do
t hat they do that appropriately and in accordance
with the process and procedures that are

acceptable within the service.
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| ' m not sure what sensitivity
training is.

MR. WALDMAN: Gi ven that the issue
of Sunni Islam c extrem sm as you have called it,
is one that is the foremost in CSIS -- | think you
said before the Parliamentary Comm ttee two-thirds
of CSIS resources are in counter --

MR. ELCOCK: Terrorism

MR. WALDMAN: -- terrorismand the
vast majority of that is Sunni --

MR. ELCOCK: No. | have said that
is the priority. 1 haven't specul ated at all on
what proportion of the two-thirds that are
dedi cated to counter-terrorismare dedicated to
investigations in respect of Sunni terrorists.

MR. WALDMAN: Could you tell us?

MR. ELCOCK: No.

MR. WALDMAN: [|Is that because you
don't know or you are not going to?

MR. ELCOCK: Because it would be
i nappropriate for me to tell you.

MR. WALDMAN: All right. | wil
assume that is a question that can be expl ored.
Thank you.

Gi ven that Sunni |Islam c issues
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are front and centre with CSIS right now, and they
are the major concern at the present time, has
there been any effort to give cultural sensitivity
training to CSIS officers about the values of this
community since 9/11?

MR. ELCOCK: Certainly, we nmake
every effort to ensure that our officers
understand the nature of the people and the
culture, ethnic background that they may be

dealing with.

MR. WALDMAN: How do you do that?

MR. ELCOCK: Pardon nme.

MR. WALDMAN: How do you do that?

MR. ELCOCK: In many cases we have
officers who are -- our officers are drawn froma

wi de vari ety of Canadian communities, including
t hose communities, so indeed sone officers may in
fact come fromthose backgrounds.

I n other cases, we do have experts
periodically come in. W have indeed had a recent
visit from-- | have forgotten his name -- the
head of the Islam c Congress who came to the
service, made a speech and took questions from
people in the service.

MR. WAL DMAN: |s there fornml
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training about cultural sensitivity given to CSIS
officers?

MR. ELCOCK: As part of the
investigative -- if you are working in a
particul ar area obviously it is inmportant that you
understand the nature of the culture and the
background and t he background i ndeed of the
organi zations you are | ooking at.

MR. WALDMAN: What ki nd of
training is given to themwith respect to this
culture -- I'"mnot asking you to reveal State
secrets here, just whether they are given specific
training to understand the cultures and peopl es
t hey are working with.

MR. ELCOCK: They are given
training in terms of their role as an
investigator, if that is indeed what they are
doing. There are additional opportunities and
additi onal experts who come in to provide
additional training, and indeed they are generally
coupled with more experienced officers who have
been in those areas and investigations for some
period of time to, if you will, be mentored in
terms of that particular area, that particul ar

i nvesti gation.
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MR. WALDMAN: Just to be clear,
have there be any specific cultural training
progranms to educate CSIS officers in the Sunni
| slam ¢ conmmunity since 9/11?

MR. ELCOCK: In terns of any
investigation it is important for the people in
that investigation to understand the culture that
they are involved with and so we make efforts to
ensure that people in any particular investigation
have sonme experience, sonme understandi ng of the
nature of the --

Do we hold a | arge course every
year entitled "Sunni Muslinms"” and take everybody
t hrough it for five nonths? No, we don't have
courses |like that, but we make every effort to
ensure that people receive the kinds of training
and experience that they need to have to carry out
the investigations in any community they are
i nvol ved with.

The reality is that any of our
investigations generally affect a much small er
part of the conmmunity than the whole community.
As we have said on nore than one occasion, we
don't investigate conmmunities. W have no

interest in investigating comunities. W are
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interested in individuals and in some cases a
smal | er group of individuals, but at the end of
the day we have no interest in investigating any
comunity and don't do so.

MR. WALDMAN: You have given a
|l ong answer, but | take it the | ong and short of
it is there is no formal cultural sensitivity
training prograns.

s that correct? It is done on
the job on a case-by-case basis?

MR. ELCOCK: We do provide
addi ti onal courses, but the reality is a | arge

chunk of it is |learned on the job, yes.

MR. WALDMAN: | think you used the
termyesterday "Sunni Islamc terrorists" -- is
that correct -- as the major threat?

MR. ELCOCK: | have used that

term yes.

MR. WALDMAN: Doesn't that concern
you, that by using the term"Sunni Islamc
terrorist” you are branding the entire Sunni
| slam ¢ conmmunity as terrorists and that is a
perception --

MR. ELCOCK: No nmore so than |

woul d be if I were tal king about Irish Catholic
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terrorists, which | do as well. If I were to talk
about PIRA I can only tal k about Irish Catholic
terrorists. If I talk about Sikhs --

MR. WALDMAN: Why do you have to
tal k about Irish Catholic terrorists? Wiy don't
you tal k about the IRA? Doesn't it concern you
that if you talk about a group like Irish
Cat holics and you tal k about Irish Catholic
terrorists that you are | eadi ng people to believe
that a |l arge portion of the people are adherence
to terrorismin the Irish Catholic conmmunity?

MR. ELCOCK: | don't share your
view. The reality is, PIRAis drawn froman Irish
Cat holic population. It is a tiny fraction of
t hat popul ation but it is nonetheless drawn from
an Irish Catholic population, the same is true of
Sunni extrem sts. There are very few, relatively
few-- in terms of the population of Sunni
Muslinms, there are few peopl e who woul d be
classified as Sunni terrorists, but there are
undoubt edly some who are terrorists.

MR. WALDMAN: Doesn't it concern
you by using the term"Sunni Islamc terrorist”

t hat you are branding the whole community as

terrorists, especially after 9/11? Don't you
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think it would be more appropriate to tal k about
t he organi zati ons or extrem sts --

MR. ELCOCK: Unfortunately, that
doesn't work very well in the case of Sunn
| slam c terrorismbecause the reality of it is
that it is, rather than being purely a national
structure as you can sometimes with other
organi zations, it has tended to be an overarching
interlinked phenonena so that, in point of fact,
you get groups -- it is, if youwll, an
international terrorist organization in a way
whi ch most ot her organi zations are not.

In a sense, with Sunni Islamc
terrorismyou inevitably are left with that
generic description rather than saying somebody is
an Al gerian FI A menber or they are an Egypti an
Al -Gama' a al -Islam yya member. | n point of fact,
they may | ong have |l eft those organi zati ons and
they are part of an international mlieu,
terrorist mlieu.

MR. WALDMAN: | want to nove on to
anot her area, sources of information.

You have told us that you get
information froma variety of sources. Can you

tell us the different types of sources, sir? I'm
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not asking for State secrets but | think the
general and generic sources are pretty well known?

MR. ELCOCK: Information can cone
froma wi de variety of sources. They nmay come as
a result of our own operations in Canada, they may
come as a result of operations abroad, it may cone
fromsignals intelligence, it may come from
information fromother foreign services, it may
come frompolice forces in Canada, it may cone
i ndeed fromindividual citizens who may provide
i nformation.

MR. WALDMAN: So let's just go
t hrough that. Part would come from surveill ances
of different kinds, it could be the Canadi an - -
what is it, CES? The big super thing that has a
capacity to --

MR. ELCOCK: You are thinking of
CSE - -

MR. WALDMAN: CSE, yes.

MR. ELCOCK: -- Communi cati ons
Security Establishment.

MR. WALDMAN:  Yes.

MR. ELCOCK: CSE is responsible
for -- is a SIGINT organi zati on and some

intelligence could conme from CSE
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MR. WALDMAN: In ternms of your
operatives in Canada, | have read some of your
evidence and my understanding is that they don't
actually do covert operations, they work through
sour ces.

s that correct? You have said
that in testinony?

MR. ELCOCK: We do do covert
operations, but generally speaking, to make the
di stinction, as in comparison to a police
organi zation, we would not normally put an
undercover officer, i.e., a CSIS officer, inside a
terrorist organization or seek to do that. That
is not normally the way we woul d operate.

The police may do it for their own
reasons in some of their investigations. W don't
generally do that. W would generally seek to
recruit somebody in an organization.

MR. WALDMAN: So you recruit
somebody and you get sources. So that is one
source.

Surveillance is another source.

MR. ELCOCK: Yes.

MR. WALDMAN: Foreign intelligence

i's anot her source?
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MR. ELCOCK: "Foreign
intelligence”". |'mnot sure what you mean by
"foreign intelligence”

MR. WALDMAN: I nformation from --

MR. ELCOCK: Information collected
abroad, but that would not be defined for us in
our case as foreign intelligence.

MR. WALDMAN: You m ght coll ect
i nformati on abroad, but you could get information
fromforeign intelligence services as well?

MR. ELCOCK: We might. We m ght
have i nformation shared with us by other
intelligence services, yes.

MR. WALDMAN: So those are the
mai n sources then?

MR. ELCOCK: Yes.

MR. WALDMAN: Okay. And you put
it all together to get a big jigsaw puzzle, right,
and you conme to concl usions?

MR. ELCOCK: That's right.

MR. WALDMAN: Have you ever made
m st akes?

MR. ELCOCK: Everybody makes
m st akes. That's why we have processes and

procedures and checks in the case of CSIS, SIRC
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and the IGto try to ensure that those m st akes,
if they occur, are mnim zed. But if you have an
organi zation of human beings it is al nost

i nevitable m stakes will be made.

In the case of CSI'S, we have a | ot
more checks than nmost ot her people do, so we do
our best to mnimze them

MR. WALDMAN: Are you aware of
cases where CSIS made m st akes and erroneously
targeted peopl e?

MR. ELCOCK: |I'm not aware of a
case where we erroneously targeted somebody. | am
awar e of cases where we have concl uded, after
investigation, that notw thstandi ng our suspicions
the individual is not a threat to the security of
Canada and concl uded the investigation. That
happens fairly frequently.

MR. WALDMAN: Okay, well, | think
we are just doing a play on words. | understand
what you are saying. You are saying there is
not hi ng wrong with the targeting because you had
information to target?

MR. ELCOCK: [If we have sufficient
information to target an individual, then the

threshold for that is a reasonabl e suspicion that
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the individual is a threat to the security of
Canada and we woul d begin an investigation. And
it is a very rigorous process we go through, in
terms of even beginning an investigation. A
target subm ssion is usually 10 or 15, 20 pages,
even to begin an investigation.

MR. WALDMAN: Okay. So once --

MR. ELCOCK: So if we have done
that, if we have done that background, we have
some basi s upon which we have begun an
investigation. As |I think |I have said before, we
don't have thousands of people who are under
investigation at any particular point intime. |
think | said at one point that the number was
roughly 50 organi zations and 350, and it can vary
by 60 or 70 at any point in time -- individuals.
It's not a huge number of targets at any
particular point in time.

MR. WALDMAN: So you have 350
targets, nore or |ess, and you target the people.
And there are a consi derabl e nunber of cases
where, once you target, you realize you made a --
that they weren't involved. |Is that correct?

MR. ELCOCK: We may concl ude that,

i ndeed, notwithstanding the initial suspicions,
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t hat our suspicions were either unwarranted or, on
further review, there isn't a justification to go
any further.

MR. WALDMAN: So your initial
targeting was wrong?

MR. ELCOCK: No, it is not wrong.
Because if we have reasonabl e grounds to suspects
when we start, then we may -- then that decision
is accurate. Sinmply, we discontinued it because
we have concl uded that the individual is not a
threat to the security of Canada.

MR. WALDMAN: Does the
intelligence community make m stakes, in general,
do you think?

MR. ELCOCK: | would be hard put
to think of any community that does not make
m st akes, even | awyers, periodically.

MR. WALDMAN: Well, you are had a
| awyer too, eh?

MR. ELCOCK: | haven't practised
as a |l awyer for some years.

MR. WALDMAN: Are you denyi ng that
you are a | awyer?

--- Laughter / Rires

A. There are probably many who
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woul d suggest that |'m --

THE COMM SSI ONER: He is neither
confirm ng nor denyi ng.
--- Laughter / Rires

MR. WALDMAN: Well, there is
someti mes when | deny that | ama | awyer, too.

MR. ELCOCK: As long as you tell
the | awyer jokes first.

--- Laughter / Rires

MR. WALDMAN: So haven't we just
experienced a major intelligence failure in the
weapons of mass destruction? Wuld you describe
that as a major intelligence failure?

MR. ELCOCK: | am not sure that
can say at this juncture that it's a major
intelligence failure. The reality is intelligence
is imperfect science. By definition, you are
al ways at the mercy of the information you are
receiving, the perceptions that it's com ng
t hrough, in sonme cases, the sources of the
i nformati on, and so on.

So there are all sorts of things
that make it a very inperfect science. It would
appear that in that particular case that it was a

| ess-than -- | ess-than-perfect assessment.
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Havi ng said that, whether or not
there was a m stake or whether it was sinmply a
m sinterpretation of the data or whether -- it's
not clear at this juncture precisely what
happened.

MR. WALDMAN: Well, do you believe
there are weapons of mass destruction in Iraq,
now?

MR. ELCOCK: Pardon?

MR. WALDMAN: Based upon what we
have read, do you believe there are weapons of
mass - -

MR. ELCOCK: At this juncture,

t here woul d appear not to be weapons of mass
destruction in Iraq, but, having said that, they
coul d appear tonmorrow. | don't know.

MR. WALDMAN: Okay, well. ..

MR. ELCOCK: | don't have people
| ooki ng for weapons of mass destruction in Iraq,
so | can't honestly provide you with much of an
assessnment on that.

MR. WALDMAN: You haven't read the
assessnments that have come out from other sources?

MR. ELCOCK: There are a | ot of

assessments. | haven't seen any final judgments.
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And | think, if I recall M. Cay's
coments, he did, in fact, say that there were
still, in some cases, weapons of mass destruction
programnms, although not the major programs that
peopl e had expect ed.

MR. WALDMAN: So if | understand
your evidence with respect to the intelligence
community and m stakes, you accept that there are
circunstances when you will start believing that
someone m ght be involved and at the end concl ude
t hey are not?

MR. ELCOCK: As a result of an
i nvestigation, yes.

MR. WALDMAN:  Yes.

MR. ELCOCK: Again, all of those
are subject to review by SIRC and assessnent by
SIRC. So, at the end of the day, if they had any
concerns about any investigation we had undertaken
and whet her it was inappropriate, they would
l'i kely have said so.

MR. WALDMAN: Okay. Now, in the
course of your targeting someone and you are
investigating them would there be circunstances
where you m ght pass that information on --

i nformati on about that target on to the United
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States?

MR. ELCOCK: Again, you are back
into the i ssue of whether we share information,
what informati on we m ght share with anot her
service and when we share it. | can't -- that's a
hypot heti cal .

| mean, if we have intelligence
and we believe it's necessary to share it with the
United States or that we should think about
sharing it with the United States, then,
obvi ously, we have to go back into: What is the
bal anci ng act as to whether or not we share that
information with the United States? What is the
ri ght judgment to make?

MR. WALDMAN: | want to make sure
there is no rule that would preclude you from
sharing information with the United States when
someone i s targeted, but before you have reached a
final conclusion?

MR. ELCOCK: No.

MR. WALDMAN: So you woul d have to
bal ance that out?

MR. ELCOCK: That would sinmply be
intelligence that we would have to make -- if we

had enough intelligence that we believed that we
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could share, then, we would have to enter into
t hose consi derations. But, again, you are into
hypot heti cal s.

MR. WALDMAN: |I'm sort of stuck
with hypotheticals, unfortunately, given the
nature of the rules that we are playing with.

So --

MR. ELCOCK: Yes, but the
nature -- wait a mnute, you are asking questions
and hypotheticals. The reality is, at the end,

t hat you haven't got nmuch of an answer because
there are so many ifs involved that -- | mean, |I'm
not sure that you -- we know what the answer is.

MR. WALDMAN: No, but this is not
a hypothetical, this is a very sinple question.
|s there anything in the rul es about
informati on-sharing with the United States that
preclude you fromsharing i nformati on when a
person is targeted, but before you have reached a
conclusion? That's a sinmple question. That's not
a hypothetical, that's a --

MR. ELCOCK: No. No, there is
not hi ng that would prevent us fromsharing it, if
we concl uded there was intelligence which should

be shar ed.
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MR. WALDMAN: So |et us say you
shared informati on and then afterwards you
concluded the person was no | onger a threat.
Woul d you tell the Americans, make sure you told
t hem t hat ?

MR. ELCOCK: |If that had happened,
l'i kely we woul d, yes.

MR. WALDMAN: Likely, but not for
certain?

MR. ELCOCK: Oh, | think we
probably would, if we had told the Americans that
we t hought sonmebody was a threat.

But | would reiterate what | said
before. In respect of all of the sharing we do,
every case that SIRC has revi ewed since September
the 11t h, and before, frankly, |I'mnot aware of a
case that they have revi ewed where they have
concluded that the sharing of our information was
i nappropri at e.

MR. WALDMAN: Well, are there
cases outstandi ng of conplaints that have j ust
recently been filed by --

MR. ELCOCK: | am not aware of any
cases that are outstanding at this juncture that

have not been reviewed by SIRC and a report
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provided to the m nister or to --

MR. WALDMAN: Has M. Nureddin's
case been reviewed by SIRC yet?

MR. ELCOCK: | don't know if his
case has been revi ewed.

--- Pause

MR. WALDMAN: | would |ike to nove
on to -- move back to the question of informants.

MR. ELCOCK: Pardon?

MR. WALDMAN: Of informants of
sources. You told us that, generally speaking,
you don't engage in covert operations. Your
operatives recruit informants within the --

MR. ELCOCK: No, we do engage in
covert operations. What we don't do is put
undercover officers --

MR. WALDMAN: Ri ght, sorry.

MR. ELCOCK: ~-- in organizations.

MR. WALDMAN: Thank you for
explaining that to me. | appreciate it.

Okay. So if you are |ooking for
sources in the comunity, what criteria do you use
when you try and recruit sonmebody?

MR. ELCOCK: You try and recruit

somebody who is recruitable.
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MR. WALDMAN: Recruitable. And
are the factors that nake a person recruitable?
MR. ELCOCK: A number of factors

can make someone recruitable. Again, that is an

entirely fact-driven circunmstance. It will depend
on the individual, it will depend on the
circunstances and it will depended on the case.
That is an -- that is sinmply a judgment that is

made on the basis of a specific fact situation.
There is no way that you can wite a recipe for
recruitment. | have never seen one.

MR. WALDMAN: A recipe for
recruitment.

Isn't it true that CSIS often
recruits people who haven't got their inmgration
status and tries to obtain information fromthem
peopl e who are in refugee process?

MR. ELCOCK: On occasi ons, but

rarely

MR. WALDMAN: On occasions, but
rarely

Do you know - -

MR. ELCOCK: And | would note
that -- and it is one of the things that SIRC
reviews -- CSIS officers may not offer
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i nducements, i.e. assistance, in the imm gration
process in order to secure recruitment or
cooperation.

MR. WALDMAN: Are you fam i ar
with the Sivakumar case?

MR. ELCOCK: | think there are a
| ot of people in the roomwho are famliar with
t he Sivakumar case.

MR. WALDMAN: It was part of M.
Stewart Bell's book, was it not? | think he wrote
about it.

MR. ELCOCK: | don't --

MR. WALDMAN: You didn't read

MR. ELCOCK: | don't recal
whether it's in Stewart's book or not.

MR. WALDMAN: Okay. | know I can
only talk -- I know you can only tal k about the
public part of the Sivakumar case, but didn't CSIS
recruit M. Sivakumar while his inmm gration status

was uncertai n?

MR. ELCOCK: | amnot going to
coment on that case. | haven't got the documents
in front of me. | know there was a finding in

t hat case. Whether | agree with that finding
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entirely is neither here nor there.

MR. WALDMAN: Well, perhaps |
coul d ask you because | happen to have the
docunents of the Sivakumar case in Volume 1.
Perhaps | could ask you to go to Volune 1, please.
It start at page 156.

--- Pause

MR. WALDMAN: Now, | am not asking
you to tal k about anything over and above what's
public in M. Sivakumar's case. And although the
report was secret, am|l correct in saying this was
t he redacted version of the report that was nmade
public?

MR. ELCOCK: | assume it is the
redact ed version.

MR. WALDMAN: | think it is pretty
clear given that there are |lots of holes init.

MR. ELCOCK: Yes.

MR. WALDMAN: Are you fam i ar
with the facts of M. Sivakumar's case?

MR. ELCOCK: Yes.

MR. WALDMAN: He came to Canada,
made a claimfor refugee status, and during the
course of the refugee process he was recruited by

CSl S. |s that correct?
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MR. ELCOCK: At this juncture all
| can do is speak to what is in this document. |
am not prepared to go any further than what is in
t his docunent.

In this document SIRC says that it
found that he was not so recruited. But | am not
prepared to go further than the document.

|f you want me to essentially read

into the record the SIRC report, | am happy to do
t hat but that is not -- | amnot sure what that
gets you.

MR. WALDMAN: But is it not
correct that when --

MR. ELCOCK: | amnot going to
coment on whet her any of those findings are
correct or whether | believe any of those findings
or whether | concluded that they are indeed
accur at e.

Those are the findings of SIRC. |
can't comment on why SIRC came to those
concl usi ons and whether indeed | think it is
accurate. They stand for what they stand for and
not hi ng nor e.

MR. WALDMAN: We will get to that

in a m nute.
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s it not correct that when
M . Sivakumar sued the Government of Canada and
t he governnent filed a statement of defence, the
Government of Canada acknow edged t hat
M. Sivakumar was in fact working for CSIS,
provi ded i nformati on of interest to CSIS?

This is on the public record.

MS Mcl SAAC. Perhaps we could show
the witness the statement of defence and the
passage you are referring to.

MR. WALDMAN: | don't have the
statement of defence here.

MR. ELCOCK: | don't recall it off
the top of my head, to be perfectly blunt.

MR. WALDMAN: | understand you are
not going to go any nore. | will ask you about
the findings that were made and ask you if you
agree or disagree.

MR. ELCOCK: | think | have
already said that the docunent stands for what it
stands for; that they are the findings of SIRC, no
more and no less. | amnot going to comment on
t hat apart fromsaying that if the finding of
S| RC.

MR. WALDMAN: Why can't you tel
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me whet her you di sagree or not. You spent a good
deal of tinme yesterday, sir, telling us about how
wonder ful SI RC was and what a wonder f ul
relationship you had and how i nportant SIRC was.

Why are you not going to --

MR. ELCOCK: | think |I said that
SI RC was - -

MR. WALDMAN: Sir, | would like to
finish my question, please. Thank you.

You told us yesterday that SIRC
was very inmportant to this process. 1|s that not
correct?

MR. ELCOCK: That is correct.

MR. WALDMAN: And you sai d you had
a |l ot of respect for SIRC and that they had
acquired a great deal of know edge with respect to
t he operations of CSIS. 1Is that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: And you sai d that
because of SIRC, CSIS was a stronger institution.
s that correct?

MR. ELCOCK: That is correct.

MR. WALDMAN: So SIRC finds that
M. Sivakumar was prom sed that if he cooperated

with the service, they would not interfere with
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his -- that they would make sure he was not
deported from Canada.

I s that not correct? That is what
SIRC found?

MR. ELCOCK: That was the finding
of SI RC.

MR. WALDMAN: Do you agree with
t hat finding?

MR. ELCOCK: That was the finding
of SI RC.

MR. WALDMAN: Why won't you tel
me whet her you agree with it or not?

MR. ELCOCK: Whether | agree with
it is neither here nor there.

MR. WALDMAN: | think it is very
rel evant, sir.

MR. ELCOCK: | don't think it is.

MS Mcl SAAC: M. Comm ssioner --

MR. WALDMAN: Excuse ne.
M. Comm ssioner, this is not a question of
nati onal security, whether M. Elcock agrees or
di sagrees with the finding of SIRC. 1t goes to
t he whol e question of the relationship between
CSI'S and SI RC.

| think it is highly relevant that
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M. Elcock tells us whether he agrees or disagrees
with this specific finding of SIRC.

THE COMM SSI ONER: Ms Mcl saac?

MS Mcl SAAC. What | was going to
say is the problemhere is the SIRC report was
redacted on the basis of certain information which
was found by SIRC itself to be subject to national
security confidentiality. The report speaks for
itsel f.

Whet her or not CSIS agrees with
the findings of the SIRC, | think in this case is
not relevant. The Comm ssion can make whatever
determ nations it wi shes to make as to both the
rel evance and the wei ght of the SIRC report, and
that seenms to me to be as far as we need to go
with that particular report.

THE COWM SSI ONER: Do you want to
add sonet hing, M. Wal dman?

MR. WALDMAN: | don't think | have
anything nmore useful to say. It seens to me
hi ghly relevant to know what M. Elcock thinks
about a report that was critical of CSIS.

Wth respect to what nmy friend
just said about the findings, the findings are

quite clear and in the unredacted version there is
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no controversy as to what was found.

THE COMM SSIONER: It strikes me
t hat one of the reasons -- | don't know if
M. Elcock agrees or does not agree. But likely
hi s agreement or di sagreenent is based upon facts
as he knows them and what he is saying is those
have been redacted fromthe report. So, for
starters, | would think there would be a concern
potentially about it.

Second, M. Waldman, | am not sure
| agree with you that | amreally that interested
in M. Elcock's position, whether he agrees or
di sagr ees.

You do have a finding of SIRC who
conducted a hearing and | can tell you, whatever
rel evance it is to this case, | would be nost
di sinclined to go behind a finding of a body Iike
SIRC after they conducted a hearing and conduct
anot her one.

So if what you are seeking to have
before this inquiry is evidence of the finding of
SIRC, it would seemto me in the face of it you
have that. | would need pretty strong evidence of
somet hing to di sregard what SIRC has al ready

f ound.
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So, a long way of ruling that I
t hi nk you can nove on to your next question.

MR. WALDMAN: Okay. | would Ilike
to take you to the SIRC finding in the Goven case,
t he next docunent.

MR. ELCOCK: What page is that?

MR. WALDMAN: |t starts at page
186.

The Goven Report differs. | am
sure you are aware of this report as well?

MR. ELCOCK: Yes.

MR. WALDMAN: This is by Bob Rae
when he was a member of SIRC. |Is that correct?

MR. ELCOCK: Yes, that is right.

MR. WALDMAN: Is it not correct
that M. Rae was extremely critical of CSIS view
of member ship?

MR. ELCOCK: The report is
critical, yes.

MR. WALDMAN: The report is
witten by M. Rae?

MR. ELCOCK: Yes.

MR. WALDMAN: So the report is
critical.

Do you agree with M. Rae's
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concl usi ons about CSI'S views on menbership?

MR. ELCOCK: M. Waldman, | don't
mean to interrupt you, but earlier you took me
t hrough a Iine of questioning about the inmportance
of SIRC. The inmportance of SIRC, it has all of
t hose importances to us. The reality is it is
i nappropriate for me to coment and express ny
agreement or di sagreement, and | have not done so,
with respect to any SIRC deci sion.

SIRC is the body that reviews the
service. W accept the findings that it puts out.
| f we have a disagreement with a recommendati on
t hey have made, we make our differences with SIRC
clear to the Mnister. That is the only avenue of
di sagreenment resolution, if you will, we have with
SI RC.

| have never comented publicly on
SI RC decisions or criticized them one way or
another, if | believe they have gone in the wrong
direction, or alternatively commented to say |
agree that that is the right decision.

The SIRC s decisions stand for
what they stand for. They have made their
deci sion. We move on fromthere.

| have never expressed ny
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agreement or disagreement with a SIRC deci sion.

MR. WALDMAN: But you are no

| onger, | think we have --
MR. ELCOCK: | am here as the
former Director of CSIS. | don't think | am here

in my personal capacity, Ward El cock, to express
my general views on the state of the world.

MR. WALDMAN: I n the SIRC report
on Goven, M. Rae found -- | just want to read you
one section, because | want to know what you did
in response to that.

| was planning to do a | ot nore,
but given what you ruled, M. Comm ssioner, | just
have to find the right portion of the Goven
report.

THE COMM SSI ONER: Is it page 216
you are | ooking for?

MR. WALDMAN: Well, it starts on
page 212.

On page 212 he says:

"The difficulty with this
line of approach ..."
Around menber shi p.
... is that it casts a very

wi de net, and that a great
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many people who are
politically active Kurdish

nationalists, who are

peaceful, | aw abi di ng and
non-violent, will be | abelled
as '"terrorists'. In ny view,

this is exactly what has
happened in the case of M.
Goven. He has been unfairly
| abell ed. He is not a member
of a terrorist organization."
M. Rae concluded as a member of
SIRC that you cast too wi de a net when you | abel
peopl e as nmenmbers of terrorist organizations.
Whi ch steps did CSIS take after
this report in order to correct it?
MR. ELCOCK: | think in point of
fact what M. Rae found was that the PKK was not a
terrorist organization.
MR. WALDMAN: | don't think that
is what he found.
MR. ELCOCK: | think that is what
he said in essence.
That said, | can't comment on what

actions -- at this point, to be perfectly honest,
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| don't recall what actions were taken as a result
of that decision and the recommendati ons that were
made. So | would have to check in any case.

It may well be that sonme of those
actions are classified. | don't know  But |
simply don't recall.

THE COMM SSI ONER: There are
reconmendati ons at the end of the report, |
bel i eve.

MR. ELCOCK: Yes, but | don't
recall precisely what happened as a result of
t hose recommendati ons.

MR. WALDMAN: That is quite
interesting because you said you listened very
carefully where SIRC said --

MR. ELCOCK: No. What | said,

M. Waldman, is that | don't recall. This
happened some tinme ago. | don't recall off the
top of my head what happened as a result of the
reconmendati ons by SIRC.

MR. WALDMAN: So SI RC made
recommendations in the Goven report, very
extensi ve recommendati ons; recommendati ons about
the security screening, about the conmplication of

interviews, about menbership, about concl usions
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about nmembershi p, about CSIS casting too wi de a
net .

And you don't recall what was
taken after that?

MR. ELCOCK: | do recall that we
went to the Mnister with some recommendati ons. |
don't recall the details of that at this juncture,
and | didn't make an effort to be informed about
it because | didn't know that | was going to be
asked about it, M. Wal dman.

MR. WALDMAN: It is in the
mat eri al .

MR. ELCOCK: The recommendati ons,
yes, but the action taken is not there.

MR. WALDMAN: Perhaps it m ght be
useful for M. Cavalluzzo to explore what action
was taken. | would assume it falls into the area
of secret, at least initially, and I think it
woul d be inmportant to know what acti on was taken
in response to the specific findings in both of
t hese cases.

THE COWMM SSI ONER: Why don't we
| eave it this way. M. Cavalluzzo will consider
it.

| rmust say | am struggling a bit
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necessarily to the rel evance of it.

MR. WALDMAN: If | could assi st
you with respect to the issue of relevance in this
case, it seens to me, especially in the Goven case
where M. Rae basically said that CSIS casts far
too broad a net in terms of defining menbers, it
is highly relevant to your deliberations here of
what actions were taken after Goven.

THE COMM SSIONER: | think on that
basis we can follow up and see what specific
actions were taken.

MS. Mcl SAAC: M. Comm ssioner,
may | make a point here.

It must be remenbered that the
Goven case deals with an issue that has bedevil ed
t he government and the imm gration authorities for
some time, and that is the status of an individual
seeki ng Canadi an citizenship and the issue of to
what extent mere membership in an organization,
what | evel of activity within that membership is
appropriate or necessary in order to deny that
i ndi vidual the standing they are seeking under an
i mm gration case.

As | recall and as | read the SIRC

report in this context, it has very nmuch to do
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with the particular circunmstance. |n particular,
t he recommendati ons i nclude recomendati ons
dealing with reconsi deration or amendnents to the
| mm gration Act and the Citizenship Act to deal
with this very question of: At what point does
membership in an organi zation disqualify an

i ndividual fromcitizenship or |anded i mnm grant
status, as the case may be?

It is a very particular
circunmstance, which in nmy subm ssion has very
little relevance to the i ssues which you are
i nvestigating today.

THE COMM SSIONER: | think the
reconmendation with respect to casting too broad a
net is something that should be pursued.

M. Caval luzzo will follow up and
inquire into that.

MR. WALDMAN: There is just one
| ast point in the Goven report that | want to take
you to because it is relevant. It deals with
human sources.

It is the bottom of page 212. |
will read it to you.

It says:

"Nor is a sinple assertion by
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a human source that someone
el se is a member of the PKK a
"fact'. It is an expression
of opinion fromwi thin a
beeaguered conmmunity where
rumour and gossip inevitably
feed on each other. Sonmeone
could well have a persona
grudge, and knowi ng how
damagi ng such an opi ni on
could be when given to CSIS
(usually for money). It is
difficult to see how much
stock can be placed on that
kind of "information'."

That | eads me to ny | ast area of
guesti oni ng.

| have one | ast area which is on
t hi s whol e question of informants and then | am
done.

Do you want to break now?

THE COMM SSI ONER:  No. If we can,
| would like to continue. W are running behind.

How much | onger do you think you

will be?
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MR. WALDMAN: Not very long. |
suppose | could try and finish quickly.

THE COWMM SSI ONER: I f you are
able, | would prefer to carry on with just a
single break in the norning sessions.

MR. WALDMAN: | amfine. | was
just conscious of the time.

THE COMM SSI ONER: M. El cock, do
need to break?

MR. ELCOCK: No. | amfine.

THE COMM SSI ONER: We may sit to
one today.

MR. WALDMAN: | don't think I wl
be much longer. | just have to deal with this
i ssue of sources.

| started off with foreign
sources, but | really haven't dealt with the whole
i ssue of in-Canada sources.

| want to deal briefly with that.

THE COMM SSI ONER: Go ahead.

MR. WALDMAN: | just read to you
somet hing fromthe Goven report. | am not asking
you to comment on the report per se but the idea
in the report.

Woul d you not agree with me that
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when you rely on human sources of information that
you have told us you accrued in the conmunity, the
information often is not reliable?

MR. ELCOCK: The information needs
to be checked very carefully, and we exploit a
| arge nunber of ways in order to try and ensure
t hat we have found ways to corroborate or confirm
t hat information; that the informati on we have
been given is accurate.

MR. WALDMAN: You have told us
t hat on occasion you recruit people whose
imm gration status is in question and they are
very vul nerabl e.

How do you assess the reliability
of information used in the context of an extrenmely
vul nerabl e person who relies on your officers for
assi stance?

MR. ELCOCK: We have a nunber of
ways, as | said, of checking whether information
is reliable. W do use polygraph, as | think is
probably known. There are a number of other ways
in which we can check information.

Frankly, | would be unable to
coment in public because it would revea

operational methods if | were to do so.
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MR. WALDMAN: Are informants
someti mes pai d?

EL COCK: Par don?

> 3

WALDMAN: Are they someti mes
pai d?

MR. ELCOCK: Yes.

MR. WALDMAN: Do i nformants
generally come fromwi thin the community that is
bei ng consi dered?

MR. ELCOCK: Soneti mes, not
al ways.

MR. WALDMAN: How are they
recruited?

MR. ELCOCK: It depends on the
i ndi vi dual case. What allows one to recruit
somebody will be different in any case. 1In sonme
cases it may be that people come forward out of a
sense of, surprisingly enough, patriotic duty to
provide information. | n other cases it is other
reasons.

It depends on the specific case.
As | said, there is no recipe for recruitment.

MR. WAL DMAN: If informati on canme

from someone out of patriotic duty, would you find

it nore reliable than information froma paid
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i nfor mant ?

MR. ELCOCK: In any case we have
to assess any piece of informati on we are given.
| f you gave nme information tonmorrow, | woul d have
to find some way to corroborate that information.

The reality is we take no
information at face value. Every piece of
informati on we get, we have to find a way to
corroborate it, to check it. Only when we have
done that can we assign an assessnent of
reliability to that information.

MR. WALDMAN: How woul d you know
if the corroborating information is reliable?

MR. ELCOCK: [If, for example, the
informati on came froman intercept, we would have
per haps great assurance that it was reliable.
There are different ways of confirm ng
i nformation.

As | said, we have a number of
techni ques for doing that. Frankly, it would be
in appropriate for me to go into that in public.

MR. WALDMAN: | am just going to
confer with my col | eagues.

--- Pause

MR. WAL DMAN: | think | am
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finished. | think I would rather approach these
with M. Hooper.

THE COWMM SSI ONER: Thank you,
M . Wal dman.

Ms Mcl saac, how | ong do you expect
to be?

MS Mcl SAAC. | don't think very
| ong, probably no nore than half an hour, probably
| ess.

THE COWMM SSI ONER: Wbul d you be

content if we proceed now?

MS Mcl SAAC: | would prefer, in
fact | think it would be better, if we took a
br eak. | am sure | could ensure that | was

shorter.
THE COMM SSI ONER: That we break
for lunch and then come back.
MS Mcl SAAC: Yes.
THE COMM SSI ONER: All right. W
will break until 2 o'clock.
--- Upon recessing at 12:29 p.m /
Suspension a 12 h 29
--- Upon resum ng at 2:00 p.m /
Reprise a 14 h 00
THE COMM SSI ONER: Good afternoon.
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Ms Mcl saac, | understand that
there are no questions.

MS Mcl SAAC: That is correct, sir.

THE COMM SSI ONER: M. Caval luzzo,
any re-exam nation?

MR. CAVALLUZZO: | have no
re-exam nation.

THE COWMM SSI ONER: Okay. Then, we

will go ahead with the next witness, who is M.
Hooper.
--- Pause

W LLI AM JOHN HOOPER: SWORN

MR. DAVID: M. Comm ssioner.

THE COMM SSI ONER: M. Davi d.

MR. DAVID: A few prelimnary
matters before we begin the testimny of M.
Hooper.

First of all, your information and
the informati on of everybody in the room | wil
be referring to essentially four binders or four
documents, two of which you are already famli ar
with, that is the |egislation binder, as well as
t he policy binder, which contains the operational
directives.

I n addition, two new bi nders are
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going to be filed before the Comm ssion at this
time. One is entitled, "CSIS Background
Material ".
THE COMM SSI ONER: Okay. Shoul d
we mark that the next exhibit?
MR. DAVID: | think so.
THE COMM SSI ONER: That will be
Exhi bit No. 9.
EXH BI'T NO. P-9: Document
entitled, "CSIS Background
Material ."
UNI DENTI FI ED SPEAKER: \What is
t hat, please?
THE COMM SSI ONER: That's this big
book.
MR. DAVID: It is the CSIS
background material, and it's entitled as such.
There are 15 tabs to this vol une,
and they contain extracts fromthe websites of
t hree organi zations, the first being CSIS, the
second being SIRC and the third being the Office
of the I nspector General.
THE COMM SSI ONER: Okay. And the
next new vol unme is?

MR. DAVID: And the fourth vol unme
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is a volume entitled, "Studies Prepared by CSIS".
So this will be Exhibit No. 10. |Is that correct?

THE COMM SSI ONER:  Yes.

MR. DAVID: Okay. And this binder
contains studies that were prepared by CSIS that
are relevant to this Comm ssion's works.

EXH BI'T NO. P-10: Docunment
entitled, "Studies Prepared
by CSI S"

THE COMM SSI ONER: Okay.

MR. DAVID: | wish to thank our
assistants, Adela Mall and Veena Verma and
Dani el l e Barreau in the production of those
documents. They did so under extreme time

constraints and | wish to thank themin that

regard.

THE COWMM SSI ONER: That's good and
you just -- you made them very happy. Big smles,
t here.

EXAM NATI ON

MR. DAVID: M coll eague and
friend, M. Cavalluzzo, has described off the
record M. Elcock's testimny as, "Flying 30,000
feet in the air". W are now descending with M.

Hooper and we are going to be getting down to the
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nuts and bolts of how CSIS operates.

The purpose of his testinony, M.
Comm ssioner, is to provide understanding, it's to
provi de education and it's to provide insight into
t he workings of an inportant arm of the Canadi an
government, one that, by its very nature, is not a
very public organization.

The overview of his testinony wil
cover essentially six bold topic areas, the first
bei ng an overview of CSIS, itself, in termof four
di fferent conponents, the first being the mandate,
t he second being the powers, the controls and,
finally, the review process of CSIS.

The second broad topic will be
domestic liaison, that is domestic |iaison
arrangenments and agreenments, with various arnms of
ei ther the Canadi an or provincial governnents, and
a particular focus will be had on disclosure with
t he RCMP.

The third broad topic will be
l'iaisons with foreign entities.

Fourthly, we will then cover
di scl osure in support of enforcenment actions.

We will then cover the CSIS

targeting powers referred to by M. Elcock this
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nor ni ng.

Finally, M. Hooper will give us
an overview of the contenporary terrorism
situation, both in the world and i n Canada.

So on that, | would like to
introduce to you and to the public, M. Hooper.

M. Hooper is the Assistant
Director of Operations of CSIS. He has been
involved in the security intelligence field for
some 30 years of his career.

M . Hooper, maybe you are the best
pl ace to give us a brief description of your CV,
of your biographical information.

MR. HOOPER: As you have
mentioned, M. David, | amcurrently the Assistant
Director of Operations of the Canadi an Security
I ntelligence Service.

What that mean is | have
executive responsibility for the service's
collection and anal ysis prograns as they relate to
intelligence, terrorismand proliferation.

| am al so responsi ble for
executive managenent of the service's Human Source
Program

In nore detail, what that means is
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| have the responsibility of ensuring a direct
concordance between mnisterial direction, as it
relates to the national requirements for security
intelligence and the collection and anal ysi s
progranms of the service, ensuring that the
operati ons that we conduct are in direct
conpliance with the law, mnisterial directives
and operational policy, and that we conduct those
operations efficiently and effectively, with due
regard to national security.

If I may, you nmentioned that |
have been involved in | aw enforcement and security
intelligence for some 30 years. |t may be of sone
use to the Comm ssion to know that | joined the
RCMP in 1974 and served as a detachment general
duty officer until 1981.

MR. DAVID: So you are one of the
20 per cent M. Elcock described as stil
remai ning fromthe RCMP.

MR. HOOPER: A dying breed,
literally and figuratively.

In 1981, | transferred to the RCWP
security service in Vancouver and became a member
of the Canadi an Service Intelligence Service when

the CSI'S Act was pronul gated on July the 16th,
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1984.

In 1985, | was transferred to our
nati onal headquarters, and anong the
responsibilities that I had at that time involved
the service's Emergency Preparedness Program and
l'iaison with the newly constituted revi ew bodi es,
the Security Intelligence Review Commttee and the
Office of the Inspector General.

From 1988 until 2000, my career
was devoted exclusively to counter-terrorism
operations. | served, variously, as the head of
the service's Threat Assessnent Program the head
of International Terrorismin the Province of
British Columbia; the deputy chief of
Counter-Terrorismin British Columbia; the chief
of M ddl e East and North African Terrorism and
headquarters; the Deputy Director General of
Operations, Counter-Terrorism Branch; and the
Acting Director General of the Counter-Terrorism
Branch until 2000, when | was transferred to
Toronto and assumed duties as the Director General
of our regional office there.

I n June of 2002, that's correct, |
was transferred to headquarters, where | assumed

my current duties.
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MR. DAVID: And | understand that
you are actually Acting Deputy Director of
Operations, at the present time.

MR. HOOPER: Yeah, that was
occasi oned by Director Elcock |eaving the service
and sonme adm ni strative changes we had to make
around his departure.

MR. DAVID: M. Comm ssioner, if |
could refer you to the background materials that
have been filed now as Exhibit 9, you will see
that at Tab 2 we have provi ded an organi zati onal
chart of CSIS, and the responsibilities which M.
Hooper has descri bed are properly documented on
page 2 of Tab 2, which, in effect, describes the
role of the Assistant Director of Operations.

It is divided into, actually, four
broad topics, being counter-terrorism
counter-intelligence, counter-proliferation and
human sources.

On that, M. Hooper, | would Iike
you now to -- there are, as has been descri bed,
four basic elenments to a security intelligence
system These four basic el ements have been
descri bed as being the mandate of the

organi zation, the powers, the controls and the
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review mechani sns.

| would |ike you to describe for
us the application of those four broad elenments to
CSIS, starting with mandate. | think that is the
nost basic el ement.

MR. HOOPER: | should say at the
outset that there may be some not redundancy but
duplication in nmy testinony from M. Elcock's, but
| think that is necessary. And as you indicated
at the outset, | amflying at a slightly | ower
altitude, maybe more than a slightly | ower
altitude, but I think it is important to
contextualize nmy subsequent testinony and to bring
some fabric to what | have to say relative to the
targeting process and external review.

But, as you have said, | think
there are four basic elements to our security
intelligence architecture, as you have descri bed:
mandat e, powers, controls and review.

Starting with mandate, the
McDonal d Comm ssion of Inquiry observed that the
mandat e of the RCMP Security Service was diffuse
and ambi guous and not founded in | aw.

The Comm ssion, among its

recommendati ons, recommended that a civilian
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security intelligence service be created with a
| egi sl ati ve mandate which would include threats to
the security of Canada.

We have tal ked about section 12.
In fact that is what transpired and a feature of
our legislation is what we call the primary
mandat e or our section 12 mandate, which is the
authority to collect, analyze, retain information
related to the threats of the security of Canada
and to advise the government.

MR. DAVID: If | could maybe
interrupt you at this point.

Section 12 is obviously a keystone
provision of the CSIS Act. If we could refer to
it in the actual |egislation and perhaps highlight
the main features of section 12.

First of all, in terms of the
duties and functions of CSIS, we see at section 12
that CSISis involved in four basic activities.
They can be descri bed as collection, analysis,
retention of information, as well as reporting of
i nformation.

| f you could give us an overview
of those activities in terms of CSIS?

MR. HOOPER: | think they kind of
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speak for themselves, but in terms of the

i mportant features of section 12 | think perhaps
t he nmost important feature is the "strictly
necessary" provision, which limts the collection
of information relative to security threats to
that which is strictly necessary.

It al so speaks to threshol d.
Agai n, our threshold being reasonabl e grounds to
suspect, which in main part distinguishes us from
| aw enf orcement agencies who operate under a
reasonabl e grounds to believe a threat exists or a
crime has occurred or is about to occur.

In terms of our mandate, | think
t he principal distinguishing features would be
three as it relates to section 12, again the
threshold, the strictly necessary provision and,
thirdly, the fact that we provide advice to
government, which again is a feature
di stinguishing us from | aw enforcement agencies
for the nost part.

MR. DAVID: Section 12 you have
mentioned refers to the |legal criteria of
reasonabl e grounds to suspect.

Can you contextualize that in

terms of how a police force would undertake its
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work and how it affects the way CSIS undert akes
its obligations under the | aw.

MR. HOOPER: | amnot a | awyer,
but | think the common law tradition is there has
to be a reasonabl e apprehension that a crime has
occurred or is about to occur before a | aw
enf orcement agency can take action.

The primary responsibility of a
security intelligence service is to provide
forewarning in relation to threats to the security
of Canada. |In order to provide that el enent of
forewarning, it is necessary that we engage in
investigations at a | ower collection threshold.

We can't wait until there is imm nent, say, threat
of a terrorist act before we start collecting
around it. | think that was contenpl ated by the

| egi sl ators when they drafted the CSIS

| egi sl ati on.

For the RCMP's part, or any other
| aw enf orcement body for that matter -- and if |
may frame my answer around the national security
domain and give the example of the RCMP, they have
responsibility to investigate threats to the
security of Canada or threats that derive --

crimnal offenses that derive froma threat o the
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security of Canada or crim nal offenses related to
internationally protected persons.

Their threshold, again, is
reasonabl e grounds to believe, which brings them
into the picture at a somewhat | ater point in an
investigation's critical path than the service's
woul d.

As M. Elcock said yesterday,
there is no sharp, white defining |ine between
what the police do and what we do, but the time of
engagement is somewhat different between ourselves
and | aw enforcenment and there is a degree of
overl ap where security intelligence investigations
and | aw enforcenment investigations may run in
paral l el .

The art of what we do with the
police is to try to define the length of that area
of overlap, and that differs fromcase to case.

MR. DAVID: Thank you.

The second mandate of CSIS under
the law is to provide security assessnents. This
is provided for in section 13. Could you briefly
mention the activities of CSISin this regard? In
what context is that?

MR. HOOPER: Sections 13, 14 and
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15 are what we refer to as our screening mandate
which allows us to provide advice to mnisters
relative to public service enployment. [|f an

i ndi vi dual wants enpl oyment at the Gover nnent of
Canada and a security clearance is required as a
consequence of that enmployment, we have a mandate
to provide security assessnment advice to

m ni sters.

Section 14 provides us with a
mandate to provide advice to the mnisters
responsible for immgration and citizenship
prograns.

Section 15 effectively allows us
to undertake investigations to performor to
execute those two mandates.

MR. DAVID: The final area that
CSISis involved in in ternms of the general
mandate is foreign intelligence.

Coul d you briefly describe foreign
intelligence and perhaps distinguish between what
foreign intelligence is and security intelligence.
Because section 12 | think refers to security
intelligence, whereas section 16 in fact refers to
foreign intelligence.

MR. HOOPER: This could be a | ong
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and esoteric discussion, but I will try to reduce
it down to its constituent parts.

We sometimes refer to section 12
as our threat mandate. We refer to section 16
information or foreign intelligence as non-threat
related information to the extent that it rel ates
to the capabilities and intentions of foreign
persons or entities or governments. W coll ect
foreign intelligence in Canada -- there is a
statutory limtation to where we can coll ect
foreign intelligence -- and we collect it on the
request of either the M nister of Foreign Affairs
or the M nister of National Defence in support of
Canadi an foreign policy or international affairs
initiatives, and the defence of Canada in the case
of National Defence.

MR. DAVID: You have mentioned
t hat section 12 refers to the notion of threats to
the security of Canada. This is a definition that
is provided in section 2 of the Act.

Coul d you briefly go through the
four sub definitions of what constitutes a threat
to the security of Canada under the CSIS Act?

MR. HOOPER: W t hout reading the

specific threat categories, they generally are
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section 2(a) would be espionage or sabotage;
section 2(b) would be foreign interference(sic)
activities that are clandestine or covert,
threatening to any person or detrinmental to the
interests of Canada.

Section (c) is comonly what we
refer to as our terrorismmandate. | m ght add
t hat that was the only feature or the only article
of the CSIS Act that was amended as a consequence
of the pronul gation of anti-terrorismlegislation.

As was heard in yesterday's
testi mony, three words were added to the part (c)
of the threats to the security of Canada
definition, whereas before it used to read:
activities directed toward or in support of
serious political violence to achieve a political
objective, to that were added the words "religious
or ideol ogical".

Section 2(d) is generically
referred to as our subversion mandate.

| ought to say in that regard
there was a mnisterial directive that was issued
to the service in 1988 requiring that all 2(d)
investigations be subject to m nisterial approval.

I n point of fact, | don't believe we have had a
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2(d) investigation, certainly in the |ast decade,
but probably since 1990 or thereabouts.

So it is a feature of our mandate
t hat we don't engage.

MR. DAVID: The second component
of a security intelligence systemis powers, what
are described as powers.

Can you give us an overvi ew of
t hat component ?

MR. HOOPER: Under the CSIS Act,
t he director has control and management of the
service's day-to-day responsibilities, but he is
accountable to the Mnister, currently the
M ni ster for Public Safety and Enmergency
Prepar edness.

One of the powers or limtations
of powers is the M nister can and does issue
m nisterial directives to the service.

MR. DAVID: W have exanpl es of
such directives under the policies binder in
Tabs 1 and 2, M. Comm ssioner. They have been
provi ded and are public docunents.

MR. HOOPER: The director chairs,
as you heard in testinony this morning, the Target

Aut hori zati on and Revi ew Comm ttee, which is the
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body whi ch approves CSIS targeting. He also
chairs the Warrant Review Comm ttee, which is a
commttee that contenplates affidavits in support
of the use of our most intrusive powers, powers
whi ch must be convoked by the Federal Court of
Canada.

| will get into a broader
di scussi on of our powers of investigation on how
we operationalize those under our targeted policy,
but essentially we do have three | evel s of
investigation, Levels 1, 2 and 3; 1 being the
| owest, 3 being the highest in terns of the |evel
of intrusion that we are authorized to use and
each | evel subsum ng the powers that are contai ned
in the level lower to it.

MR. DAVID: This is sonmething we
will be reviewing in a few m nutes in some detail.

Certainly the third el ement of the
security intelligence system controls, we are
essentially speaking of arrangement that may exi st
with either domestic or foreign entities.

Coul d you give us an overvi ew of
the controls that exist in terms of CSIS?

MR. HOOPER: Section 17 of our Act

empowers the service to enter into relationships
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with domestic or foreign agencies, but these are
done in consultation with and approval of the
M ni ster responsi bl e.

MR. DAVID: |Is the Mnister
obliged to approve both foreign and donestic
arrangement s?

MR. HOOPER: Yes. |In the case of
foreign arrangenents, he is also obliged to seek
t he advice of the M nister of Foreign Affairs in
rendering a decision as to whether or not an
arrangenment shoul d be approved.

In terms of the use of intrusive
powers by the service -- and here | speak
specifically of powers under judicial warrant --
t hese are convoked by the Federal Court. So there
is an el ement of judicial control that is built
into our powers as well.

MR. DAVID: In terms of
di scl osure, are there controls in place under
your law? | understand that section 19 is the
keystone provision that directs CSIS in what
circumstances CSIS can disclose informati on that
t hey have gathered frominvestigative techni ques
or ot her means.

Coul d you briefly describe
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section 19 and its operation and how it affects
t he actual activities of your agents?

MR. HOOPER: Section 19 is
effectively both a power and a control, to the
extent that it allows the service to disclose
information that it obtained in the performance of
its duties and functions, but it also limts the
ki nds of disclosures that it can make. | think
these are articulated in 19(2)(a) through (d) of
the CSI'S Act.

MR. DAVID: Wuld you agree with
me that the general rule that applies to
di sclosure is that in fact CSISis not to disclose
i nformation?

MR. HOOPER: That is the
fundamental principle, is we are prohibited from
di scl osi ng except under certain -- | guess
circumst ances.

MR. DAVID: It is section 19 that
in fact refers to these excepti ons.

MR. HOOPER: That's correct.

MR. DAVID: Can you describe these
exceptions? |In what circunstances are they
triggered?

MR. HOOPER: We can disclose to a
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| aw enf orcement agency having jurisdiction where

the service conmes into possession of information

whi ch may assi st the investigation or prosecution
of a crimnal offence.

We may disclose information to the
department or the M nister of National Defence, or
a designated person within the mnistry,
informati on which may relate to the defence of
Canada.

Simlarly, with Foreign Affairs
Canada, where we have information that relates to
t he conduct of Canada's international affairs.

We may disclose to a Mnister
of the Crown where the disclosure is in the
public interest.

MR. DAVID: In addition to the
provi sions of section 19, | understand that there
are policies that are in place, operational
directives. |In fact, | can refer you to Tabs 7
to 11 of the Policies Manual which was filed as
Exhi bit No. 4.

Coul d you give us an appreciation
of how these directives cone into play when it
comes to issues of disclosure? Again, it is

Exhibit No. 4 and it is Tabs 7 to 11.
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Perhaps if we refer to Tab 7
first, the general operational guideline in
di scl osure.

MR. HOOPER: That is kind of the
overarching policy which describes in general
terms the service's responsibilities as regards
t he disclosure of information generally. It
articulates the I egal requirenments of the service
policy, talks act the protection of source and
empl oyee identity to the extent that the service
must take care in disclosing information which
could lead to the identification of a human source
or a CSIS officer operating covertly.

It tal ks act functional
responsibilities at different |evels of
management within the service for managi ng the
di scl osure process.

MR. DAVID: |If we nove on to
Tab 8, we are now dealing with disclosure of
security information or intelligence.

MR. HOOPER: Again, this tal ks
about -- if you | ook at the scope of the policy
and if | may read.

"This policy outlines the

different circumstances under

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M~ W N - O

423

whi ch i nformation or
intelligence may be discl osed
an prescribes the policy and
procedures to be foll owed
when doi ng so."

It tal ks about the kinds of the
cl asses of individuals to whom we may make
di scl osure. It talks about disclosures to the
federal and provincial governments and agenci es
thereof. It talks about disclosure to foreign
agenci es pursuant to arrangenents that we have
with those foreign agencies, and the processes of
eval uation that the service must go through when
maki ng a decision as to disclosure.

MR. DAVID: | understand that in
all cases it is always a case-by-case approach
that is adopted --

MR. HOOPER: It has to be.

MR. DAVID: -- in decisions
dealing with disclosure.

MR. HOOPER: That's correct.

MR. DAVID: |Is that correct?

MR. HOOPER: That's correct.

Anot her key feature of this piece

of policy relates to the disclosure of information
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to |l aw enforcenment bodies and the possibility of
service intelligence being used in evidentiary
proceedi ngs.

It mentions the RCMP a lot in
terms of mechanisms for coordinating interaction
bet ween the service and the RCMP in ternms of
maki ng di scl osures to one anot her pursuant to the
MOU. It tal ks about the care that we must take in
permtting service-generated information to be
used in judicial proceedings.

| think that is --

MR. DAVID: Dealing with |aw
enforcement disclosure, M. Hooper, is it fair to
say that CSIS is confronted sonetinmes in terns of
t he decision to disclose or not to | aw enforcement
agenci es, the dilemma being between possibly
burning a source, if |I can express nmyself in such
a way, and jeopardizing an investigation that is
goi ng on by your service versus ensuring a
conviction or the possibility of a conviction in
terms of a crimnal trial? How do you deal with
that dilemma if such a dilemma does exist?

MR. HOOPER: It is a huge dil emm.
It is a dilemma for us and the RCMP alike and al

police services.
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| think it is a fact, and | think
my RCMP col | eagues woul d agree with this, that
t hey woul d rather not receive information in
support of a prosecution if receiving that
informati on would | ead to the invocati on of Canada
Evi dence Act privilege. | think that is pretty
much true of prosecutors as well.

So when we are dealing with the
RCMP in terms of disclosure in support of a
crimnal investigation or crimnal litigation,
that is always a feature of the discussion: To
what extent are you prepared to | et your
informati on go before an open court wi thout
i nvoking privilege?

The Stinchcombe deci sion had huge
i mplications for how we and the RCMP i ntegrate our
investigative activities and how we share

information, fromus to the RCMP in particul ar.

The Stinchconmbe deci sion created -- | shouldn't
use the word "onerous"”, but | can't find another
word -- onerous disclosure inmperatives on the

Crown to the defence in the course of crim nal
litigation.
VWhat we have found in sone

instances is we run the risk of a kind of infinite
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regress. |If we give the RCMP a piece of
informati on as an investigative |ead, in point of
fact it may |lead to the exposure of the original
source of that information. That serves neither
our interest or the RCMP s.

So there are a nunber of
consi derations that nmust be taken in the decision
to whet her or not we disclose.

From our part, and fromthe RCMP' s
part, they have a number of considerations as to
whet her they are going to accept that information
or not.

MR. DAVID: | understand one of
the more prom nent considerations is obviously the
gravity of the offence that is at play.

MR. HOOPER: Absolutely. | think
Director Elcock m ght have said it this morning.
It is not likely that we would run the risk of
identifying a human source in the context of a
credit card fraud prosecution, for exanmple. But
we woul d make extraordi nary accomodati ons for
di sclosure if the prosecution involved | oss of
life, significant |loss of life or personal
vi ol ence.

MR. DAVID: Com ng back to the
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policy document, let's nowreview briefly Tab 9,
whi ch deals with disclosure of security
information or intelligence to the RCMP.

Can you descri be the contents of
t hat policy document.

MR. HOOPER: Effectively this
pi ece of policy enshrines in our body of
operational policy the mechanisnms that are
contained in the CSI S-RCMP MOU t hat provide for
the sharing of information between ourselves
and - -

MR. DAVID: At this point | think
it would be useful if you could tell us the inpact
of operational policies in the workings of CSIS
agents and in the working of your service in
gener al .

MR. HOOPER: The inpact is very
important. As | said, there is basically three
cl asses of information or three classes of
direction that circunmscri be what we do in an
operational context, and that is law, mnisterial
directive and operational policy.

Thi s body of direction or
circunmscription is supplenmented by individual

memor andunms of under st andi ng and ot her devices.

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

428

The one thing that every CSIS
officer has access to is the service's body of
policy. It is the most common reference tool that
investigators have in seeking guidance on howto
conduct investigations.

By i ncorporating |aw, m nisteri al
direction into one place that investigators can go
to get advice and go to understand the guidelines
t hat override our investigations, | think it
allows for us to enshrine best standards and
common standards in a national context.

So |l think it is very inportant to
the effective and efficient functioning of our
servi ce.

MR. DAVID: Com ng back to our
t abs, we have at Tab 10 an operational directive
concerning disclosure to | aw enforcenment agenci es
ot her than the RCMP.

Coul d you provide us with some
overview of that directive?

MR. HOOPER: Again, because there
is an authority invested in regional director
generals to disclose service information to | ocal
| aw enforcement -- we are tal king about | aw

enf orcement agencies other than the RCMP -- we
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believe that it was worthwhile to enshrine in
policy the same sorts of considerati ons when
dealing with police force at the nmunicipal or
provincial |evel.

Effectively this is what it does.
It tal ks about basically the same sorts of
gui delines that are contained in other policy
documents in terms of the considerations that an
i nvestigator nmust have at play when he is
consi dering whether to disclose or not disclose.

It mentions three that | think are
particularly important that we have to take care
t hat our disclosures don't identify the sources of
informati on, the techniques of collection or any
ongoi ng service investigations.

Basically those guidelines are in
there to protect the integrity of service assets
and met hods of operation.

MR. DAVID: Finally, we have at
Tab 11 -- this was covered yesterday in quite some
extent with M. Elcock's testinony -- the
exi stence of caveats when it comes to disclosure.
| don't think it is necessary for us to review
that. That was done in quite some detai

yest er day.

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o~ W N+ O

430

Just to end on the disclosure
topic in terms of controls, it is my understanding
t hat headquarters nust be directly involved in the

decision to disclose to any foreign entity of

what ever nat ure. Is that correct?
MR. HOOPER: | would add sone
precision to that. Headquarters is the only

service entity that can disclose to a foreign
entity. In other words, you can't disclose to a
foreign entity with which we have a section 17
arrangement out of a regional office or a district
office. They all go through headquarters.

MR. DAVID: Which is a distinction
to be made in ternms of arrangements with donmestic
organi zati ons.

MR. HOOPER: That is correct.

That is a distinction.

MR. DAVID: Where there may be
aut hori zation at the regional |evel.

MR. HOOPER: That's correct.

MR. DAVID: The final conmponent of
the intelligence systemis review. Essentially
understand that we are speaking about two
i ndependent bodies in the case of CSIS, one being

SI RC and the second being the Office of the
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| nspect or General .

M. Comm ssioner, if | may refer
you once again to the background materials, there
are several tabs or several documents that have
been produced in front of you that are relevant in
terms of understanding the operations of SIRC and
I G

| would refer you to the
background materials, which is Exhibit 9. In that
regard, there are Tabs 8, 10, 11, 12 and 13 t hat
are relevant for SIRC.

Wth regard to the I nspector
General, there are Tabs 8, 14 and 15 that are
relevant in terms of providing us with background
contextual information in the operations of both
SIRC and | G

M . Hooper, could you bring us
t hrough, | would say in quite sone detail, the
operations, how SIRCis involved in CSIS |ife and
how t he I nspector General's office is al so
invol ved in the organi zati on.

MR. HOOPER: Let me start first by
saying that the CSIS Act created three bodies. It
created the Canadi an Security Intelligence

Service. It created the Office of the Inspector
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General and the Security Intelligence Review
Comm ttee.

So they conme under the sane
umbrell a of our |egislation.

SI RC provi des assurances to
Parliament that the service is conmpliant in its
operational activities with |aw, operati onal
policy, but it also has a mandate to coment on
the effectiveness of the service in executing its
mandat e.

It has a power to undertake
special reviews at the direction of the M nister
or on behalf of the Mnister as it sees fit.

MR. DAVID: MWth regard to these
powers, | understand that SIRC has just recently

conpleted and filed with the Mnister's office a

report concerning the Arar case. |Is that correct?
MR. HOOPER: That is correct. It
al so has powers. It is enmpowered to conduct

inquiries, which is to say that it can investigate
conpl ai nts made agai nst the service. It can
investigate complaints relative to advice that we
provide to Mnisters within our security screening
program

So it basically has a review
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mandate and it has an investigative mandate to the
extent that it can conduct inquiries and hear
evi dence.

MR. DAVID: Who is SIRC?

MR. HOOPER: SIRC is conprised of
Privy Councillors who are appointed by Governor in
Council and who represent the main parties in
Parliament.

MR. DAVID: So there is an all
party consultation that takes place when an
appointment is to be made?

MR. HOOPER: Yes.

MR. DAVID: 1s there a permanent
office of SIRC that exists and do they have
per mnent staff?

MR. HOOPER: There is a permanent
office located in Ottawa and they do have a
permnent staff associated with that office, in
addition to the menbers of the commttee itself.

MR. DAVID: Could you now go on
and describe the I nspector General's office?

MR. HOOPER: The Office of the
| nspector General is accountable to the Deputy
PSEP M ni ster and effectively is internal to the

M nistry and functions as the Mnister's eyes and
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ears on the service.

It has a mandate to review
generally the performance of the service in
executing its duties and functions and it al so has
a certification responsibility.

On an annual basis, the Office of
the I nspector General certifies the Director's
Annual Report that is filed pursuant to section 33
of the Act and provides advice to the Mnister in
respect of the service's conpliance with | aw,
operational policy, mnisterial directives.

A copy of that certificate is al so
filed with the Security Intelligence Review
Comm ttee for its use.

MR. DAVID: In terms of
simlarities that exist between the organizations,
what comments woul d you have to make in that
regard?

MR. HOOPER: | think in terns of
simlarities, they are both external to the
service. They both have a mandate to monitor
conpliance by the service with | aw, operational
policy and m nisterial directives.

MR. DAVID: And the differences?

MR. HOOPER: Principally the fact
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that the Inspector General is accountable to the
M nister. SIRC is accountable to Parliament.

MR. DAVID: Directly to
Parl i ament.

MR. HOOPER: Directly to
Parliament. SIRC also has an investigative
mandat e that the I nspector General does not have.
SI RC can noreover task the I nspector General to
undertake reviews on its behal f.

So there is kind of a tasking
relationship that can exist between SIRC and the
| G

MR. DAVID: M. Elcock has

descri bed SIRC as being a crucial body to CSIS and

in fact in being quite unique in the world

environment of intelligence organizations.
Coul d you give us your

appreci ation, your experience with the

contribution that these two bodies make to the

operations of CSIS?

MR. HOOPER: It is kind of

interesting to answer that question in the context

of where we were when SIRC and the I nspector
General were first constituted. | can tell you

t hat back in 1985 external review was not
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somet hing that the service was used. |t was not
somet hi ng we wanted. It wasn't something we

wel comed, and it certainly was not something we
were resourced to deal with.

| think it is fair to say that in
the early days of the service there was tremendous
resi stance to having external review of our
activities. | think that is probably human nature
nmore than anyt hing el se.

| used to say it grudgingly. |
don't say it grudgingly any nore because it is a
fact. External review has made us better. W
have instituted procedures to facilitate external
revi ew t hat had been terribly useful to the
service's own managenent. They have made over the
course of the years a nunber of very solid
reconmendati ons as regards to operational policy
and gaps that m ght have existed in policy.

So, in sum | think they perform
an i nval uable functi on.

MR. DAVID: | would Iike to now
move on to the second principal topic of today's
testimony, and that is dealing with domestic
i ai son, as well as donmestic disclosure,

di scl osure to the RCMP.
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In that regard, domestic liaison I
under stand covers the general topics of
acqui sition and di sclosure of information,

M. Hooper.

Agai n by way of background
material, | refer the Conm ssioner to Tab 3 of the
policies manual, as well as Tab 7 of the
background materials, the background materials
bei ng Exhibit 9 and the policies being Exhibit 4.

M . Hooper, maybe you want to take
a mnute and find the reference. | am not
directly going to refer to those docunments.

Donestic |iaison, what does it
mean i n your organization, and what is the
environment in which it occurs?

MR. HOOPER: | think the routine
di scharge of our duties and responsibilities under
the Act requires that we cooperate with
departments and agenci es of the Governnment of
Canada, with provinces and with | aw enforcenment
agenci es.

| think if we are to be effective
in carrying out our mandate, we need to have a
wi de array of arrangenents with domestic agenci es.

The service enters into these
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arrangenments in order to establish a medi um by
which we can legally acquire threat-rel ated
informati on and by which we can pass that same
ki nd of information to principally federal
entities but also provincial and munici pal
entities that have a requirement for it.

Domesti c exchanges are
facilitated, as we have spoken about, through
section 17 arrangements. We have tal ked a | ot
about, | think, how these arrangements are derived
and the authorities that go behind them

MR. DAVID: |In addition to the
arrangements that exist under section 17 -- and
you have mentioned the word MOU in your testimony
so far -- there are also under section 17
mermor andunms of under st andi ng that exi st between
CSI S and certain other organizations in Canada.

MR. HOOPER: That is correct. W
have them at the federal |level and with all the
provinces in Canada with the exception of Quebec.

MR. DAVID: |In fact, we can refer
in the policies binder, Exhibit 4, to Tabs 12, 13,
14 and 15: Tab 12 being the MOU t hat exists with
the RCMP t hat has been already extensively

referred to.
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If I could refer you to Tab 12,
M. Hooper, | would like to refer you to page 3 of
that MOU. There is in the interpretation section
of the mermorandum that exists with the RCMP, that
is in force since 1990, a distinction that is made
bet ween security-related responsibilities of CSIS
and security-related responsibilities of the RCMP.

Coul d you bring us through that
di stinction that does exist in this menorandum

MR. HOOPER: When we tal k about
the security-related responsibilities of CSIS
pursuant to the MOU, basically we are talKking
about, first of all, the duties of CSIS being the
collection, analysis, retention and di ssem nation
of information and intelligence respecting threats
to the security of Canada.

MR. DAVID: Section 12.

MR. HOOPER: That is directly in
accordance with section 12.

The second part refers to our
requi rement to advise governnment with respect to
threats and then it adds an el ement that the
provi sion of information, intelligence and advice
to the RCMP with respect to offences or the

apprehension of the comm ssion of offences arising
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out of the threats to the security of Canada.

Part 4 of that says the provision
of security assessments and advi ce pursuant to
sections 13 and 14 of the CSIS Act, which in plain
terms refers to our providing the RCVMP with
security assessments relative to public service
empl oyment .

MR. DAVID: MWth regard to the
RCMP now, which is section 4(d) of the MOU, what
are the security-related responsibilities of the
RCMP?

MR. HOOPER: The first article of
the responsibilities of the RCVMP basically refers
to the mandate of the RCMP under the Security
Of fences Act:

"the prevention, detection,
investigation and | ayi ng of
charges in relation to any
of fence ..."

That is a product of a threat to
the security of Canada.

" or the apprehensi on of
t he comm ssion of such an

of fence included in the

Cri m nal Code, Offici al
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Secrets Act, |nport and
Export Permts Act or any
ot her federal (legislation)
havi ng a national security
di mensi on. "

It al so adds an article relative
to the protective security mandate of the RCMP.

I n practical terms what this means is that the
service provides the RCMP with threat advice,
t hreat assessments that allowit to nore
effectively execute its protective security
mandat e.
"the provision of advice to
departments and agenci es of
t he Governnment respecting
protective security
measures. .."

Again this is a further extension
of the RCMP's protective security mandate.
Basically it refers to our capacity to provide the
RCMP with threat and ri sk assessnents.

Finally:

"t he consolidation of threat
assessments from CSI S and

ot her sources to provide
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appropriate protection to
VI Ps and for special events."”

As regards special events, people
who have access to strategic sites or protected
sites around special events must be vetted and we
performthat role on behalf of the RCWVP.

MR. DAVID: Continuing now just on
the topic of MOUs, you have at Tab 13 the MOU t hat
exi sts between the Communi cations Security
Est abl i shment and CSI S.

You have at Tabs 14 and 15 the MOU
that exists with the Department of External
Affairs.

Com ng back now, we are always in
the area of domestic |iaison and more specifically
domestic disclosure, which we have covered in sonme
detail in reviewi ng section 19, M. Hooper.

Are there situations where one can
di stinguish where CSIS nust disclose to the
Government of Canada and situations where CSIS
exercises a discretion as to whether information
is to be disclosed to the Government of Canada or
not ?

MR. HOOPER: To the Government of

Canada.
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MR. DAVI D: Yes.

MR. HOOPER: You are tal king
broadly --

THE COMM SSI ONER: Or the RCMP.

Is it to the Government of Canada?

MR. DAVID: To the Government of
Canada. | amreferring to obviously in the case
of the government, threats to security.

Are there situations where the | aw
obliges you to informthe government of situations
that constitute a threat to the security of Canada
or can you exercise discretion in that regard?

MR. HOOPER: | think the | aw
obliges us to provide advice to the Gover nnent of
Canada in respect to threats.

Where there is a degree or an
el ement of latitude, it comes down to the detail
and quality of the information that we provide in
terms of our requirement to protect in sone
i nstances, in nmost instances, the sources of that
information or any third party considerations that
may apply.

MR. DAVID: Disclosure seens to
evoke the idea that it is in witing. Does

di sclosure in fact, is it always witten
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di scl osure or can there be oral disclosure in the
way CSI S approaches a situation?

MR. HOOPER: |If we are talking
domestic disclosures, the service can make oral
di sclosures to an entity with which it has a
section 17 MOU or arrangement.

MR. DAVID: Which would mean, as
an exanple, that CSIS could decide to orally
di scl ose a piece of information to the RCWMP?

MR. HOOPER: We coul d decide to do
that. |In point of fact, we try very hard to make
most of all of our disclosures to the RCMP written
di scl osures because it is a nore effective
adm ni strative means for dealing with that.

Typically, where there are verbal
di scl osures, there is -- not typically, there is a
policy admonition that says if you make a verbal
di sclosure, it subsequently has to be commtted in
an operational report, that is then put into our
operati onal database.

MR. DAVID: Now, the idea of
disclosing in witing also facilitates the
exi stence and the acconpanying of a caveat. |Is it
possi bl e to have such a protection, a caveat

protection, with an oral disclosure?
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MR. HOOPER: Well, one of the
items that our investigators are adnoni shed to
provide, in making a verbal disclosure, is an
adrmonition to the effect that the information
contained in that verbal disclosure cannot be
further di ssem nated.

So in some respects there is a
caveat applied even to verbal disclosures, but,
again, the far more effective means of ensuring
control of our information is to do that in
writing, where you can apply the written caveats.

MR. DAVID: Moving now to the
third topic, M. Comm ssioner, we are dealing now
with [iaison with foreign entities. W understand
t hat they have to be approved by the mnister. W
understand that the arrangements exi st under
section 17 with foreign entities.

We understood from M. Elcock's
testi mony yesterday there are some 247 approxi mate
arrangements that are nowin force with foreign
entities. M. Elcock well explained that, in
certain cases, there may be nore than one
arrangement with a given country.

The policies that apply, in terns

of arriving to an arrangenment with a foreign
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entity, | refer you to Tabs 4, 5 and 6 of the
policies binder, which is, again, Exhibit No. 4.

Coul d you bring us through those
directives, in terms of the establishment of these
arrangement s?

MR. HOOPER: Tab 4 is our
operational policy 402, dealing with arrangenents
with foreign governments and institutions of
foreign governments. \What that policy does is it
articulates the responsibilities of the m nister,
t he director.

It provides for emergency
circunstances, where the director may authorize
certain contacts with an entity of a foreign
government, absent mnisterial authority, if
exigent circunmstances dictate, and it basically
wal ks t hrough the responsibilities of the Director
General, Foreign Liaison, and the head of Foreign
Arrangenments.

It also tal ks about some of the
gui del i nes that acconpany.

MR. DAVID: And if | could refer
you in that regard to subsection 3.3. It says:

“Arrangenments with countries

or international
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organi zations that do not
share Canada's respect for
denmocratic or human rights
will only be considered where
there is a definite

requi rement to protect the
security of Canada.”

This is a guideline that exists
and has existed for some tine?

MR. HOOPER: Yes.

MR. DAVID: Tab 5, M. Hooper, if
you coul d describe, in ternms of, again, we are
dealing with liaison, with foreign entities, and
t he exi stence of an operational guideline.

MR. HOOPER: Yeah, this is a
suppl ement to 402. This is, basically, an
appendi x the previous policy that speaks to the
requi rements we nust meet in going forward to our
m ni ster, when making a request --

MR. DAVID: |[If | could draw, in
t hat regard, your attention to section 2.2, which
reads as foll ows:

"Assess the internal
political situation of the

country and highlight the
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presence of democratic
institutions noting the rol e,
hi story and place in society.
The assessment will address
t he human rights record of
the country including any
possi bl e abuses by the
security or intelligence
organi zations."

Of that country, obviously.

This is a policy that has existed
for some time. Could you --

MR. HOOPER: Yes, and that policy
requirement is an el ement of every memorandum
going forward to our mnister, making a request
for a foreign arrangenent.

MR. DAVID: Okay. And finally, I
refer you to Tab 6, which deals with procedures
and foreign arrangenents, if you could bring us
t hrough t hat.

MR. HOOPER: 402-2, basically, is
an articulation of the scopes that acconmpany
foreign arrangenments and how we expand or limt
the quality of a relationship that we have with a

foreign entity.
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MR. DAVID: Now, these
arrangenents, are they reviewed, are they
reconsi dered, are they regularly analyzed? How
does t hat occur?

MR. HOOPER: They are anal yzed
every year and there is an inperative for all of
our security liaison officers to submt an annual
report on the quality of liaison that they have
with entities under their ambit of
responsibilities.

We woul d al so review the status of
an arrangement that we had with a foreign entity,
if there was some dramatic change in the political
climate of that country.

MR. DAVID: | now nove to the
fourth general topic of your testinony today, and
that is dealing with the disclosure in support of
enforcement actions.

| refer the Comm ssioner to the
Tabs 7 to 11 of the policy binder, in that regard,
which is, once again, Exhibit No. 4.

Di scl osure i s assessed, as you
said already, and as M. Elcock expl ained, on a
case-by-case basis. There are different factors

and consi derations that were referred to -- that
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are considered in a disclosure decision and |
understand there are four basic factors that are
consi der ed.

Coul d you bring us through each of
t hose four factors?

MR. HOOPER: Just for
clarification, M. David, we are tal king about Tab
7 of the policy binder?

MR. DAVID: Yes, Tabs 7 to 11,
actual ly.

MR. HOOPER: Okay. The policy
principles that acconpany what we refer to as
OPS-601, Appendi x 1, speak of the | egal
requi rements and service policy. Again, this
brings the policy back to sections 19(2), (a)

t hrough (d), of is CSIS Act.

It tal ks about the requirement to
protect the identities of sources and enpl oyees of
the service when maki ng disclosure. It talks
about, | guess, the other side of disclosure, the
one side being the benefits in making a disclosure
and the other side being the down side of making a
di scl osure and the context that disclosure is
made. Specifically, it must be made in the

context of the service's mandate and deal with a
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threat to the security of Canada.

It al so contains an el ement of
di scretion, wherein the officers are adnonished to
only disclose that information which is absolutely
necessary to disclose for the service to nmeet its
operational requirements.

The policy then tal ks about the
functional responsibilities of different |evels of
management and different adm nistrative entities
of the service.

MR. DAVID: Tab 8, "Disclosure of
Security Information"?

MR. HOOPER: Again, this tal ks
about the channels that we have for disclosure to
Canadi an government officials and entities. It
t al ks about disclosure to holders of public
office. It talks about disclosure of information
to provincial governments and agenci es thereof.

It goes on to tal k about disclosure of information
to foreign agenci es and, again, this is something
we have heard consi derably evidence in relation
to.

MR. DAVID: Yes, we have covered
that in the prelimnary opening remarKks.

But in terms of the case-by-case
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assessment, when CSIS -- when your organization is
maki ng the actual call, there are, | understand,
four general factors: the first being potenti al
j eopardy to CSI S operations, sources and
empl oyees; the second being the degree and
seriousness of the threat to the security of
Canada; the third being the i mportance of the
sought-after CSIS intelligence; and finally, the
political realities.

Coul d you bring us through the
consi deration of four factors, in ternms of a
case-by-case approach?

MR. HOOPER: Those are, | guess,
t he four basic considerations that we foll ow when
maki ng di scl osure, principally to | aw enforcenent
bodies, if I may.

First of all, the first
consideration that you nmenti oned addresses the
j eopardy to service human sources and nmet hods of
operation. And this is a very real consideration.
We will not, as a rule, disclose the identity of
our human sources or nmethods of operation and
woul d only do so if it were in the context, as
have menti oned before, say, a serious crim nal

of f ence.
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The second category, | think it
spoke to the potential jeopardy to service
operations.

MR. DAVID: To the degree of
serious to the threat to the security of Canada.

MR. HOOPER: Yeah, again, there is
a level of latitude in what information we
di scl ose and how much of the information we
di scl ose.

Clearly, we would not put into
j eopardy our sources or methods of operation if
t he seriousness or the em nence of the threat did
not justify that form of disclosure.

MR. DAVID: And the inportance of
t he sought-after CSIS intelligence.

MR. HOOPER: Again, if | take that
or if I circumscribe nmy answer around a | aw
enforcement case in point, | think it's probably
true that no prosecutor can have enough
i nformation.

We have to go through a conscious
eval uati on of whether or not the information that
is sought or that we intend to disclose is cruci al
information, critical information, to the success

of alitigation or whether it's just simply icing
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on the cake.

MR. DAVID: Finally, the politica
realities of a given disclosure request.

MR. HOOPER: | think that when the
| egi slators drafted the CSIS Act and they
contenpl ated section 12 by rolling in a mandate to
advi se government, they expected or anticipated
that there would be a political element to
everything that we do.

For example, if there were a
catastrophic act of terrorismand we wanted to
di sclose information to a | aw enforcement body
investigating that act, we would probably go much,
much farther than would be contenpl ated by | aw or
service policy and woul d probably expose the
identity of human sources and net hods.

| think that is a political
reality nore than anything el se.

MR. DAVID: W are now going to
move on to the fifth topic, which is the CSIS
targeting powers, which we have undertaken to
review in sonme detail

There are no policy materials
available to the public at this point, at this

stage, M. Comm ssioner. So, essentially, we are
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going to rely on the expose of M. Hooper in this
regard.

THE COMM SSI ONER: Do | understand
you to say there are no policies or there is
just --

MR. DAVID: There are policies,
but they are subject to national security
confidentiality at this stage of the proceedi ngs
bef ore the Conm ssi on.

THE COMM SSI ONER: W I I those,

t hen, be introduced to me in the in-canmera
heari ngs?

MR. DAVID: They will be
introduced in the in-camera hearings, yes.

THE COWMM SSI ONER:  And ultimately
there will be a ruling on that?

MR. HOOPER: Absol utely,
absol utely.

So M. Hooper's exposé --

MS Mcl SAAC. Excuse me, | thought
the targeting -- |I'"mconfused now. | am sure that
there are policies that would assist in
under standing the targeting process that are not
cl ai med national security confidentiality.

MR. DAVI D: | think that we have
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revi ewed the documents and in their present state
assessed that there was not a sufficient amount of
informati on that could be made public.

So for the time being, we --

THE COMM SSI ONER: Oh, | see what
you are say is policy docunments have been produced
but redacted --

MR. DAVID: Exactly, exactly.

THE COMM SSI ONER: -- and the
unredacted portion by the government wasn't
sufficient to make themintelligible to the
reader?

MR. DAVID: At this point in the
proceedi ngs.

THE COMM SSI ONER:  Yes.

MR. DAVID: So it was our
assessnment that it was better to deal with them at
a | ater point.

MR. WALDMAN: But if we do have
docunents, even in redacted form that are
avail able, would it not be plausible at |east to
have them avail able to us? Maybe we will find a
gemin there that you won't that m ght help us in
our cross-exam nation.

MR. DAVID: | think that request
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can be acknow edged.

THE COWMM SSI ONER: Absolutely. |
t hink the concern just was --

MR. DAVID: | understand the
concern.

MR. COMM SSIONER: | recall the
di scussion as being difficult to follow.

MR. WALDMAN: Well, these have
been redacted, but at |east we can see them But
havi ng spent a |l ot of time reading redacted
documents, | have often be able to find a gemin
t he rough.

THE COMM SSI ONER: Okay. Well,
certainly. Okay, well, then, will do that.

MR. WALDMAN: Thank you.

THE COWM SSI ONER: Ms Mcl saac, you
were referring, when you said there were policy
docunments, to the redacted ones that we are
di scussi ng?

MS Mcl SAAC. Yes, | thought sone
of them-- and, in fact, there are a couple that
are unredacted, but proceed.

THE COMM SSI ONER: Okay. Well,
what wi ||l happen, M. Waldman, is we will nmake

avail able to you the policy documents that haven't
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been redacted or the redacted ones with the
unredacted portion available to you.

MR. WALDMAN: Well, m ght | have
t he opportunity to | ook at them before |I do ny
Cross-exam nation?

THE COWMM SSI ONER: ©Oh, absolutely,
yes. And if there is time required, other than
t oday or tomorrow nmorning, you will be given that
chance.

MR. WALDMAN: [If | get themthis
afternoon, | amsure | can be ready by tomorrow
nor ni ng.

THE COMM SSI ONER: Sure. No, that
will be fine.

MR. DAVID: M. Hooper, if you
could bring us through the TARC process in sone
detail. First of all, the inpact of a m nisterial
direction, in ternms of the target approval
process, how does that fit in?

MR. HOOPER: M nisterial direction
basically speaks to, |I think, five or six itens.

Il will count themup --

MR. DAVID: Maybe | could refer

you, actually --

MR. HOOPER: -- as | enunmerate
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t hem

MR. DAVID: -- to Tab 1 of the
policies binder, in that regard, which refers to
the six principles.

MR. HOOPER: | do know t hese.

The first principle, of course, is
that the rule of lawin the conduct of
i nvestigations must be observed. Then, there is
provi sions that speak to what | call
"proportionality and incrementality”. The
investigative means must be proportional to the
gravity and i mm nence of the threat.

| think that guideline cones
back -- this guideline and the subsequent ones --
come back to the strictly necessary provision. In
fact, our targeting policy is an attenpt by the
service to codify the strictly necessary
provision. So the investigative means nust
concordant with the gravity or the seriousness and
i mm nence of the threat.

We need to use intrusive -- or the

need to use intrusive techniques nmust be wei ghed

agai nst the possible damage to civil l|iberties or
to fundamental societal institutions. | think
t hat speaks for itself. The nmore intrusive the
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techni que that you want to use, the higher the
authority has to be.

The fifth itemthere comes back to
what | call "incrementality”. Unless you are
confronted with extraordi nary circunstances, you
wal k t hrough the I evel of investigation, starting
with the | east intrusive methods. And only when
t hey are unsuccessful, do you move to nore
intrusive powers.

So those are the basic principles.

MR. DAVID: Now, there are
operational policies that cover this inportant
area of the work that you do. What are the
requi rements that an agent has to neet in making a
TARC request ?

MR. HOOPER: First of all, I think
it is inmportant to knowthat it is probably
axiomati c that the people that on the street
wor king a target environment are the ones who are
best situated to have know edge as to who the
targets are or ought to be. But in our system
t hat does not permt an intelligence officer to
unil aterally embark on an investigation.

You cannot investigate without an

authority to conduct an investigation. And the
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authority derives froma written subm ssion that
is made either to a senior manager in the service
or to the target authority and review comnttee.

MR. DAVID: Could you give us sonme
detail concerning the subm ssions that have to be
put in a witten request?

MR. HOOPER: Again, to reiterate,
t he section 12 in our threshold for collection, I
think it is inportant to bear in m nd that our
threshold is reasonabl e grounds to suspect that an
activity may be threatening to the security of
Canada.

MR. DAVID: So these grounds have
to be docunent ed.

MR. HOOPER: These grounds have to
be docunented, and we have to describe the
specific activity that we consider to the
threatening. It has to specify the specific
threat definition. Is it a 2A, 2B or 2C threat?
s it espionage or is it terrorisnf?

It has to identify the collection
program again, ClI or counter-intelligence,
counter-proliferation or counter-terrorism which
programwi || have control of the managenent of the

investigation, and it also has to describe the
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purpose of the investigation.

| tal ked before about the national
requirements for security intelligence that cone
to the service by way of mnisterial direction.
From those requirements, operational branches
devel op annual plans. The collection that the
investigation is designed to satisfy must be
concordant with one of the items that the service
is seeking out of its collection program In
ot her words, there has to be a direct |inkage
bet ween the investigation and the national
requi rement for security intelligence.

MR. DAVID: Does the field officer
or the agent have to specify the I evel of
intrusiveness he is looking for fromthe review
comm ttee?

MR. HOOPER: You have to specify
the |l evel and in some ways, | guess, the
del i berations of the commttee are gui ded by the
| evel sought. But the commttee isn't bound by
the | evel sought. In other words, a high | evel of
investigation involving the use of intrusive
techni ques m ght be sought. That doesn't mean
that that is the I evel that the commttee wil

approve.
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MR. DAVID: | understand that
there are different investigative techni ques that
can result froma TARC approval. Could you talk
briefly about those techniques, the different
techni ques that exist, that are avail abl e?

MR. HOOPER: Again we previously
mentioned that the | ower the |l evel, the |ess
intrusive the techni ques that acconmpany t hat
| evel .

At the | owest | evel of
investigation, you would be able to do things |ike
check police records, consult the services
i ndi ces, consult foreign services with which you
have a |iai son arrangement.

MR. DAVID: So, essentially
verifying databases.

MR. HOOPER: Verifying databases
is effectively the | owest | evel of investigative
activity.

Moving to the next |evel would
enabl e you to do such things as conduct
surveillance for the purposes of identifying
somebody, would allow you to consult established
human sources operating in a particular threat

domain, would allow you to conduct interviews.
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So again, these techniques at the
second | evel of investigation are still fairly
beni gn.

MR. DAVID: |If a CSIS agent were
seeking an approval, would they have to seek
perm ssion fromthe commttee in terns of being
al l owed or able to consult the databases of other
entities, such as the RCMP?

MR. HOOPER: |I'msorry, could you
reiterate that?

MR. DAVID: | am saying that in
t he approval request, nust an agent specify that
they are seeking to consult another agency's
dat abase, such as the RCMP' s?

MR. HOOPER: It is not a necessary
ingredient. It is presumed by the commttee in
approving a |l evel of investigation that the
techni ques that accompany that |evel of
investigation are the ones that will be used. 1In
sonme instances the investigators, if they are
seeking a higher |evel of authority where there
are intrusive techni ques, may specify we want to
use this particular technique but not this one,
especially when you get to the highest |evel of

i ntrusi on.
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The hi ghest | evel of authority
contenpl ates the acquisition of judicial warrants
to intercept communicati ons.

MR. DAVID: This is under section
21 of the CSIS Act?

MR. HOOPER: That is under section
21 of the CSIS Act. You may apply for, say, a
| evel 3 investigation w thout necessarily wanting
to engage that particular feature of a |level 3
authority.

MR. DAVID: So you could have a
level 3 with a section 21 warrant or wi thout a
war rant aut horized by the Federal Court.

MR. HOOPER: That is correct.

Al t hough the actual warrant acquisition entails a
separate process fromthe targeting approval and
revi ew process.

MR. DAVID: Before getting to the
warrant section, what are the techni ques avail abl e
to CSI'S when you do have a warrant?

MR. HOOPER: That basically allows
you to conduct covert searches and to intercept
conmmuni cati ons.

MR. DAVID: Who can be the object

of a TARC request? 1Is it only individuals? Are
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organi zations sonetimes targeted by a request?

MR. HOOPER: There is basically
think three classes that can be targeted. You can
classify organi zati ons or target organi zations.
You can have authorized investigations directed at
special events or critical incidents or issues.

But for the most part and in the
maj ority of instances our targeting is
personified. W investigate the threatening
activities of people.

MR. DAVID: The TARC comm ttee is
conpri sed of how many peopl e and what positions?

MR. HOOPER: | never really
counted them There are a whole bunch of them
but basically the director of the service chairs
the commttee. At the commttee will be the
Deputy Director of Operations, the Assistant
Director of Operations, the Directors General of
the three collection branches, that is the
Counter-intelligence, Counter-proliferation,
Counter-terrorismbranches, a representative of
t he Departnment of Justice and a representative of
t he Deputy M nister.

MR. DAVID: Moving on now to the

warrant section, you refer to the fact that the
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warrant application was a separate process from
the TARC comm ttee. Could you explain how an

agent goes about getting authorization fromthe
organi zation to apply for a section 21 warrant?

MR. HOOPER: First of all, in
order to even contenpl ate the application of a
section 21 warrant, there has to be in place a
| evel 3 authority. That is a |level of targeting
authority that is at the highest | evel of
intrusion approved by the TARC group.

The first phase in the warrant
acquisition is the devel opment of a case brief by
the i nvestigative desk which then goes to our
| egal services and an affidavit is drafted based
on that case brief.

There is a very, very extensive
facting process that goes into our warrant
affidavits, which means that every statenment of
fact or belief has to be facted agai nst
intelligence contained in the service's
i nformati on hol di ngs.

There is a process whereby
i ndependent counsel outside the service reviews
the affidavit and its facting. It goes to the

warrant review commttee and if it is proved at
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that level, it goes to the mnister for the
m ni ster's personal sign-off before going to the
Federal Court for approval.

MR. DAVID: What controls are in
pl ace, M. Hooper, in terms of preventing or
ensuring that an agent doesn't embark on act ual
TARC techni ques, intrusive techniques, without
seeking the approval process?

MR. HOOPER: It is actually kind
of an esoteric thing, but our information
management systems will not accept information
t hat doesn't link that information to a mandate
section and a particular intelligence requirenment
and a TARC certification identifier.

I n other words, if |I wanted to
investigate Marc David --

MR. DAVID: | hope not.

MR. HOOPER: -- and absent TARC
authority and intelligence requirement, a mandate
section, you can't even get that information into
our database. So | suppose apart from good
management and supervi sion, there is no real way
of preventing an investigation fromtaking place
wi t hout a TARC aut hority, but there is nothing

t hat could happen with that information at the end
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of the day.

MR. DAVID: Howis it that third
parties would be protected in the way an agent
woul d do its work, do his work or her work if they
do get TARC approval ?

For instance, you described
surveillance as being one of the techniques that
could be enployed with a TARC authority. And the
person that is the actual target neets third
parties. How are third parties protected in this
process fromthe intrusive techni ques?

A wire tap is another example
coul d give you.

MR. HOOPER: In ternms of wire tap,
t he Federal Court authorizes whose communi cati on
may be intercepted and whose may not be. And
there is, actually, a Crim nal Code overlay that
is put on that, and then we identify what we call
Vanweenan subjects and warrants; these are
i nci dental communi cati ons.

In the case of physical
surveillance that you have identified, a subject
of investigation by the service may cone into
contact with any nunber of people. In cases where

t hat contact, by the nature of its quality or
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duration or other variables, m ght be something
more than incidental, and we know the identity of
t hat person, there is a high likelihood that the
name of that person would be included in an
intelligence report but it would be captured under
the rubric of the investigation of the target, not
of the incidental contact.

MR. DAVID: So there is the
possibility that third parties become the focus of
interest on the part of a CSIS investigation?

MR. HOOPER: | woul d categorize it
as something less than interest. They could be
captured in an investigative report as an
incidental contact, for exanple, and then there
are no conclusions or inferences that you can draw
really fromincidental contact

MR. DAVID: The external review
bodi es, are they involved in the TARC process?
Are they informed of the existence of TARC
aut hori zations?

MR. HOOPER: Absolutely. They
have certainly the power to review every report
submtted in relation to a TARC-aut hori zed
investigation and simlarly with the material that

we coll ect under power of warrant. They also have
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the authority and they do, on an annual basis,
review the rigour and integrity of our affidavits.

MR. DAVID: We will now nmove on, |
think at this time to the |ast topic of
di scussi on, and that is the threat environment.

THE COMM SSI ONER: This m ght be a
convenient time to take the afternoon break, then.

MR. DAVID: | think so.

THE COMM SSI ONER: We will rise
for 15 m nutes.

--- Upon recessing at 3:23 p.m /
Suspension a 15 h 23

--- Upon resum ng at 3:45 p.m /
Reprise a 15 h 45

THE COMM SSI ONER: M. Davi d.

MR. DAVID: The risk in taking a
pause, M. Comm ssioner, is that it allowed me to
t hi nk of two other questions | would |Iike to ask
M. Hooper on the TARC process.

THE COMM SSI ONER: Go ahead.

MR. DAVID: MWth your perm ssion
and with your indulgence, I will ask those two
guesti ons.

The first being, M. Hooper -- and

| asked you the same thing with regard to the
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exi stence of external review bodies SIRC and I G - -
with regard to operational efficiencies, whether
resi stance exists on the part of the people in the
field.

How i s TARC perceived by the
service? |Is it a hinderance? |Is it a cumbersone
process, or does it in fact perhaps help you?

MR. HOOPER: | wouldn't call it a
hi nderance. To the contrary. | would say that it
is an essential feature of how we do business.

We are dealing for the most part
with phenomena, whether they are related to
proliferation issues or espionage or terrorism
that are highly internationalized.

| think dealing with those threats
begs a coherent response and certainly a
coordi nated nati onal response for dealing with
those threats. Our service is a highly
centralized organi zati on because it has to be, and
TARC is simply an el ement of that centralization.

It think it is an essenti al
conmponent of everything that we do.

In terms of howit is viewed by
the rank and file of the service, | can tell you

that it has been around so long and it is
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absolutely inculcated into our people that |I don't
even think they think about it. | think they just
consider it a regular part of their day-to-day
operations.

MR. DAVID: We have the benefit of
your past experience with the RCMP, being one of
the 20 per cent that still remain. Fromyour
exposé on the biographical information, |
understand that you were actually involved with
the precursor of CSISwith the RCMP, that is with
the intelligence service of the RCMP, for a number
of years.

Was t here anything that was
anal ogous at that time in those years in ternms of
intelligence investigation that existed with the
RCMP t hat conpares to TARC?

MR. HOOPER: There was. | forget
exactly what year the policy was devel oped, but

let's say 1979 or 1980, thereabouts. The RCMP
security service created sonmething called the
Operational Priorities Review Commttee, OPRC,
whi ch was in many a ways a precursor to TARC. It
was a commttee simlarly constructed and
represented with simlar functions.

| don't recall specifically --
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some of the ol der guys m ght -- whether it was the
Deputy Director General Operations of the Security
Service or the Director General of the Security
Service that actually chaired it, but it was
chaired at a very senior |level and it was
represented by senior managers in the collection
branches of the security service at the tine.

| nterestingly, the OPRC had four
| evel s of investigation compared to TARC s three.

MR. DAVID: In terms of the
i ntrusiveness.

MR. HOOPER: That's right.

MR. DAVI D: What happened to that
procedure what CSIS was created and intelligence
moved to the CSIS organi zation, to your know edge?

MR. HOOPER: Basically the policy
and the practice mgrated to CSIS fromthe RCWVP
security service and devel oped into what is TARC
t oday.

MR. DAVID: As nentioned before,
M. Comm ssioner, the final topic to be covered by
M. Hooper is a description or an assessment by
CSI'S of the contenmporary threat environment that
exists both in the world and in particular with

regard to Canada's place in the worl d.
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M. Hooper, | would invite you to
give us this overview.

MR. HOOPER: | certainly don't
think I would be telling anybody here what they
don't already know, and that's that the gl obal
security environnment is probably at a nore
unst abl e I evel right now than it has been in
recent menory.

| think that the phenomena of
al - Qaeda has put all western security resources,
including those of ny service, under consi derable
pressure. The escalation of tensions has
hei ght ened the effort required to meet nati onal
security requirenments.

The media often cites Septenber
the 11th as the benchmark of the new security
reality. For me and for my service | think there
were a couple of precursor incidents that really
spelled the turning of the tide and the creation
of the new threat environment, one that we are
still struggling wth.

The first one of these | would put
at February 26, 1993 with the first attack on the
World Trade Center in New York. |If that attack

had gone as planned, it would have resulted in
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probably an identical nunber of casualties as the
attacks of 9/11 did.

What that incident demonstrated to
all western intelligence services, and certainly
to the perpetrators of the act, was that Islamc
terrorists had the intention and capability to
conduct an act of extreme violence targeting U S.
interests in the United States.

That was a significant
devel opment .

The second one | woul d peg at
Decenmber 14, 1999, when Ahmad Rassam was arrested
crossing fromVictoria to Port Angel es, Washi ngton
with explosive materials and bonmb- maki ng
accoutrement. And in |ater evidence it was
determ ned that he was going to fabricate a bonb
and deploy it at Los Angeles International
Ai rport.

What that incident did for ny
service, and |I think for Canada, was it
denonstrated the capacity of Islamc terrorists
operating under the al-Qaeda umbrella to use
Canada as a staging ground for attacks in the
United States directed at U.S. interests.

Those were two very inportant
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considerations | think.

To the extent that there is one
t hreat out there today, one terrorist threat that
begs an absolutely seam ess response on the part
of all entities engaged in | aw enforcenment and
security intelligence, that one threat would be
al -Qaeda. It is Panlslamc and it is
mul tinational and it differs fromtraditional
terrorist organizations to the extent that it
seeks to change the Muslimworld, in our opinion,
and it isn't | guess directed or nmotivated by
purely nationalistic objectives.

Any country that doesn't accept
t he al - Qaeda i deol ogy is considered an eneny. |
think with that tenplate it should conme as no
surprise to anybody that al-Qaeda represents the
number one security threat that my service is
currently dealing with.

Saf eguar di ng Canadi ans and
Canadi an interests abroad from attacks occurring
in Canada or directed from Canada is a feature of
our mandate and our responsibilities, but I would
put down a marker to the effect that
notwi t hstandi ng our relatively peaceful history,

Canada has not been i nmmune to acts of serious
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vi ol ence originating fromor occurring in Canada.
| think the 1980s and 1990s both
evi denced acts of profound politically notivated
vi ol ence, whether you talk about the
assassinations in 1982 and 1984 of Turkish
di plomats in Otawa. Certainly the events of June
1985 with the downing of Air India that resulted
in 329 deaths had its genesis in Sikh terrorists
t hat were based i n Canada.
| think it escapes the collective
mermory of the world and of Canadi ans that prior to
the events of 9/11, the downing of that Air India
flight in June of 1985 was the nmost | ethal act of
terrorism if you measure it in terms of the
number of deaths, in contenporary history. Again,
that is a attack that had its genesis in Canada.
So terrorismdoes directly
t hreaten our national interests and certainly our
public safety. Today it is a threat that is nmore
conpl ex, extreme, sophisticated and transnati onal
inits character than it is has ever been before.
Gl obally, there is an ongoing
wi Il lingness by groups, individuals and States to
use violence in support of political ideol ogical

or religious agendas, and terrorists'’
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capabilities, modus operandi and the technol ogi es
that they use in communicating, in planning, and
in conducting actual operations, continues to
evol ve and as a service we have to keep pace with
t hat evol uti on.

What this does is it creates an
i ncreasi ng demand on governments and security
forces to ensure vigilance, thorough threat
anal ysis and creative cooperative responses. That
is why the integration between, in a Canadi an
context, my service and | aw enforcenment, and in
particular the RCMP, is so inmportant. That is why
we spent so much tinme tal king about it in
testi mony over the | ast coupl e of days.

Of particular significance is that
in Novenber of 2002 Osama bin Laden identified
Canada as one of the U. S. allies marked for
revenge given western intervention in Afghani stan.

To this point in time, Canadi ans
have been killed or injured in terrorists attacks
by virtue of their being in the wong place at the
wrong time. But since al-Qaeda has directly
t hreatened Canada, as M. Elcock has said, it is
l'i kely a question of not if, but when Canadi ans

and Canadi an interests are directly targeted by
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al - Qaeda.

| think in terms of understanding
how we configure our response to terrorism it is
very important to note that terrorists today no
| onger have to get together. They don't have to
meet face-a-face in order to conspire and to plan
acts of violence. There are new technol ogi es,
encrypted conmmuni cations, the use of satellite
phones, the Internet, international wre
transfers. All of these devices are difficult to
detect, difficult to penetrate, and all ow the
terrorists to communi cate and to organize and to
pl an attacks wi thout actually getting together.

They have evol ved new ways of
usi ng conventional attack methods. They use
simul taneous hi ghly expl osive devices that are
portabl e and much, nmuch easier to conceal than we
have seen in the past.

To that repertoire of attack they
have added some new met hods that are of particul ar
concern to my service. These m ght include the
use of portable m ssiles, chem cal biological,
radi ol ogi cal and nucl ear devices and cyber attacks
to cite a few exanpl es.

| think if you take a | ook at
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al - Qaeda's history of terrorist attacks, they have
denmonstrated a clear preference for selecting

t hose venues that will result in huge nunbers of
casual ties and catastrophic property damage and,
in the case of the 2001 attacks, no small measure
of econom c damage as wel | .

For Canada, we have a nunber of
vul nerabilities. You can think of them W pass
by them every day. Commercial venues, sporting
venues, subway systemnms, mass transportation
carriers, airports, all of these present
vul nerabilities that can be exploited.

| think in M. Elcock's
testimony this morning he tal ked about an attack
t aki ng place at the Bloor and Yonge subway station
in Toronto. In my dialogue with police officials
in southwestern Ontario | always tal ked about a
bomb going off at Union Station at five o'clock on
a Friday afternoon. It is a not a difficult Kkind
to execute. You consider the nunbers of people
t hat woul d be affected by an attack in that place
and at that time and the disruption it would cause
to what is effectively the econom c epicentre of
our country.

Agai n, speaking of econom c
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targets, the petrochem cal industries that we are
have i n Canada, Trans-North Pipeline, petroleum
storage facilities, all of these provide
attractive venues for exploitation by terrori st
organi zati ons.

So what does the current threat
| andscape | ook |ike?

Currently, in the estimation of nmy
service, American interests remain at the top of
al -Qaeda's list for terrorist exploitation.

Simlarly, British interests,
principally by virtue of their participation in
|l rag, occupy a Tier 1 target |evel.

Australia, which is viewed as the
west ern power in Southeast Asia, where a nunmber of
al - Qaeda adherents reside and operate, is al so
viewed as a priority target.

Canada, by virtue of its
aggressive | egal actions agai nst al - Qaeda
operatives and its comm tment of forces to
Af ghani stan has al so been directly cited by Osam
bin Laden on behalf of al-Qaeda as a target for
terrorists attacks.

| f you consider all of the nations

listed there, Canada is the only nation that to
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t hi s point has not been attacked by al - Qaeda. One
of the things that those of us who have worked in

t he organi zation for some time say is that

al - Qaeda i s an organi zation that keeps its

prom ses. It does not make idle threats. When it
threatens, it tends to execute.

|f we draw a parallel between
Canada and Australia -- because | think
notwi t hst andi ng the geopolitical differences and
t he regions that we occupy in the world, | think
Canada, |i ke Australia, has been typically viewed
as the peaceful nation and a benign nation.
Australia never figured into al-Qaeda targeting,
yet, the Bali bonbing singled out Australian
citizens for attack.

I n his message of November 2002,
wher e Canadi an interests were directly threatened,
Osama bin Laden stated, and | quote.

"We had warned Australia
about its participation in
Af ghani stan. It ignored the
warning until it woke up to
t he sound of explosions in
Bali." (As read)

Since Bali, al-Qaeda has actually
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st epped up the frequency and range of its attacks.
Thi s has occurred notwithstanding the fact that to
t he extent that al-Qaeda ever had a centralized
command and control structure, that conmand and
control structure has been | argely di sassenbl ed.
I n point of fact, that has made al - Qaeda an even
more difficult target to penetrate because you see
what we call franchi se operations being executed
all over the world.

The recent Madrid bombi ngs, which
may have i ndeed changed the results of the
el ections in Spain, may inspire al-Qaeda to
conduct operations that are directed at political
processes. This is particularly worrisonme for us,
given that we are in the throes of a federal
el ection right now and American presidenti al
el ections are schedul ed for Novenber of this year.

The reality is that, |ike other
countries who play a role in combatting al - Qaeda
terrorist initiatives, Canada is now an al - Qaeda
target. That is a reality.

By conclusion, | would state that
while there is no specific threat to Canadi an
interests at this time, al-Qaeda has a current and

denmonstrated capacity to mount a wi de range of
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terrorist operations, including nmass casualty
attacks with inprovi sed expl osive devices, airline
hi j acki ngs, kidnappings, assassinations and ar med
assault operations.

Al - Qaeda el enents have been
di spersed around the gl obe and they are here in
Canada. They remain difficult to identify, and
their structures are really difficult to
penetrate.

They practice outstandi ng
operational security. For the most part, al-Qaeda
operatives tend to be well educated, often in the
hard sciences. They are conputer literate and
they are well travelled. Their range is
international and conprom sing al - Qaeda operatives
requires an unprecedented |l evel, as | have said,
of cooperation between police, |aw enforcement,
imm gration officials and the |ike, not just
donmestically but internationally as well.

Again, in nmy service's assessnent
the threat environment that we currently confront
has never been more sinister. This has direct
i mplications for how we satisfy our mandate as it
relates to public safety and security.

| often say that where once threat
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and ri sk managenent was i nformed by the assessed
| evel of the threat, now we operate on the basis
of the worst-case scenario. When you are talking
about al -Qaeda, the worst-case scenario is always
catastrophic. Those are the realities that we
confront.

MR. DAVID: Fornmer Director
El cock, over the course of his testimony in the
| ast two days, well described how the service
re-prioritizes energies and comm t nment of
resources according to the changing environment.

| understand now from his
testi mony that approximtely two-thirds of CSIS
resources are dedicated to counter-terrorism
activities.

In that regard, M. Hooper, |
under stand that your service has a research
department, and in order to informyour menbers
and to i nform agencies and police forces invol ved
in the security environment, in fact publishes
periodically different studies.

We have produced,

M. Comm ssioner, as Exhibit 10, five of the
studi es that we esteem as being the nost rel evant

to the works of this Comm ssion.
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THE COWMM SSI ONER: They are not
in this box?

MR. DAVID: They are a separate
bi nder that was filed as Exhibit 10.

THE COMM SSI ONER: Ri ght. |
have it.

MR. DAVID: Do you have your copy,
M. Hooper?

MR. HOOPER: Yes.

MR. DAVID: M. Hooper, maybe if
you coul d descri be how your service goes about
creating these studies and what is the use they
serve?

MR. HOOPER: Again, | spoke of the
coordination that is required between all el ements
of the Canadi an security intelligence conmunity,
and the private sector for that matter, that has a
responsibility to safeguard assets fromthe
terrorist threat.

We have an obligation, as we see
it as a service, to informthose officers worKking
with the | aw enforcenment agencies, custons and
imm gration officials, people who manage Canada's
critical infrastructure, to have some appreciation

for that threat environment.
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As a feature of the
responsibilities of our Analysis and Production
Branch, we produce a vast array of assessments and
reports touching on a wi de variety of issues that
relate to the threat environment that we like to
get out in the hands of these people.

These docunents, again, are
produced by our Analysis and Production Branch.
For the most part you can find them on our
Website. For the nost part they are unclassified
or, at nost, we put a caption on themthat they
are intended for official use only for those
docunments that are designed to be passed to
muni ci pal | aw enforcenment agencies or provincial
police forces.

MR. DAVID: Having had the benefit
of reading these documents, | would like to
attract your attention to certain excerpts.

First of all, there are five
studi es that have been produced, M. Conm ssioner.

The first is a profile of Syri a.
It was produced by CSIS in July of 2003.

The second tab contains a brief
coment on the Canadi an Arab Community dated

Oct ober 2002.
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Tab 3 refers to a study on
bin Laden's statement issued in November 2002,
whi ch M. Hooper has explained is a direct comment
on Canadi an security.
Tab 4 refers to al -Qaeda and
produced in Septenber of the year 2002.
Finally, again another study
profiling al-Qaeda and it is dated Septenmber 2001.
| would |ike to attract your
attention, M. Hooper, to Tab 1 concerning Syri a.
Unfortunately, page nunbers do not necessarily
appear because of the fact that we received them
for purposes of dissem nation in an electronic
form | in fact will refer you to the bottom of
page 2, that is the first page being "Background”
and so the second page is the foll owi ng page.
The | ast paragraph of that page
reads as follows:
"Syria and its intelligence
services are frequently
accused by the international
community of conducting or
supporting acts of terrorism
Thus, in 1986, after Syria

was accused of planting a
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bomb on an aircraft in
London, the country was hit
with sanctions by several
countries. It was not until
and after its participation
al ongside Allied Forces in
the Gulf War that Syria's
reputation was partially
restored. However, the
international comunity
continues to suspect Syria of
human ri ghts viol ati ons,
possessi on or devel opnent of
weapons of mass destruction
and an invol venment in
terrorism™
This study also refers to
Syria's human rights activities. | refer you now
to page 12 of the document. |In fact at this time
you do actually see the number 12 on the top of
t he page.
In that regard, the study is
guoted as foll ows:
"The Syrian government has

often been reproached for
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human ri ghts viol ati ons.
However, there has been some
i mprovement in recent years.
Numer ous political prisoners
have been rel eased and, in
1994, all members of the
Jewi sh comunity were issued
exit visas to travel abroad.
However, human rights

organi zations estimate that
bet ween seven hundred and

ei ght hundred political
prisoners and prisoners of
consci ence are still

i mprisoned in Syria."

These studies, and perhaps it is

not to your know edge, what is the reference basis

for these profiles?

MR. HOOPER: Are you talking in

terms of the fact what the sources of information

that go into the docunents?

MR. DAVID: Yes. Are they based

on essentially open information?

MR. HOOPER: Open information, new

i nformati on.
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MR. DAVID: So they are not the
product of CSIS intelligence per se?
MR. HOOPER: They could be the
product of declassified intelligence, but I
recogni ze the wordi ng of some of these as com ng
from documents |like or at | east the concl usions
fromdocuments |i ke those prepared by amesty
international, for exanple.
MR. DAVID: Right.
| refer you nowto Tab 2, which is
a study that is entitled, "The Canadi an Arab
Communi ty".
In the summary, which is the
actual first page, we read as foll ows:
“A high degree of frustration
exists within the Arab
comunity in Canada."
| move on to the second paragraph,
and in the context of an incident that occurred at
Concordia university it says the foll ow ng:
"“Al t hough the Concordi a
i nci dent became violent, in
t hat protestors tossed chairs
and newspaper boxes and broke

wi ndows before being driven
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back by Montreal police, it
is important to note that
this inclination to violence
appears to be
unrepresentative of the Arab
comunity in Canada.

However, any offici al
approaches nust be cauti ous
in order not to provoke this

sensitive community."

It goes on to say:

"I n the event that the Arab
community is provoked, the

CAF. . ."

VWhich is the Canadi an Arab

.. may mobilize the
comunity's anger against the
government, leading to
denmonstrati ons and possibly
escalating to isolated acts
of civil disobedience. At
this time, it is recomended
t hat any official dealings

with the Arab conmmunity be
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done carefully and policies
and comments which may be
interpreted as biased and/ or
i nfl ammat ory be avoi ded. "
Again, in the same study, and
now refer to the actual heart of the docunment,
agai n not numbered but it would be the first page,
there are four sub-titles. The third sub-title is
entitled, "Previous Protests by the Arab
Communi ty", which reads as foll ows:
"According to 1996 census
figures, the Arab comunity
in Canada conpri ses
approxi mately 250, 000 peopl e.
Whi |l e homel and issues in the
M ddl e East, such as the war
against Iraq (1990-1991), UN
sanctions against lIraq, and
t he Pal estinian-Israeli
conflict, resonate strongly
within the community, most
Arabs in Canada remain
peaceful and voice their
opi ni ons accordi ngly.

Service informati on i ndi cates

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

foll owi ng page.

but we wil

495

that in spite of several
protests by the Arab
community throughout Canada
in the past decade, most have
been non violent. The
Service believes that the
Arab community is wary about
its i mge and does not wi sh
to be perceived by the
Canadi an public as violent.
Particularly since 9/11,

Ar ab- Canadi ans are especially
sensitive and do not want
their reputations to be

further tarnished."

Finally, | refer you to the

Unfortunately again, not numbered

page 2, paragraph 5, and the

second sentence reads as foll ows:

"Al ready, Service information
i ndi cates that several
members of the Arab conmmunity
feel they are being unfairly
targeted by governnents

officials (CSIS/ RCMP) and
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t hat the CAF has organi zed
informati on sessions in order
to di scourage nmembers from
speaking with such officials.
Fromthe Service's point of
view, it is essential that

| ines of communication with
the Arab community remain
open. Therefore, official
dealings with the community
must be done with due

diligence."

Those are essentially the extracts

to the Comm ssioner and form

part of the public record.

guesti ons.

M. David.

coul d expl ore one or

t hese docunents.

On that note, | have no further

Thank you, M. Hooper.

THE COWMM SSI ONER: Thank you,

M.
MR.

Wal dman.
WALDMAN: M. Conm ssioner, |
two areas. | just received

haven't read them

THE COMM SSI ONER: Right. |
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under st and t hat.

MR. WALDMAN: | haven't received
the targeting docunents. So | don't want to go
into that area.

But | m ght have ten or 15 m nutes
wort h of questioning now or we could just |eave it
until --

THE COWMM SSI ONER: What is your
estimate in total would you think?

MR. WALDMAN: Much |l ess than with
M. Elcock. G ven the way the witness has been
answering questions, | expect it will be a much
easi er process.

THE COMM SSI ONER: Ri ght. Okay.

MR. WALDMAN: | would say maxi num
two hours but | don't even think that. | haven't
read these docunents yet so | --

THE COMM SSI ONER: | understand.

MR. WALDMAN: | could do one area
today if you want.

THE COMM SSI ONER: Sure. If that
suits you, go ahead.

MR. WALDMAN: | just wanted to
expl ore one area, which is the accountability area

with M. Hooper.
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s it true that as a result of the
nature of the terrorist threat that the RCMP is
now getting much more involved in what you
woul dn't consider to be the intelligence area as
opposed to before 9/117

MR. HOOPER: That is a difficult
guestion. | don't know -- my own personal opinion
is that the RCMP has been nore directly engaged in
enforcement activities around issues that
traditionally come back to a security intelligence
domain. | think that is probably a function of
t he passage of Bill C-36, | think, which
identified a nunber of terrorist offences and
created a number of new powers for | aw
enforcement. | think it was a natural response of
| aw enforcement to get nore engaged.

| can also tell you that there was
a rather |arge body of information that was shared
wi th or has been shared with the RCMP and ot her
police forces with regard to al -Qaeda and the
t hreat environment.

| think shortly after 9/11, the
RCMP est abl i shed what are known as i ntegrated
nati onal security enforcenment teans in Montreal,

Ottawa, Toronto, and Vancouver that are
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effectively joint task forces involving police
forces froma nunber of jurisdictions, custons
officials, immgration officials. W have CSIS
officers seconded to these insets.

| think that frommy experience
the focus of the insets, while they haven't
resulted in any charges under C-36, their
activities have been largely enforcement oriented.

So | don't know that | would agree
that they are nmore involved in the collection of
intelligence, but | do accept that there is
probably greater potential now for the critical
pat h of enforcement activities branching off into
areas that others m ght consider to be
intelligence collection.

MR. WALDMAN: | asked this
guestion of M. Elcock, but I don't knowif | got
a clear answer fromhim So | amgoing to ask it
to you agai n.

| am alluding to what you j ust
said. Isn't it true that the passage of C-36 and
the definition of terrorismas an offence now
requires the RCMP to investigate persons who they
t hi nk m ght be menbers because they are now

commtting an of fence by being members of those
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organi zati ons?

MR. HOOPER: C-36 has that effect.

MR. WALDMAN: Right. So, now,

t hey have to gather intelligence and information
to determ ne whether or not a person is a member
of a terrorist group because there is the
potential of them being charged with being a
member of the group.

MR. HOOPER: Yeah, | think the
traditional reliance that the RCMP has on our
service for identifying those investigative | eads
that come back to their national security
enf orcement mandates still exist; in other words,
t he mechani sms for cooperation and the exchange of
i nformation between us and the RCMP that existed
before are still there.

And in ny experience, ny
experience bears out the fact that the RCWMP still
relies on the service for the provision of
investigative | eads around terrorist or terrorist
of fenses.

MR. WALDMAN: Now, the fact that
you have a liaison officer, a CSIS officer,
working in these I NSETS -- | NSETS?

MR. HOOPER: | NSET.
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MR. WALDMAN: | -N-S-E-T?

MR. HOOPER: That is right,
| nt egrat ed Nati onal Security Enforcenment Team

MR. WALDMAN: Does this CSIS
of ficer, when he works for the I NSET, have access
to the CSIS database?

MR. HOOPER: No, he's there as a
secondee, which nmeans, for all intents and
pur poses, when he goes to the INSET he is an RCMP
empl oyee.

He is not there as a |iaison
officer. He or she is there because of the
particul ar expertise that they bring to the
nati onal security domain, nothing nmore, nothing
| ess. But there is no expectation and, in fact,
our secondees to I NSETs are informed that they are
not there as liaison officers. They respond to
direction fromthe RCWMP, so..

MR. WALDMAN: You didn't mean to,
but you didn't answer ny question directly.

Do they have access to the CSIS
dat abase when they are working on the | NSETs, if
they are the CSIS officer there?

MR. HOOPER: Well, they don't have

access to the CSIS dat abase there, they have

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

502

access to the CSIS dat abase.

MR. WALDMAN: Yeah. Okay, so they
do?

MR. HOOPER: Yes.

MR. WALDMAN: I n other words, the
CSI S officer working on the I NSET could go back to
the CSIS office and access the database whil e he
has been seconded?

MR. HOOPER: He could -- he or she
coul d.

MR. WALDMAN: Ri ght.

MR. HOOPER: And we woul d know
about it.

MR. WALDMAN: | assumed you woul d.
| hope you woul d, or else we are in trouble.

MR. HOOPER: Ri ght.

MR. WALDMAN: But he coul d then
take that information back to the | NSET?

MR. HOOPER: He or she could, and
we woul d know about it.

MR. WALDMAN: Right. Wuld it

have to be approved before he took the information

back? | mean, because we have been told that CSIS
information can't | eave CSIS -- can't be discl osed
wi t hout every disclosure being approved. In this
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case --

MR. HOOPER: That's correct.

MR. WALDMAN: -- would it have to
be approved?

MR. HOOPER: Yes. No, our -- |
mean, our secondees to the |INSETs, again, are told
that they are there as secondees, not as |liaison
of ficer.

We can track every search and
every document printed in our national security
dat abases. We audit that all the tine. |If a
secondee to an | NSET were to access BRS or our
dat abase and extract docunments fromthat, we have
a way of knowi ng that and we woul d put an end to
it.

That's not why you are there.

They cannot print docunents, wal k out of the
buil ding with those docunents and deliver them up
to the | NSET.

MR. WALDMAN: | understood that.
| wasn't even suggesting that. | was just
wondering nore about the information.

So if we have a CSIS officer on an
| NSET, he could come back to the CSIS office,

access the database, get the informati on and cone
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back to the I NSET and say, "Well, | saw this on
t he dat abase, this piece of informati on that m ght
be hel pful for an investigation"?

MR. HOOPER: Sure, that is
possi bl e, absolutely.

MR. WALDMAN: |If he just took the
informati on without producing a document, would he
have to get perm ssion to disclose it?

MR. HOOPER: Yes, he woul d.

MR. WALDMAN: Even if those
circunstances?

MR. HOOPER: Yes. |t would
probably be the last tinme he would disclose
i nformation.

MR. WALDMAN: Oh, he's not
supposed to --

MR. HOOPER: No, no. W have a
way of disclosing information to the RCMP | NSET
t hat has got nothing to do with our secondee. The
secondee is there because of an expertise, not
because of his access to a database.

MR. WALDMAN: So in other words,
if he were to do this, this would be not something
he's supposed to do?

MR. HOOPER: This would definitely
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be somet hing that he or she would not be supposed
to do.

MR. WALDMAN: All right. Well,
this is intriguing. He could go back and get the
information for himself to assist in the
investigation and not reveal it to anyone el se.

MR. HOOPER: He is not supposed to
do t hat.

MR. WALDMAN: He's not even
supposed to do t hat.

MR. HOOPER: He doesn't work for
us. He workings for the RCMP.

MR. WALDMAN: Okay. Well, I'm
sorry.

So once he's on I NSET, he is not
supposed to access the database at all?

MR. HOOPER: |If the RCMP needed
data from our database, there is a mechanismfor
themto request it, and the mechanismis not
t hrough our secondee to the INSET, it's through
the regular liaison channels, in Ottawa, for
exanpl e, that A division would have with our
Ottawa region.

MR. WALDMAN: Okay.

MR. HOOPER: They are not to task
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you are our secondee to go back to the office and
collect information. That's just not the way it
wor ks.

MR. WALDMAN: Does each | NSET have
a CSIS officer seconded to it?

MR. HOOPER: | think Toronto is a
little bit anomal ous because the structure of the
| NSET in Toronto is such that you have an officer
in charge of the Combi ned Forces Speci al

Enf orcement Unit, which subsumes | NSET. We have

an officer assigned to CFSEU. | don't know if we
al so have an officer assigned to the INSET. | am
not clear on that. But in Vancouver there

are --Vancouver, Montreal and Ottawa.

The Toronto circumstance is a
little bit anomal ous because of the structure that
O Division RCMP has inposed on the I NSET. But we
do have a guy within that CFSEU umbrella, which
subsumes | NSET.

MR. WALDMAN: Sorry, you are using
a world that --

MR. HOOPER: |'m sorry.

MR. WALDMAN: | mean, CF --

MR. HOOPER: CFSEU is the Conbined

Forces Special Enforcenment Unit, which is based
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out of Toronto.

MR. WALDMAN: And what is this?

MR. HOOPER: It is like a joint
task force, originally struck to investigate
organi zed crime. It is under -- and perhaps you
know him Chi ef Superintendent Ben Soauve. He has
been in the newspaper fromtime to tinme. He is
t he commander of the CFSEU, which al so has under
its umbrella the Integrated National Security
Enf orcement Team  Our original secondee with O
Di vision, the division responsible within the RCMP
for southwestern Ontario, was the CFSEU, but
t hi nk he can bounce back and forth.

I "' m ki nd of on dangerous ground
here, M. Wal dman, because, quite frankly, this is
my belief. That's the way it was when | |eft
Toronto, but | amnot sure what it is |ike now.

But there is a guy there.

MR. WALDMAN: Okay, there is a
CSI S operative in Toronto.

MR. HOOPER: Yes, that is seconded
to the RCMP.

MR. WALDMAN: That's available to
| NSET i f they need hinP?

MR. HOOPER: That is right.
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MR. WALDMAN: Okay. We only have
a few more mnutes and | need to read this
material to be able, but I wanted to -- you have
t al ked extensively about SIRC and about the
accountability process within SIRC. And you have
said that it's very inportant and it is a major
contri buti on.

G ven your past experience with
t he RCMP, maybe you could tell us whether you
think, in light of the changes in Bill C-36 and in
i ght of the nove of the RCMP to terrorism
of fenses, which requires themto engage in
intelligence, and in light of the |ack of any
accountability mechanismin Bill C-36, whether
this is a matter of concern to you, personally?

MR. HOOPER: To me, personally?

MR. WALDMAN: Yes. | don't think
you have a position on behalf of the service, but
per haps you could assist us. You have 30 years of
experience and you were deeply involved in the
SI RC process for a long period of time. You know
how it works and you said it with us very
effective. Does it raise concerns to you that
there is no equival ent process now for

intelligence operations in the RCWMP?
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MR. HOOPER: Concern. "Concern"
is a bigword. | think the RCMP woul d be better
if they had an external review process that

applied to their activities within the national

security domain. They will hate me for saying
t hat .

MR. WALDMAN: Thank you. | think
we will stop there for today.

Thank you.

THE COWM SSI ONER: Okay. | was

t hi nki ng about an earlier start tonorrow, given
our schedule, but | realize you just got some
docunents.
Does nine thirty make sense? |Is
t hat okay with you?
MR. WALDMAN: How about we do a
conprom se? Nine forty-five.
THE COMM SSI ONER: Ni ne
forty-five, it is. We will rise till then.
THE REGI STRAR: All rise.
--- Whereupon the hearing adjourned at 4:30 p. m,
to resume on Wednesday, June 23, 2004
at 9:45 p.m / L'audience est ajournée a
16 h 30, pour reprendre le mercredi 23 juin

2004 a 9 h 30
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Lynda Johansson,
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