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Ottawa, Ontario / Ottawa (Ontari o)
--- Upon comenci ng on Monday, June 21, 2004

at 10: 00 a.m / L'"audience débute | e |undi
21 juin 2004 a 10 h 00

THE COMM SSI ONER: You may
sit down.

We will wait a couple of m nutes,
M. Cavalluzzo, while cameras are taking pictures.
--- Pause

MR. CAVALLUZZO: Before we start
this morning | thought that | would introduce
counsel to you.

THE COWM SSI ONER: Pl ease do.

MR. CAVALLUZZO. MWth me, as you
know, is Comm ssion counsel, Marc David. Wth us
today there will be Adela Mall and Veena Ver nma.

In the front row to your right is M. Arar's

counsel, M. Lorne Wal dman, Ms Par nes and

Ms Davi es.
THE COWM SSI ONER:  Good nmor ni ng.
MR. WALDMAN: Good morni ng.
MR. CAVALLUZZO:. Gover nment
counsel today will be Ms Mclsaac and M. Baxter.

THE COWM SSI ONER:  Good nor ni ng.
MR. CAVALLUZZO:. Ms Ml saac, |
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don't know if you want to introduce the counsel
behi nd you.

MS Mcl SAAC: That's fine.

MR. CAVALLUZZO: Thank you.

| thought this morning at the
begi nning I would give somewhat of a brief road
map as to where we are headed in the next three
days and weeks in respect of this public inquiry.

This norning and for the next
coupl e of days, indeed on June, 22nd, 23rd, and
30th, we are going to be hearing from contextual
wi t nesses, beginning today with M. Ward El cock
who is the former Director of CSIS.

Tonorrow we will be hearing from
the Assistant Director of CSIS, M. Hooper; and on
Wednesday we will be hearing from M. Sigurdson,
who is a representative of DFAIT, Department of
Foreign Affairs and he is the head of the Consul ar
Di vi si on.

Next week, on June 30th we wil
hear fromthe RCMP and we will be hearing from
Deputy Conm ssioner Garry Loeppky.

|f we do not conplete the
contextual evidence in respect of the

cross-exam nations and so on, we will continue on
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July 6th, so | would ask counsel to hold that date
open in case this contextual evidence is not
conpl et ed.

On July 5th, as you know, we wil
be hearing a motion fromM . Arar in respect of
t he di sclosure of certain informati on and
documents.

After that motion, two weeks | ater

on July 19th, we will start what | call the Arar
evidence. Our first witness will be Monia Mazi gh.
We will be hearing evidence for

two weeks, the week of July 19th and the week of
July 26th, and then we will be taking a break and
resum ng after Labour Day, which is September 7th
or thereabouts.

In the nonth of August and the
early part of Septenber, the Comm ssion counsel
will be reviewi ng further government documentation
at this time. We will have received t housands of
docunments which we have revi ewed and which the
government has redacted and we will be di scussing
a process in order to try to expedite the hearings
in light of the nature of some of the evidence
whi ch may have to be heard in camera because of

its content in respect of its national security
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confidentiality.

Thi s norning, at the begi nning
will be giving a very brief overview of the | egal
framework as well as the structural framework
surroundi ng national security in Canada and then,
hopefully in an hour or so, we will be hearing
fromour first witness, M. Ward El cock.

What | intend to do, | intend to
conplete nmy overview by about quarter to 11:00 or
10 to 11:00. We shall break to give M. Elcock
time to come and place hinmself in the witness box.
We shall commence his evidence around 11 o' cl ock.

Before conmmencing with the
overview, you should have before you a | arge
bi nder with the opening statements, which have
been filed both by the parties and the
i ntervenors.

THE COMM SSI ONER: Yes, | do. |
have that .

MR. CAVALLUZZO: | thought we
m ght file that as an exhibit, as a bundle. As
you can see, at the beginning of the volume it is
appended wi th numbers, and so on. |If we perhaps
file that as the first exhibit.

THE COMM SSI ONER: Exhibit 1.

StenoTran
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EXH BIT NO. P-1: Opening
St at ement Bi nder

MR. CAVALLUZZO: When we hear from
M. Elcock there are a few other docunments that |
will be giving you.

That brings us to the overvi ew.
You shoul d have a copy of that in front of you and
| amgoing to briefly take you through it.

For the parties and the
intervenors, this is an attenpt by Comm ssion
counsel to give a fairly broad overvi ew not only
of the |l egislation but of the organizational and
structural framework which applies to the nati onal
security environment in Canada today. |If there
are any conmments in respect of the |legislation or
anyt hing i ndeed that we have in this memrandum
we woul d be pleased to hear fromyou and, if
necessary, we will incorporate those changes.

The overview is really divided
into three parts. The first deals with the
| egi sl ative framework in Canada today.

Secondly, we will | ook at the
framework of the international |aw which m ght be
applicable to the facts brought before you in this

public inquiry.
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The third part deals with the
organi zational or structural framework for
nati onal security in Canada today.

Now, if | could briefly refer to
the legislative framework in Canada, the first
| egislation that I will refer to is the
Anti-TerrorismAct, or otherw se known as
Bill C-36, which was an extensive response by the
f ederal governnment to the events of Septenber 11,
2001.

It was introduced into Parliament
on or about October 15, 2001 and received Royal
Assent on December 18, 2001.

During the period, you may recall,
bet ween Oct ober 15th and Decenber 18, 2001 there
was a great deal of public debate within Canada,
in respect of these provisions and, as you wil
see, there was sone response from Parliament and
fromthe government to these comments made by
different segments of the public.

The point that | would refer to
initially is the comment of the federal government
which is quoted on page 1, wherein they state:

"A key he el enment of Canada's

Anti-TerrorismAct is
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prevention. The focus on
prevention is sonmething of a
cultural shift for our |aw
enforcement community. It

pl aces the is the emphasis on
t he collection of
intelligence, rather than the
investigation of crimes that
have already occurred."

As you will see, this will be a
recurring theme throughout this public inquiry,
and that is the differences between police work or
| aw enf orcement work and the collection of
security intelligence.

Bill C-36 amended nunmerous pieces
of legislation including the Crim nal Code, the
Official Secrets Act and the Canada Evi dence Act.
In the next few pages we have summari zed t he
i mpact of each of the parts of Bill C-36 and
wi Il highlight some of them

Part 1 of Bill C-36 anends the
Crim nal Code to inplement a nunber of
i nternational conventions which are related to
terrorism It creates offences related to

terrorism including financing of terrorism and
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the participation, facilitation and carrying out
of terrorist activities, and it provide a nmeans by
whi ch property belonging to terrorist groups or
properly linked to terrorist activities can be
sei zed, restrained or forfeited.

I n respect of those changes to the
Crim nal Code we commence, at page 3, descri bing
t he i nportant changes.

Really, the first change which we
shoul d be aware of is the definition of "terrorist
activity"” which is defined as:

an act or om ssion that
t akes place..."
And this is inmportant:

..either within or outside
Canada. . ."
Then the first part:
"...that is an offence under
one of the ten United Nations
(UN) anti-terrorism
conventions or protocols."
In the legislative materials you
will see Bill C-36 which sets out those 10 United

Nati on conventi ons.

The i nportant definition of
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"terrorist activity"”

Once agai n:

is found as well on page 3.

"A “terrorist activity' may
al so include an act or
om ssion, within or outside

of Canada. . .

Whi ch is somewhat of a departure

fromour crimnal |aw. Another departure is the

first paragraph, which is:

..commtted for the political,

religious or ideological purpose,

obj ective and cause, "

So that now we are interested in

moti vation, which sometimes we aren't in the

crimnal | aw.

It goes on:

"...with the intent of
intimdating the public with
regard to its security,

i ncludi ng econom c security,
or conmpelling a person,
government, or a domestic or
an international organization
to do or to refrain from

doi ng any act, and
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great deal

That

10

intentionally causes death,
seriously harms or endangers
a person, causes substanti al
property damage that is
likely to seriously harm
peopl e, or causes a serious
interference with or

di sruption of an essenti al
service, facility or system™

| ast part, the interruption

di sruption of essential services created a
of debate and in response to that

debate the followi ng sentence was added:

“"Interfering with or

di srupting an essenti al
service is not a terrorist
activity if it occurs as a
result of advocacy, protest,
di ssent or stoppage of work
that is not intended to harm
or endanger a person or pose
a serious risk to health and

safety.”

As well there is an interpretive

clause which is inportant, which can be found at
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the bottom of the page, which states:
“Under this definition ... an
expressi on of political,
religious or ideol ogical
t hought, belief or opinion
alone is not a "terrorist
activity', unless it is part
of | arger conduct that meets
all of the requirenments of
t he definition of "terrorist
activity'."

M. Comm ssioner, that is another
recurring theme that we will see throughout this
inquiry, and that is the tension or the bal ance
bet ween protecting national security and at the
same time protecting civil liberties. We will be
comng to that throughout this inquiry.

A "terrorist group” is also
defi ned and has two i nportant aspect. One, it is"
"an entity that has as one of
its purposes or activities
facilitating or carrying out
any terrorist activity, or
alisted entity as defined in

s. 83.05 ... and i ncludes an
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associ ati on of such
entities.”

At this particular time in respect
of the listed entities, there are 35 such entities
which are listed in the regulations. As is noted
in the overview, 25 of the 35 listed entities are
descri bed as Islam c or Muslimextrem st groups.

Terrorismoffences. | won't be
goi ng nmuch beyond this, but terrorismoffences is
very important as well because it includes:

"...an indictable offence
under any Act of Parliament
that is done for the benefit
of, at the direction of, or
in association with a
terrorist group;

where the act or om ssion
constituting the offence al so
constitutes a terrorist
activity."

So those are the inportant
definitions which have now becone part of the
| egal framework in Canada.

The ot her inmportant aspects | will

point to you but without going into them
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Fi nancing of Terrorism That is a very inportant
i ssue. That inplenments a number of UN
conventions, as you will see.

The List of Entities is referred
to at page 5.

There are a number of other
aspects to the new |l egislation in respect of
Freezing of Property, Seizure and Restraint of
Property, Forfeiture of Property.

At page 7 we expand on the new
of fence of Participating, Facilitating,
| nstructing and Harbouring terrorist groups.

And | would I'ike to spend a few
m nutes on two important aspects of Bill C-36
whi ch are part of the machi nery now t hat
government has to deal with terrorism

The first is what is referred to
as an Investigative Hearing, and that is defined
and described at page 8 of the memorandum

You will see that:

"Sections 83.28 and 29

provi de for a procedural
mechani smto gat her
informati on about terrorism

of fences from persons with
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knowl edge. A peace officer,
on the consent of the
Attorney General, may apply
ex parte to a judge for an
order that requires

i ndi viduals with information
rel evant to an ongoi ng
investigation of a terrori st
of fence to appear before a

j udge and provide that

i nformation."

The conditions which the judge has

to be satisfied with in ternms of allow ng the

government access to this investigative hearing

are twofold.

One:

"there are reasonabl e grounds
to believe that a terrorism
of fence has been comm tted,
and i nformati on about the

of fence, or the whereabouts
of the suspected perpetrator,
is likely to be obtained as a

result of this order."

Or there are reasonable grounds to

StenoTran
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believe that a terrorismoffence is about to be or
will be commtted.

The i nportant aspect of this new
mechani sm whi ch created a great deal of debate is
t hat :

"The person naned in the
order has the right to | egal
counsel, but nust answer
guestions and produce things
as required by the order,
subj ect only to cl ainms of
privilege or
non-di scl osure ..."
| nportantly:
"The person has no right to
refuse to answer questions or
produce things on the ground
of self-crimnation, but such
informati on cannot be used in
current or future crim nal

proceedi ngs agai nst the

person, except ... for

perjury ...
The ot her new mechani smt hat

will refer tois referred to as preventative
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arrest or

16

recogni zance with conditions.

"These provisions relate to
powers of 'preventative
arrests'. Section 83.3

all ows a provincial judge to
require a person to enter
into a recogni zance to
prevent a 'terrorist
activity' from being carried
out. W th the consent of the
Attorney General a peace

of ficer who

- believes on reasonabl e
grounds that a terrori st
activity will be carried out;
and

- suspects on reasonabl e
grounds that the inposition
of a recogni zance with
conditions on a person, or
the arrest of a person, is
necessary to prevent the
carrying out of the terrorist
activity,

may | ay an information under
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oath before a provincial
court judge. The judge may
t hen conmpel the person naned
to appear before the judge."
So these are two significant
amendments to the Cri m nal Code, and because of
their significance you will see that:
"Pursuant to section 83. 31,
t he federal and provincial
Attorney Generals are
required to report annually
on the use of the
investigative hearing and
preventative arrest
provi sions. "
Bot h provisions are subject to a
renewabl e five-year sunset provision under 83. 32.
There are other provisions in the
Code that have been anended that had we refer to.
W r et appi ng, for exanple, we descri be at pages 10
and 11, and others as well that we really don't
have the time to expand on this norning.
Anot her inportant change, though,
t hat we should |l ook at is Bill C-24 which is

descri bed at page 12.
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As you know, police officers
investigating crinmes such as smuggling of
contraband, and so on and so forth, and
international terrorism use a variety of
t echni ques, including on occasion comm tting
offences to infiltrate, destabilize and dismantle
t hese operations.

What Bill C-24 does is it
strengthens the ability of |aw enforcement
officers and prosecutors to fight organized crime
by amendi ng t he Code and establishing an
accountability process to protect |aw enforcenent
officers fromcrimnal liability when they comm t
certain acts that would otherwi se be consi dered
illegal during the course of the crim nal
i nvesti gation.

That i nportant accountability
process is referred to in the final paragraph
wherein it states that such public officers who
commt these offences have to file a witten
report and annual reports.

So there is that accountability
mechanismto deal with contraventions of the | aw.

Com ng back to the opening parts

of the framework, you will see that -- this is at
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page 2 -- comng to Part 2 of Bill C-36, Part 2
amends the Official Secrets Act, which now becomes
somet hing called the Security of Information Act.
"It addresses security
concerns, including threats
of espionage by foreign
powers and terrorist groups,
econom c espi onage and
coercive activities against
all persons in Canada. It
creates new offences to
counter intelligence-
gathering activities by
foreign powers and terrori st
groups, as well as other
of fences --"
The description of what the new
| egi sl ati on does can be found at page 15 of the
menmor andum
The i nportant parts of the
Security of Information Act, which as said before
used to be called the Official Secrets Act, can be
found at the bottom of the page where we descri be
t hat :

"I nstead of referring to
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classified information', the
new Act uses the phrase
“informati on that the

Government of Canada is

t aki ng measures to

saf eguard’ .

Section 8 defines speci al
operational information. That can be found at
page 16.

It is interesting to see that the
criteria which are set out in this definition of
speci al operational information is very simlar to
t he ki nds of principles that you will have to | ook
at in respect of hearing matters in camera.

For example, the first part talKks
about confidential sources of information or
intelligence.

The second part deals with
mlitary plans which would protect a national
def ence.

The third part tal ks about the
means that the government used or intends to use
to covertly collect or obtain, assess or analyze
i nformation.

The fourth part is whether a
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pl ace, person, agency, group, et cetera, which is
intended to be the object of a covert
investigation or covert collection of information,
et cetera.

The fifth part is in ternms of the
identity of a person who is engaged in covert
activities, and so on and so forth.

So the principles we see within
this definition are somewhat simlar to the
principles that we will have to consider in
respect of whether hearings should be heard in
camer a.

Part 3 of Bill C-36 anends the
Canada Evi dence Act.

As you know, the amendments to the
evi dence act inposes obligations on parties to
notify the Attorney General of Canada if they
anticipate the disclosure of sensitive information
or information the disclosure of which could be
injurious to international relations, national
def ence or security.

The changes brought about by Bill
C-36 to the evidence act are descri bed as page 13
of the memorandum

In the first paragraph we refer to
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section 37, which is the specified public
interest, but | would like to i mediately nove to
section 38, which of course is the inportant
provision in respect of this public inquiry.
As you know, section 38 deals with
t he disclosure of information relating to
i nternational relations, national defence and
nati onal security.
The two i nportant definitions are
found on this page. The first is "sensitive
i nformati on".
Sensitive information is defined
as:
"information relating to
international relations or
nati onal defence or nati onal
security that is in the
possessi on of the Governnment
of Canada, whet her
originating frominside or
out si de Canada, and is of a
type that the Government of
Canada i s taking measures to
saf eguard. "

Once again simlar to the
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definition of informati on found in the Security of
| nf ormati on Act .

The ot her inmportant definition is

"potentially injurious information", which is:
"information of a type, that
if it were disclosed to the
public, could injure
international relations or
nati onal defence or nati onal
security.”

We descri be the procedure, which
is set out, and | would like to gloss over it but
just focus in on a couple of items.

The first is section 38.04, under
whi ch:

"... the Attorney General may
apply to the Federal Court
for an order with respect to
t he disclosure of information
about which notice was
given."

This of course is the inportant
clause in light of the terms of reference under
whi ch you act.

It goes on:
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"This application is
confidential and measures may
be taken by the court to
protect the confidentiality
of the application.”

And then the general rule is that:
"Pursuant to 38.06(1),
"[u] nl ess the judge concl udes
t hat the disclosure of the
informati on woul d be
injurious to international
rel ations or national defence
or national security, the
j udge may, by order,
aut hori ze the disclosure of
the information'."

And 38. 06, paragraph 2, provides
that if the judge concludes that the disclosure of
the informati on would be injurious to one of these
interests, but that the public interest in
di scl osure outwei ghs the i mportance of public
interest in non-disclosure, in that situation:

" t he judge may by order,
after considering both the

public interest in disclosure
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and the formof conditions to
di scl osure that are nost
likely to limt any

injury ..."

To any one of these three
interests, the judge may aut horize the disclosure,
subj ect to any conditions he or she may deem
appropriate in the circunstances.

Ot her aspects of the procedure are
al so set out there, including issuing a summary of
the information, which is somewhat simlar to the
process in which we find ourselves in |Iight of
your terms of reference.

THE COMM SSI ONER: So t hat,

M. Caval luzzo, is really a two-part or two
aspects to that test. There is the question
initially whether it would be injurious to

nati onal security, national defence or
international relations. That is one category.

And t he second part, under
38.06(2), at least for the Federal Court, is then
a bal ancing of the public interest against the
injury, if it falls within that.

MR. CAVALLUZZO: That is correct.

The public interest in disclosing the information

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

26

wei ghed agai nst the possi bl e damage that the
federal court judge has found in respect of one of
these three interests. That is correct.

So it is a two-step process.

THE COWMM SSI ONER: Thank you.

MR. CAVALLUZZO: We do descri be
ot her inportant changes to the evidence act. The
only other provision which I think is inmportant
for you and the public is to be aware of
section 38.13 of the evidence act, which enpowers
the Attorney General to personally:

"... issue a certificate that
prohi bits the discl osure of
information in connection
with a proceeding for the
pur pose of protecting
i nformation obtained in
confidence from or in
relation to, a foreign entity
or for the purpose of
protecting national defence
or national security."”

This certificate expires 15 years

after the day upon which it is issued.

The only aspect of judicial review
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in respect of such a certificate under

section 38.13(1) is that:
" a judge may vary, cancel
or confirmthe order to the
extent that the information
does not relate to
informati on obtained in
confidence fromor in
relation to a foreign entity
or to national defence or
security.”

So there are very limted rights
of judicial review.

THE COWMM SSI ONER: And just so
that that is clear again, what that says is that
at the end of the day regardl ess of any order that
may be made by a court or a Conm ssioner, or
whoever el se, the government can issue a
certificate and maintain confidentiality.

MR. CAVALLUZZO: That is correct.

There is one final backstop to
that, which is the Charter of Rights and Freedomns,
and that issue has not been determ ned yet.

| would |like to nmove on fromthe

evi dence act to other changes brought about by
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Bill C-36, com ng back to page 2 of the

menor andum

i nternational

financing or

support

Part 4 of the menorandun

amends the Proceeds of
Crime (Money Laundering) Act,
whi ch becomes the Proceeds of
Crime (Money Laundering) and
Terrorist Financing Act. The
amendments will assist |aw
enforcement and investigative
agencies in the detection and
deterrence of the financing
of terrorist activities,
facilitate the investigation
and prosecution of terrori st
activity financing of fences,
and i mprove Canada's ability
to cooperate

internationally."

There is an inportant

push in respect of preventing

of terrorist activities, and

this is part of Canada's response to the

i nternational

consensus that this kind of activity

shoul d be strictly prohibited and regul at ed.
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At page 28 of the memorandum we
descri be the changes, and the only aspect of this
| egislation that I want to refer to is the entity
called -- you will hear it as FINTRAC. That is
t he Financial Transactions and Reports Anal ysis
Centre of Canada.

You can see its mandate, as
broadened by Bill C-36, is described at page 29.

FI NTRAC i s:

" empowered to detect
financial transactions that
may constitute threats to the
security of Canada and to

di sclose this information to
CSI S and other ..."

That shouldn't say "other". It
shoul d say "and | aw enforcement agenci es".

Of course, CSISis not a law
enf orcement agency.

Then Part 3 of the Act descri bes
its mandat e.

Part 5 of Bill C-36 anmends
numer ous | egi sl ation, which we descri be
t hroughout. | don't want to take you through

those. We don't have the time. But they are
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wel | -described in this memrandum
Part 6 enacts the Charities
Regi stration, which is the Security Information
Act, and anmends the Income Tax Act, et cetera.
Finally, Part 7 is a very
i mportant aspect of Bill C-36, which once again
was part of the debate that we had between October
and December of 2001.
"Part 7 provides for a
conprehensive review of the
Anti-TerrorismAct and its
operation which will be
commenced by a Parliamentary
Comm ttee by December 18,
2004 --"
Which is three years fromthe date
of Royal Assent.
"The review is to be
conpleted within a year
unl ess further tinme is
aut hori zed by Parlianment."
That is the significant inpact
that Bill C-36 had on the | egal framework under
which we will be operating in this public inquiry.

There are ot her pieces of
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| egislation that I would like to briefly take you
t hrough so that you and the public are aware of
where we are headed.

The first can be found at page 18,
and this is the Canadi an Security Intelligence
Service Act, and we will be hearing a great deal
about that today through M. Elcock.

| think there are inportant parts
to highlight at this point in tine.

Obvi ously this is our domestic
civilian agency, which is under the direction of

the Director who controls and manages the

service -- and we will be tal king extensively
about this today -- under the direction of the
M ni ster.

The M nister:
"... may issue to the
Director witten directions
with respect to the Service."
That used to be called the
Solicitor General and we will be referring to the
new title shortly.
| nportantly there are limts on

what CSI'S can do. The mandate is that it may:

" .. collect, to the extent
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that it is strictly

necessary, and analyzes and

retains informati on and

intelligence on activities

t hat may be reasonably

suspected of constituting

threats to the security of

Canada; reports to and

advi ses the Government in

relation to these threats;"

That aspect that can be found in
t hat mandate descri bes what we refer to as the
intelligence cycle, which we will be hearing from
M. Elcock about.
The threats to the security of

Canada are expressly defined and these are set out
dealing with he is even and sabot age,
foreign-influenced activities. The inmportant one,
fromour aspect, is the third bullet, where a
threat to the security of Canada neans:

"...activities within or
relating to Canada directed
toward or in support of the
t hreat or use of acts of

serious violence agai nst
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persons or property for the
pur pose of achieving a
political, religious or

i deol ogi cal objective within
Canada or a foreign state.”

Those words "religious or
i deol ogical ™ were added to the definition of
"threat to the security of Canada" by virtue of
Bill C-36. But, once again, the tension with
civil liberties, you will see the closing
expression of "threats to the security of Canada”
says:

"...but does not include

| awf ul advocacy, protest or
di ssent, unless carried on in
conjunction with defined
threats..."

We descri be the accountability
mechani sms, which is, as you know, the inspector
general, which is an external independent review
body, as well as the Security Intelligence Review
Comm ttee, and we will be describing those
processes today and tomorrow.

The next | egislation which is

i mportant is the Royal Canadi an Mounted Police
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Act. We will be reviewing this with M. Loeppky
on June 30. Its mandate is set out in the m ddle
par agraph. The inmportant point, of course, is the
first bullet point, which says:
"It is the duty of members of
t he RCMP who are peace
officers to performall
duties that are assigned to
peace officers in relation to
t he preservati on of the
peace, ..."

-- and that's this is the inportant part here --
"...the prevention of crime
and of offenses against the
| aws of Canada and t he
apprehension of crimnals and
of fenders and ot hers who may
be lawfully taken into
cust ody".

There are sone revi ew mechani sns,
whi ch you are aware of, and certainly in respect
of the second part of your mandate you will be
closely reviewing this | egislation.

The next act which is inportant is

the Security Of fenses Act, on page 23. The
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i mportant part here is that the RCMP has primary
responsibility to performduties in respect of
this legislation and the of fenses defined therein.

Foreign affairs is described at
page 23. The inmportant aspect of foreign affairs
which we will be interested in this public inquiry
will be the conduct of diplomatic and consul ar
relations, as well as the international |aw
aspects under which foreign affairs has powers and
jurisdiction.

The National Defence Act descri bes
a number of intelligence agencies within that
| egislation. | won't refer to them now, but you
are aware of the CSE or the Communicati ons
Security Establishment, and that is described
extensively at pages 25 and 26.

That is a very inportant
intelligence agency within Canada. The review
mechani sm for the CSE, the Comm ssioner of the
CSE, his mandate is described at page 26.

Well, | would |like to nove on.
There are, obviously, other statutes which are
i mportant, which |I |eave for others to read at a
convenient time, and | would like to move into the

second real mor part of this paper, which is
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international |aw, because there are some very
i mportant international conventions which will be
rel evant to our mandat e.

We commence with the description
of "international |aw"' at page 34, wherein we
initially describe the United Nations suppression
of terrorismregulations. This is a Canadian
regul ati on which i mplements a nunber of United
Nati ons resol utions.

| would |like to move now to the
United Nations Anti-Terrorism Conventions. These
are described at the next page. These are the
conventions which have been i mpl emented by the
suppression of terrorismregul ati ons.

Now, in terms of international
docunments, the first is the -- is a very basic and
fundamental one in our |egal system and that is
the United Decl aration of Human Ri ghts, which, of
course, dates back to 1948. There are very
i mportant rights which are inportant here, such as
described in Article 2, which states that:

"Everyone is entitled to al
the rights and freedons set
forth without distinction of

any kind, such as race,
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col our, sex, | anguage,
religion, political or other
opi nion, national or social
origin, property, birth or
ot her status".

Article 3 is simlar to our

t he Charter which states:

"Everyone has the right to
life, liberty and security of
t he person”.

Article 5 states:
"No one shall be subjected to
torture or to cruel, inhuman
or degrading treatment or
puni shment ".

Article 6 states:
"Everyone has the right to
recognition everywhere as a
person before the | aw

Article 7 is the quality | aw
"Al'l are equal before the | aw
and entitled without
di scrimnation to equal
protecti on under the | aw"

Article 9 states:
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"No one shall be subjected to
arbitrary arrest, detention

or exile".

Article 10 stipul ates:

"Everyone is entitled to ful
equality, to a fair and
public hearing by an

i ndependent and i nparti al
tribunal, in the

determ nation of his or her
ri ghts and obligations and of

any crim nal charges"”.

Article 12 states:

"No one shall be subjected to
arbitrary interference with
his privacy, famly, home or
correspondence, nor to
attacks on his honour and
reputati on and everyone has
the right to the protection
of the | aw agai nst such

interference and attacks".

Finally, 13(2) states:

"Everyone has the right to

| eave any country, including
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his own, and to return to his
own country".

The next international convention
that | would refer to is the convention agai nst
torture and other cruel, inhuman or degrading
treat ment or puni shnment.

Article 1.1 defines "torture" in
t hose words that are found.

Article 2.2 states:

"I n]o exceptional

ci rcunmstances what soever,
whet her a state of war or a

t hreat of war, internal
political stability or any

ot her public emergency, may
be invoked as a justification
of torture".

Article 3.1 is a very inportant
clause and it provides: "[n]o State Party shall

expel, return or
extradite a person to
anot her State where there
are substantial grounds
for believing that he

woul d be in danger of
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bei ng subjected to

torture".

Article 3.2 states:

"[f]or the purpose of

determ ni ng whet her there are
such grounds, the conpetent
authorities shall take into
account all rel evant

consi derations, including,
wher e applicable, the

exi stence in the State
concerned of a consistent
pattern of gross, flagrant or
mass vi ol ati ons of human

ri ghts".

Article 15 states:

"[e]l]ach State Party shall
ensure that any statement

whi ch i s established to have
been made as a result of
torture shall not be invoked
as evidence in any

proceedi ngs, except against a
person accused of torture as

evidence that the statenment
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was made".

Articles 21 and 22 deal with the
authority of the Comm ttee Agai nst Torture:
Article 21 dealing with State versus State
conplaints; Article 22 dealing with individual
citizen versus State conpl aints.

In terms of -- as you know, with
i nternational conventions, the question is whether
the country ratifies and accepts the conventi on.
I n respect of Canada we signed the Conventi on
Agai nst Torture in 1985, we ratified it in 1987
and we have made no reservations in respect of its
application.

Jordan is also a state party to
t he convention and its dated of accessions was
November 13, 1991. Jordan did not make any
reservations. Jordan has not submtted any
decl arati ons.

The United States signed the
convention in 1988 and ratified it in 1994, with
numer ous reservations and under st andi ngs.

Syria has not signed or ratified
t he Convention Agai nst Torture and is, therefore,
not a state party to the conventi on.

The final international conventi on
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is the Vienna Convention on Consul ar Affairs. |
will be taking M. Sigurdson, on Wednesday,

t hrough that convention so there is no need to
touch on it right now.

Now, the remaining part of the
memor andum M. Conm ssioner, deals with the
organi zational framework for national security
prior to December 2004. We initially deal with
t hat, and then we al so deal with the situation as
of June 2004.

| just want to briefly touch on
certain things. As you know, in December of 2003,
Prime M nister announced structural or
restructuring changes to the government through
its paper, called "Securing Canada's Public Health
and Safety”". As a results of this new
restructuring a new portfolio was created, the
Public Safety and Emergency Preparedness
Portfolio. So you will see the time period over
which we will be interested in. There have been
some changes.

There are a coupl e of other
matters that | would just refer to, which I think
will be important. Secondly, on page 40, we refer

to the Canada-U.S. Smart Border Agreement. The
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Smart Border Agreement has aspects dealing with
sharing of information, such as passenger |lists on
ai rplanes and joint operations in respect of
intelligence gathering.

What we will have to do through
the course of the inquiry, since this is an
evol ving process, is to determ ne whether any of
t hese aspects of the Smart Border Agreement had
any i mpact whatsoever in respect of what happened
to M. Arar.

At page 41, | would ask you to
refer to a newentity called the Integrated
Nati onal Security Enforcement Team which will be
referred to throughout as the INSET. What we say
here is that the RCMP has refocused its national
security intelligence section, which is called
NSI'S, to become Integrated National Security
Enf orcement Teams, these | NSETs.

The purpose of these teams is to
increase the capacity for the collection, sharing
and analysis of intelligence anong partners, with
respect to targets that are a threat to nati onal
security. And you will see that these | NSETs have
the participation of the RCMP, provincial forces,

wher e applicable, municipal police services, and
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ot her agencies, as well, including CSIS. So that
is an inmportant new i ntegrated teamthat we wil
be | ooki ng at throughout these heari ngs.

We go on and descri be ot her
aspects of the changes made in December of 2003,
as well as the paper that | have referred to.
Really, at this point intime, there is no need to
go through that, other than to say that it is very

interesting reading.

So at this point in time, | think
it's -- | promsed to be finished at ten to
eleven. It's nowten to eleven. |If we rise,

per haps, for 10 m nutes, we can have M. El cock
come in and --
THE COMM SSI ONER:  Shal |l we mark
this as an exhibit?
MR. CAVALLUZZO: Yes, we can. |t
can be Exhibit 2.
THE COMM SSI ONER: So that will be
t he next exhibit, then, Exhibit 2.
EXH BIT NO. P-2: Legislative
and Organi zati onal Framewor Kk
MR. CAVALLUZZO: And as | say, |
underline once again, if any parties, intervenors,

have any conmments whatever on the | egal and
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structural framework, please, give themto us and,
if necessary, we will incorporate them Thank
you.

THE COMM SSI ONER: Yes. And | et
me make that clear, even though it has been marked
as an exhibit, if people do have coments, we
woul d be glad to hear them and the appropriate
adj ustments can be made.

Okay, we will rise for 10 m nutes.
--- Upon recessing at 10:50 a.m /

Suspension a 10:50 a. m
--- Upon resum ng at 11:03 a.m /
Reprise a 11 h 03

THE COWMM SSI ONER: You may sit
down.

MR. CAVALLUZZO: M. Conm ssioner,
before we start with M. Elcock, | should have
noted that the | egislative overview, the
structural overview, is on the Internet. 1t can
be found at our Website. | think it is being
post ed today.

M. Comm ssioner, we have as our
first witness M. Ward El cock, who is prepared to
be affirmed this morning.

THE COMM SSI ONER: All right.
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AFFI RMED: WARD ELCOCK
MR. CAVALLUZZO: M. Conm ssioner,
you should have in front of you a book of
docunments in respect of M. Elcock.
THE COMM SSI ONER: | do.
MR. CAVALLUZZO: | wonder if that
may be marked as the next exhibit.
THE COMM SSI ONER: That will be
Exhi bi t 3.
EXHI BIT NO. P-3: Book of
Documents - Ward El cock
MR. CAVALLUZZO: You should al so
have a bi nder of policies fromthe Canadi an
Security Intelligence Service.
THE COMM SSI ONER:  Yes.
MR. CAVALLUZZO: | would ask that
t hat be the next exhibit, please.
THE COMM SSI ONER: Exhi bit No. 4.
EXHI BIT NO. P-4: Binder of
docunments entitled "Canadi an
Security Intelligence Service
(CSI'S) Policies"
MR. CAVALLUZZO: Finally, you
shoul d have Chapter 7 fromthe MDonal d Report,

which is entitled "I nternational Di nensi ons".

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

a7

THE COMM SSI ONER: That will be

Exhi bit 5.
EXH BI'T NO. P-5: Extract
from McDonal d Report entitled
"Chapter 7 - International
Di mensi ons”
MR. CAVALLUZZO: At the outset,
M. Comm ssioner, et me give you an overvi ew of

M. Elcock's evidence in terms of some of the
i ssues we will be dealing with this nmorning and
into the afternoon.

Initially, we are going to deal
with the historical policy debate | eading to the
creation of CSIS and the elim nation of the
security service of the RCWP.

We will be referring to what I
referred to earlier as the security intelligence
cycle.

We will be discussing reliance on
and the reliability of security intelligence
informati on, including such information that we
receive fromforeign entities.

We will be tal king about that
recurring theme that | mentioned earlier; that is,

the difference between police work and
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intelligence collection.

We will be discussing arrangenents
with foreign agencies for information sharing as
well as the operations of CSIS abroad, which is a
related topic.

We will also be referring to the
new i nperatives that CSIS faces in |ight of the
t hreat environment today.

And as you will see throughout,
M. Elcock's evidence underlying all of it will be
i mportant issues related to the bal anci ng, once
agai n, between national security and civil
i berties.

Let us begin and | ook at the
background of M. El cock.

EXAM NATI ON

MR. CAVALLUzZZO:. M. Elcock, good
nor ni ng.

MR. ELCOCK: Good norni ng.

MR. CAVALLUzZZO: WM. Elcock,
understand in 1973 --

And, by the way, his curriculum
vitae can be found behind Tab 1 of the El cock Book
of Documents.

M. Elcock, | understand that in

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N - O

49

1973 you received a | aw degree from Osgoode Hal
Law School .

MR. ELCOCK: That is correct.

MR. CAVALLUzZZO: That is a good
start, because both the Comm ssioner and | are
graduates of Osgoode Hall. So I think this should
be an easy day.

You were admtted to the Law
Soci ety of Upper Canada in 1975?

MR. ELCOCK: That is correct.

MR. CAVALLUZZO: You articled with
t he Federal Departnment of Justice and returned
after the Bar adm ssions course?

MR. ELCOCK: That is correct.

MR. CAVALLUZZO: You held a nunber
of positions within the Public Service. For
exanpl e, you were initially assigned in the
Depart ment of Energy, M nes and Resources. You
were assigned for a period in the Departnment of
Fi nance.

There are a couple of positions
that | would refer to.

Bet ween 1989 and 1994 you were the
Deputy Clerk, Security & Intelligence and Counsel

to the Privy Council Office. |Is that correct?
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MR. ELCOCK: That is correct.

MR. CAVALLUzZZO:. Briefly there,
what did you do in that role?

MR. ELCOCK: | had two
responsibilities essentially. | had
responsibility for the | egal work of the
department, the Privy Council Office, the Prime
M nister's department, which is separate fromthe
Department of Justice.

Second, | was the Coordinator for
Security and Intelligence and responsi ble for the
communi cations security establishment.

MR. CAVALLUZZO:. You say you were
responsi ble for security and intelligence. Just
so we are clear, the Privy Council Office plays an
i mportant role in respect of security
intelligence.

MR. ELCOCK: It plays the same
role in respect of security and intelligence as it
does in essentially any other area of government.
The Privy Council Office is the Prime Mnister's
department and is made up of units which deal with
i ssues broadly related across government. There
is a section within the PCO that deals as well

with the security and intelligence issue.
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MR. CAVALLUZZO: The person
responsi ble for security and intelligence within
the PCOis the position you held as the Deputy
Cl erk.

MR. ELCOCK: There is an Assistant
Secretary of Security and Intelligence who is
responsible, if you will, for the ongoing work of
the PCO. The job of the coordinator was al ways
seen as nmore trying to bring together all the
di sparate parts of the security and intelligence
community and coordinate it better than if it were
sinmply allowed to function on its own.

MR. CAVALLUZZO: Did that position
still exist in the material period we are | ooking
at, between 2001 and 2004?

MR. ELCOCK: Yes, although now it
is called the Nati onal Security Advisor.

MR. CAVALLUZZO: That is the new
position that was created by M. Martin in the
| ast few nont hs?

MR. ELCOCK: That is correct.

MR. CAVALLUzZZO: Finally, you were
the Director of CSIS for ten years, between 1994
and 20047

MR. ELCOCK: That is correct.
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MR. CAVALLUZZO: Your termthere

was over when?

3

EL COCK: Two terns.

3

CAVALLUZZO: Your second term
was over when?

ELCOCK: Was over on May 30t h.
CAVALLUZZO: Of this year.

> 3 3

ELCOCK: M dni ght of May 30t h.

MR. CAVALLUZZO: At the present
time you are a Seni or Advisor to the Privy Counci l
Office.

MR. ELCOCK: That's right.

MR. CAVALLUzZZO: WM. Elcock,
want to deal initially with the historical
background and origins of CSIS.

You may recall -- and | am goi ng
to lead you a bit because this is not very
controversi al .

CSI'S cul m nated after about 15
years of debate, and we did have two Royal
Comm ssi ons, one in 1969, the Royal Comm ssion on
Security, which reconmended a new non-police
agency for intelligence collection.

s that correct?

MR. ELCOCK: That is correct.
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MR. CAVALLUZZO: That is referred
to someti mes as the Mackenzie --

MR. ELCOCK: The Mackenzie
Comm ssi on.

MR. CAVALLUZZO: Then in 1977
Justice McDonal d was appoi nted as a royal
comm ssioner or a Comm ssion of Inquiry. He held
somet hing |li ke four years of hearing, which
culmnated in his report in 1981.

s that correct?

MR. ELCOCK: That is correct.

MR. CAVALLUZZO: Could you briefly
tell us what gave rise to the appoi nt ment of
Justice McDonald in respect of his public inquiry.

MR. ELCOCK: Essentially what gave
rise to that was the view that indeed there had
been sonme activities in Quebec in the context of
t he work against the FLQ and subsequently dealing
with issues of separatism Separatist groups in
Quebec; that there had been activities on the part
of the RCMP security service which went beyond
what was acceptable in a denocratic society.

MR. CAVALLUZZO: | understand t hat
Justice McDonal d made about 300 recommendati ons in

his reports.
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MR. ELCOCK: Yes.

MR. CAVALLUZZO: | wunderstand as
wel | that Professor Peter Russell fromthe
Uni versity of Toronto, who is the Research
Director, stated -- and these are his words:

"I can't think in living
menmory of | egislation com ng
as close to a Royal

Comm ssion's whol e set of
recommendations as Bill C-09
does then."

Woul d you agree with that?

MR. ELCOCK: | think that is a
fair comment. It does followthe outline of the
report recomendati on.

MR. CAVALLUZZO: The CSIS Act was
proclaimed in force on July 16th of 1984. |Is that
correct?

MR. ELCOCK: That is correct.

MR. CAVALLUZZO: As | said before,
not only did the CSIS Act create CSIS itself but
it also elimnated the security service of the
RCMP.

MR. ELCOCK: Essentially the RCMP

security service was phased out.
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MR. CAVALLUZZO: | would like to
come to certain parts of the McDonal d Report.
|f you go to your book of
docunments, you will see behind Tab 2 we have
excerpted portions of the McDonal d Report.
Initially I would like to refer
you to certain definitions that Justice MDonal d
made and ask whet her they are still applicable
t oday.
If we initially refer to page 414,
i n paragraph nunbered 5, he defines security
intelligence in that paragraph, in the second or
third sentence.
He says:
"Security intelligence is
essentially advance war ni ng
and advi ce about activities
whi ch threaten the internal

security of Canada.”

s that still a fair definition of

security intelligence?
MR. ELCOCK: Yes, | think it is.
MR. CAVALLUZZO: Let's nmove on.

He al so defines national security in the follow ng

wor ds.
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He says:

"National security involves
at | east two concepts:

first, the need to preserve
the territory of our country
fromattack; second, the need
to protect our denocratic
process of government from

vi ol ent subversion.”

Woul d you agree that that is still
an applicable definition of national security?

MR. ELCOCK: Yes, in particular if
you give "attack" the broadest definition. It is
not simply a mlitary attack. 1t could be a
terrorist attack or sonme other kind of operation.

MR. CAVALLUZZO: Justice MDonal d
t hen goes on in the latter part of the paragraph
to describe what were the principal threats to
Canada at that point in tine.

He says:

"The principal threats to the
security of Canada ... fal
into three general

categories: foreign

intelligence activities,
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terrorism and domestic
subversion.™
Then he descri bes each of them
He says:
"Wth respect to each of
t hese categories we think it
i mportant to indicate in nmore
detail the types of activity
about which governments and
police forces in Canada
shoul d have advanced
intelligence.”
| ' mgoing to ask you whet her --
first of all, why don't we do it right now before
we go into each, and that is: Are these three
categories of threats still applicable to the
situation in which we find ourselves in July of
2004.
MR. ELCOCK: Certainly the first
two continue to be, one m ght add, the work
agai nst counter-proliferation of weapons of mass
destruction to that, although you could equally
argue it comes under some of the other headi ngs
under the foreign intelligence activities heading

as wel | .
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Donmesti c subversion, there is
still a provision in the CSIS Act which covers the
i ssue of domestic subversion, but we have not had
any donestic subversion investigations for years.
| don't remenber any in my term

MR. CAVALLUZZO: Let's deal with
each of themin turn and ask for your comments.

The first category is foreign
intelligence activities. He says that:

"There is anpl e evidence that
member s of many of these

f orei gn agenci es have been
active in Canada.™

It goes on:

"The intelligence agencies of
Communi st countries remain

t he most significant threat
of this kind in Canada

t oday. "

Presumably that is no | onger

t he case.

MR. ELCOCK: Well, some of the
countries still have intelligence services and
some of themstill function as foreign

intelligence services to collect informati on of
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advantage to the State, but they don't function as
communi st States, that's correct.

MR. CAVALLUZZO: And he goes on
and he says:

"Several M ddl e Eastern
countries, for exanple, have
devel oped aggressive foreign
intelligence agencies and we
have revi ewed evi dence of
their activities in Canada."

s that still true today?

MR. ELCOCK: | woul dn't
necessarily at this juncture focus entirely or
solely on M ddl e Eastern countries, but there are
a lot of countries in the world that do have
foreign intelligence services. | think in the
aftermath of the end of the Cold War many foreign
intelligence services becanme nuch nmore active and
have continued to be nore active broadly read
rather just simply M ddl e Eastern countries.

MR. CAVALLUZZO. He goes on to
refer to some of our allies. He says that:

"Furthernmore, it would be
nai ve to believe that our

si ster denocraci es and
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mlitary allies would never
in the future attenmpt to
pursue their econom c or
political interests in Canada
t hrough their well-funded and
hi ghly professional secret
intelligence agencies."”

Is that true and is it true today?

MR. ELCOCK: There are certainly
still risks.

MR. CAVALLUZZO: We will refer to
it as "risks". And you are in the business of
ri sk management ?

MR. ELCOCK: That's right.

MR. CAVALLUzZZO: Okay. He goes on
to terrorismat paragraph 9.

Would it be true to say that the
first category he referred to, foreign
intelligence, was that the greatest threat to
Canada in 1984 when CSIS was creat ed.

MR. ELCOCK: | think in the period
prior to 1984 the two bi ggest perceived risks were
the activity of foreign intelligence agenci es and
count er-subversion investigations. That obviously

changed subsequent|y.
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MR. CAVALLUzZZO: By
count er-subversion, do you mean subversion within
Canada, domestic subversion.
MR. ELCOCK: Yes.
MR. CAVALLUZZO: In terns of
terrorismwhich he describes in the second
cat egory at paragraph 9, he says:
"The second category of
activity about which security
intelligence is needed
concerns those political acts
whi ch, while not amounting to
a full-scale rebellion or
revol ution, involve the use
of threat of violence to
influence the political
process. The nodern term for
activity of this kind is
terrorism Although
terrorismis by no means a
new phenomenon, it has
assumed di mensi ons whi ch pose
a serious threat to Canada's
internal security. To begin

with, there has been a
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significant increase in
i nternational dinmensions of
terrorism”

And he goes on.

Was terrorisma major threat in
1984 when Justice McDonald rel eased his report and
CSI S was created.

MR. ELCOCK: | think it was
increasingly perceived as the nmore i nportant
threat. Certainly with the downing of Air India
in 1985 it became, for Canada and for CSIS, a
sem nal event, if you will, in ternms of |ooking at
what were the major priorities of the service. |
think since then it has increased i mmeasurably.

MR. CAVALLUZZO: And 1985, which
was the year after its creation, is when the Air
| ndia situation occurred?

MR. ELCOCK: Took pl ace.

MR. CAVALLUZZO: That was an
all eged act of terrorism \What was the terrori st
group there?

MR. ELCOCK: The terrorist group
there were Sikh extrem sts, Sikh terrorists.

MR. CAVALLUZZO: Justice MDonal d,

in paragraph 10, then goes on to describe the
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forms of violence. He says:

"We should stress that it is
the political form of
terrorismwith which security
intelligence is primarily
concerned. Threats or acts
of violence by persons with
no political motive, while of
great concern those
responsi ble for the security
of life and property in
Canadi an communities, do not
t hreaten to subvert Canada's
denmocratic process of
government or infringe onits
nati onal sovereignty. But

t hreats of violence designed
to force a munici pal
provinci al or federal
government to change its
policies are a serious

vi ol ati on of the Canadi an
system of democratic

gover nment . "
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is a very important principal

is it not?

MR. ELCOCK: | think it is

an i mportant distinction. It is the one that

is certainly replicated in the legislation, in

t he Act.

t hat .

paragraph 11

MR. CAVALLUZZO: We will come to

Then finally he says in

"Acts of political terrorism
when there is reason to
believe they are about to
occur or after they occur,
are properly the concern of

| aw enf orcement agenci es.

But governments and police
forces in Canada should have

advance intelligence.”

He seens to be referring there to

t he distinction between | aw enforcenent and

security intelligence.

|s that correct?

MR. ELCOCK: Yes, he is.

MR. CAVALLUZZO: The third
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category is donmestic subversion. W really need
not take you through that in |ight of your view as
to the kind of threat which we face in respect of
t hat today.

In light of that distinction that
we tal ked about, about a role of police and a role
of security services, | would |like to take you to
the next issue which I think is inmportant for this
public inquiry and that is the distinction between
police work and intelligence collection.

Certainly, you would agree with me
t hat Justice McDonal d spent a great deal after
time on that important distinction, did he not?

MR. ELCOCK: Yes, he did.

MR. CAVALLUzZZO: Maybe if we refer
to page 418 of his report. |In paragraphs 19 and
20 in the report, he is referring to an
alternative or a suggestion that was being put
forward in the 1980s where it is described as
frequently urged an alternative”

“...to blend security
intelligence responsibilities
into the regul ar work of

nati onal, provincial and

muni ci pal police forces."
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I n response to that he states in
par agraph 20:
"We think it would be a
serious m stake to adopt this
alternative in Canada. Such
an approach conpletely
i gnores fundanent al
di fferences between nost
police work and security
intelligence
responsibilities. These
di fferences have | ed over the
years to an increasing
specialization of personnel
and organi zati onal
di stinctiveness of the part
of the RR.C. M P. devoted to
security intelligence worKk.
Just stopping there, it is ny
recoll ection at that point in time that the RCWP,
prior to the creation of CSIS, had its own
security intelligence group called the Security
Service of the RCMP.
MR. ELCOCK: The Security Service

of the RCMP, although that in many ways was an
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increasingly separate part even of the RCMP.

he says:

MR. CAVALLUZZO. He goes on,

Then

"The main product of security
intelligence work takes the
formof advice to both
government and regul ar police
forces. The ingredients of
this advice are twofold:
first, the raw information
obt ai ned t hrough

i nvestigations, and second,
an anal ysis of the
informati on based on an
assessment of its
significance in both a

nati onal and international
context."

he goes on to say:
"...require a conbination of
specialized investigative and
intellectual skills that are
not found in regular police

forces. "

Woul d you agree with that
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st atement today?

MR. ELCOCK: Perhaps not as baldly
as he makes it in a sense that it inplies that
police agencies by definition are not as
intelligent as intelligence agencies.

| think the reality is,
increasingly in some areas of |aw enforcement such
as organi zed crime you would find police forces
tend to have nore highly devel oped anal yti cal
groups than they did at an earlier time, and
indeed to be successful probably need to have nore
anal ytical capability.

The reality is, however, at its
core that intelligence agencies rely much nore on
anal ysis, in part because you are collecting at an
earlier stage -- rely much or extensively on
anal ysis than do police forces.

MR. CAVALLUZZO: He goes on in
paragraph 21 to tal k about a second | evel of
scrutiny or analysis. He states:

"1t would, we believe, be a
serious m stake to assign the
investigative and anal yti cal
roles to two difference

agencies. Analysis is
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required in investigative
process if the subjects of

i nvestigations are to be
selected intelligently and

t he behavi our of what is
observed is to be
intelligently reported.™

he goes on:

"In addition to the

anal ytical and research
capacity of the security
intelligence agency, there is
a need for government to have
an anal ytical capacity

i ndependent of the agency to
receive its reports, to
integrate these reports with
i nformati on obtained from

ot her departnments and to
ensure that legitimte
intelligence needs of

gover nnment departments are

being met."

As far as that second | evel of

scrutiny is concerned within government itself,
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i ndependent of CSI'S, do we have that today?

MR. ELCOCK: Wthin CSIS there are
two | evel s of anal ysis.

There is the analysis that is done
as part of any investigation and as the direction
of that investigation.

Secondly, we al so have a nore
strategic area within the service that does
anal ysis outside the service and they woul d
receive certainly the reports fromthe strategic
anal ytical group that we have.

There is a group in the Privy
Council Office, the IAS, that would make use of
t hose reports in some cases for reports on wider
i ssues that it would put to governnent.

MR. CAVALLUZZO: You said the
"1 AS". \What does that stand for?

MR. ELCOCK: The "I AS" is the

"I ntelligence Advisory" -- | have forgotten the
exact acronym | think it is "Intelligence
Anal ysis Secretariat". It is essentially a group

of analysts within the Privy Council Office.
There also a comm ttee known as
the 1 AC, which is chaired usually by the head of

the AS. Sorry for all the acronyms.
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The AC is essentially a commttee
of a number of different departments which meet on
a regul ar basis to | ook at broader anal ytical
papers that are being done in government that nmay
require the assistance of other departments that
wi Il provide advice, broader pieces of advice,
papers on various issues, to mnisters and to
seni or officers of PCO and other departnents.

MR. CAVALLUZZO: Just for the
public, those two agencies are referred to in our
| egal framework and you can see what the different
functions and responsibilities are.

| don't want to get into this
in great detail, just to be aware that in
respect of both these commttees that these

are interdepartmental which are coordinated by

t he PCO?

MR. ELCOCK: The IAS is part of
the PCO. It is an analytical shop on its own. It
doesn't necessarily -- it does draw occasi onal

contributions fromanother departnments, but it is
a PCO office with analysts who are part of that
office.

The 1ACis a commttee. It is a

coordinating commttee, if you will, that | ooks at
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specific drafts of papers that are being prepared
and all ows departments to bring their viewpoint to
t hat particul ar paper before it goes to mnisters.

MR. CAVALLUZZO: In respect of
that latter commttee, are we tal king about upper
civil servant Deputy M nisters?

MR. ELCOCK: No, the I AC usually
it is the director of the I AS who would chair
t hose nmeetings. Usually the nmembership would be
Assi stant Deputy M nister or |ower.

MR. CAVALLUZZO: | would like to
move on here and tal k about the political control
t hat Justice McDonal d was concerned about in the
creation of an intelligence agency.

Pi cking up his report at
paragraph 23, still talking about the inportant
and fundamental distinction between police work
and security intelligence work, he goes on:

"Anot her characteristic of
security intelligence work
whi ch makes it inappropriate
for regular police forces is
the |l ong-term nature of many
security threats. Espionage

net wor ks and terrori st
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support systems, for

i nstance, may devel op slowy
over a |long period of tine,
during which there is no

evi dence of a probable
crime.”

First of all, do you agree with
t hat ?

Secondly, if you do, could you
give us a brief explanation of what Justice
McDonald is referring to.

MR. ELCOCK: Essentially I
woul d agree with it. In essence what he is
saying is that intelligence agencies tend to work
on phenomena rather than specific incidence. You
are | ooking at a broader issue and trying to
determ ne whet her indeed it poses a threat, or the
nature of the threat that is posed by specific
occurrences by a number of individuals, whatever
it happens to be.

But it is a much broader and
earlier, generally, inquiry than would be true of
most police forces.

MR. CAVALLUzZZO: Maybe | can

just ask you now, in terms of the major threat
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facing Canada's security services today, what
woul d it be?

MR. ELCOCK: Certainly we have
said publicly for some years that the major threat
confronting Canada is of course terrorism in
particular Sunni Islamc terrorism which
unfortunately has posed a serious threat for the
| ast few years.

MR. CAVALLUZZO: 1Is there any way
t hat you can publicly discuss with us for exanple
how much of the resources of CSIS are directed
towards terrorismtoday?

MR. ELCOCK: We have said
continuously roughly two-thirds of the resources.
I n periods of real stress that would go up.
Two-thirds of CSI'S resources go on counter-
terrorisminvestigations.

MR. CAVALLUZZO: In terns of how
broad the net is, you obviously can't tell us
specifics in terms of, for exanple, how many
targets CSIS has at the present time, but | recall
in a speech that you nmade - -

MR. ELCOCK: That was in the
speech to the Kelly Comm ttee originally, | think.

MR. CAVALLUZZO: As | say, | don't
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think there is anything controversial about this.
This was an address that was given to the
"TerrorismLaw and Democracy, How is Canada
Changi ng Fol |l owi ng September 11" to the Canadi an
Institute for the Adm nistration of Justice?

MR. ELCOCK: Yes.

MR. CAVALLUZZO: | just want to
read it to you and if you could just confirmthat
so we have an idea what we are | ooking at in terns
of the net of CSIS. You say:

"To put the nunbers in
perspective it is inportant
to keep in mnd that the
number of people we are

| ooking at in Canada is not
| arge whet her you | ook at
targets of serious concern or
even the broader group that
woul d include | ess serious
targets.” (As read)

Do you agree with that?

MR. ELCOCK: Yes.

MR. CAVALLUZZO:. Do you
confirmthat?

You go on:
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"It is also inportant to
under stand that of the broad
spectrum of groups or

i ndi vidual s that qualify as
threats for the security of
Canada i n sense of our Act,
few of those groups or

i ndi vidual s pose a threat of
direct terrorist attack in
Canada, or indeed to our

cl osest nei ghbour, although
t hey may pose such a threat
el se where in the world."

(As read)

MR. ELCOCK: That's right. |

think | have also said that the nunmbers -- and

t hey vary dramatically,

so in a sense the specific

nunmbers are not cruci al.

We had as targets at any

particular tinme somewhere around 50 terrorist

organi zati ons on our

li st and somewhere around

350, give or take 50 or 60, dependi ng on what the

situation was at any particular point intime with

a specific target.

MR. CAVALLUZZO: I would like
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to nove on to another issue which is related to
this point that Justice McDonal d consistently
made, that is distinguishing between police work
and intelligence work. It relates to whether
he recommended whet her CSI' S woul d have
enf orcement powers.

|f you refer to page 613, which is

part of your book.

--- Pause
MR. CAVALLUZZO:. Do you have that?
MR. ELCOCK: Yes.
MR. CAVALLUZZO: I n paragraph 1 he
states -- this is Chapter 6 now:

"Because the essenti al
function of a security
intelligence agency is to
coll ect, analyze and report
intelligence about threats to
Canada's security, we believe
it should not be authorized
to enforce security
measures. "

He gives the rationale for that in

par agraph 2.

Just stopping before we go to
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the rationale, you would agree that as a result

of his recomendation CSI'S does not have

enf orcement powers?

MR. ELCOCK: CSIS has no
enf orcement powers.
MR. CAVALLUZZO: In paragraph 2,
t he rationale, as he states:
“...we think it is

unacceptabl e in Canada t hat
t he state should use a secret
intelligence agency to
inflict harmon Canadi an
citizens directly.™

He goes on:
"Second, we think the liberty
of Canadi ans woul d be best
protected if measures to
ensure security were not
enforced by the organization
with the prime responsibility
for collecting information
about threats to that
security. The assignment of
executive enforcenment

responsibilities to agencies
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ot her than the security
intelligence organization
assures desirable
countervailing powers and
avoi ds the danger that the
security intelligence
organi zation m ght be both
j udge and executor, in
security matters."

So CSI'S has no enforcenment powers
in response to that recommendati on.

Let us nove on, then, to the
fourth issue, which | think is inportant for our
mandat e, and that is sonme of the particular
probl ems which an agency such as CSIS has in
getting information fromforeign sources.

In particular, if you refer back
to page 420, he states in paragraph 26 -- and
wi Il ask you questions in respect of this.

He st ates:

"It is important to stress
the need for, and probl ens
associ ated with, obtaining
informati on about security

threats fromforeign
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services. Many of the
activities which threaten
Canada's internal security
have their origin in foreign
countries.”

Is that true today?

MR. ELCOCK: It's still true.

MR. CAVALLUZZO. He goes on:
"Canada cannot afford to be
cut off frominternational
informati on about threats to

its security.”

Still true today?
MR. ELCOCK: | think it has al ways
been true. | think for all services now

increasingly, even | arger ones, would recognize
t hat they cannot secure their own security if you
will by themselves; that the necessity is to have
relationships with other organizations in the
i nternati onal sphere.
MR. CAVALLUZZO. He goes on:
"Such information i s not
easily obtained."”
s that true?

MR. ELCOCK: Yes, it's very true.
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MR. CAVALLUZZO. He goes on:
"Canada requires a national
security intelligence agency
which is sufficiently
respected internationally to
obtain fromthe intelligence
agenci es of foreign countries
such security intelligence
pertinent to Canadi an
interests as may be in their
possessi on. W thout the
ready co-operation of such
agenci es and their
willingness to be forthcom ng
with such intelligence, the
ability to protect Canada's
internal security would be
hobbl ed. "

Woul d you agree with that?

MR. ELCOCK: Yes, | would and
think the early years of the service would make
that clear in the immedi ate aftermath of the
passage of the legislation. | think there was
great unease on the part of some of the agencies

we work with about the review agenci es that have
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been established by the | egislation which reach
consi derably further than any other review
agencies that | can think of even now.

There was at that point real
concern about whether in fact we would be able to
keep i nformation secure.

As a result, for a period of time
sharing with a nunber of agencies decreased
dramatically.

MR. CAVALLUZZO: Has that inproved
after we have seen SIRC and the Inspector General
in practice over the years?

MR. ELCOCK: Although it may seem
odd, the intelligence business is based very much
on trust. The reality is you build that over a
period of time. |If you can demonstrate that you
can i ndeed secure that information and that indeed
the systemwi ||l permt that information to be
protected, then the trust allows information to
flow.

MR. CAVALLUZZO: Then he goes on
finally at the bottom of the paragraph to state:

"It is also essential that
Canada's security

intelligence agency be
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sufficiently accountable to
government to ensure that the
arrangenments it enters into
to obtain information from
foreign intelligence agencies
are in accord with Canada's

i nternational policies, and
adequately protect the rights
and i nterests of Canadi an
citizens."

Woul d you agree with that; and,
secondly, if you do, do you agree that certainly
t hose concerns were expressed in the CSIS
| egi sl ation?

MR. ELCOCK: They certainly are
reflected in the | egislation and policies that
govern how t he service operates.

MR. CAVALLUZZO:. At that point,
bef ore noving on, | think it is inportant because
once again that political accountability is also a
very important distinction between police work and
security intelligence collection.

| s that correct?

MR. ELCOCK: Yes, | think that is

a very clear distinction between police forces and
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intelligence agencies. Intelligence agencies are
subj ect to government direction, and we are
subj ect to government direction. Police agencies
rarely are.
MR. CAVALLUZZO: That is well
defi ned and descri bed by Justice McDonald. |If you
refer to the previ ous page, page 419 at paragraph
22, he states:
"Al so, we nust stress the
extent to which security
intelligence work must be
directed by political
judgment. The political
j udgment nust be sensitive
not only to the nature of
security threats but also to
Canada's i nternational
relations and to the civil
i berties of Canadi ans.”
Woul d you agree with that?
MR. ELCOCK: Yes.
MR. CAVALLUZZO: He goes on in the
next few lines and he says:
"... the choice of countries

with which it is appropriate
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to trade intelligence, must
all take Canadi an foreign
policies into consideration.
Those involved in these
deci si ons nmust have cl ose and
effective working
relationships with the

Depart ment of External
Affairs ..."

And he goes on.

That is still true today, and we
will come to that in the legislation. 1Isn't that
correct, M. Elcock?

MR. ELCOCK: Yes, that is still
true. That is nore a policy issue. It is
expressed in the | egislation but nore effectively
in the policy.

MR. CAVALLUZZO: And the final
point | raise is about five lines up fromthe
bott om of paragraph 22, where he states:

"The protection of civil

i berties requires that the
collection of intelligence in
this area, particularly when

intrusive techni ques are
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i nvol ved, be subject to a

t horough system of controls
and i ndependent review. The
effectiveness of the system
of controls and review woul d
be very much reduced if this
function were carried out by
a number of police forces."

You woul d agree with that?

MR. ELCOCK: Yes, although I think
there he is tal king about donmestic subversion
because the precursor sentence is:

“In the area of donestic
subversi on, we have already
stressed the need to confine
security intelligence ..."
But essentially it is true.

MR. CAVALLUZZO: In ternms of the
amount of independent review of the activities of
CSI'S, could you give us sone idea as to how t hat
conpares with security agencies around the worl d?

MR. ELCOCK: | have said before,
and | think it is true, that CSIS is probably
subject to the most stringent review of any

intelligence service in the world.
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We are reviewed by the Security
I ntelligence Review Commttee, which is the
primary revi ew agency.

We al so have the I nspector General
who i s not so nmuch a review agency as, if you
will, sometimes she has been described as the eyes
and ears of the Mnister and in a sense,

t herefore, review on behalf of the Mnister.

We are al so subject, as are al
ot her governnment departments, to things such as
the Access to Information Act and the Privacy Act
and the Human Ri ghts Act and a | ot of other review
agenci es, the Auditor General as well.

MR. CAVALLUZZO: In your view,
what is the inmpact of the extent of this kind of
review on CSI S?

Has it made it a weaker
organi zation or a stronger organization?

MR. ELCOCK: | think it has made
it a much stronger organi zation. | think there
was initially some concern about what review would
do, and arguably, if would you have too nmuch
review you can becone i mmobilized. The easi est
way to avoid problems with reviewis to do

not hi ng.
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| think the reality is, however
that it has made CSIS a much nore disciplined
organi zation than many other services that | can
t hi nk of.

MR. CAVALLUZZO: The next area
woul d i ke to move to, M. Alcock, is |egal
framework or structures. Here we are concerned
about whether the mandate of a security agency
shoul d be spelled out in the statute or whether it
should be left to the discretion of the gover nment
or the agency itself.

Per haps we could pick it up at
page 427 of the report, moving now to Chapter 3
under the title of "The Scope of Security
I ntelligence".

| n paragraph 2, Justice MDonald
tal ks about the status quo back in the early
1980s.

He says:

"The current mandate of the
R.C. M P. Security Service is
di ffuse and ambi guous. It is
not clearly provided for in

| aw. The security

intelligence functions of the
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R.C. M P. are not explicitly
and conprehensively set out
in an Act of Parliament,
Order-in-Council or

adm ni strative directive.
Over the years security
intelligence functions have

been assigned to the R.C. M P.

by m nisterial correspondence

and by Cabi net

directive ...

And then he specifies the

directive itself.

He goes on on the next page, in

paragraph 4, to tal k about the wi sdom of bei ng

explicit as to the mandate which you give a

security intelligence agency.

He says in paragraph 4:

"We believe that the

definition, by several

categories, of the activities

about which the agency shoul d

be authorized to collect,
anal yze and report

intelligence should be
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establ i shed by Act of
Parliament. Such a
definition would not refer to
specific groups or
activities. |Its purpose
woul d be to fix the
boundari es of security
intelligence activities. W
believe it is essential to
set out these boundaries in
| egi slation.”

Was this particular recommendation
pi cked up by the Parliament of Canada?

MR. ELCOCK: Yes, very much so.

It essentially is referring to what is now section
2 of the legislation, which defines the threats to
t he national security of Canada, which are those

t hi ngs which CSI'S can effectively investigate.

MR. CAVALLUZZO: The next
paragraph | think it is inportant to refer to. He
tal ks about the harmor the damage whi ch can be
caused by not being definitive enough in the
| egislation in respect of the powers of CSIS or
any ot her agency.

He st ates:
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"Past experience has
denmonstrated the dangers
invol ved in | eaving the
definition of these limts to
t he discretion of the
government or to the security
agency itself. In the past,
as our exam nation in section
B of this chapter will show,
nei t her the government nor
the RR.C. M P. has had cl ear
and consi stent policies on
the proper limts of security
intelligence investigations."
Then he goes on:
"As a result R C.MP.
surveillance on occasi on went
beyond t he requirements of
the security of Canada."
Those are the kinds of problens
you tal ked about before which gave rise to the
creation of the McDonald Comm ssion. 1Isn't that
correct?
MR. ELCOCK: | think that was very

much what happened in the period before the
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McDonal d Comm ssi on was set up.

MR. CAVALLUZZO:. For exanple, |
notice in paragraph 6, dealing with that issue of
boundaries in the | egislation, once again showi ng
Justice McDonal d's concern for civil liberties,
about ten lines down or 15 |lines down in paragraph
6, he says:

"A basic principle in the
system of controls we shal
propose for the use of these
techni ques is that the nmore
the use of a techni que
encroaches on i ndivi dual
privacy and freedom of
political association and of
speech, the stronger the
evidence shoul d be of a
significant threat to the
security of Canada. To use a
short hand phrase: the nmore
intrusive the techni que, the
hi gher should be the
t hreshold."

Is that a principle which is now

engrained in the CSIS | egislation?
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MR. ELCOCK: Yes, it is, in the
| egi sl ati on and policies.
MR. CAVALLUZZO: We will come to
t hat .
|f we could just wrap up on that
point, if you refer back to 423, you will see that
there is a very good description of the agency
which ultimately found its creation in the CSIS
Act in paragraph 35.
Justice McDonal d states:
"The agency shoul d be
establ i shed by an Act of
Parliament. That Act shoul d
define the organization's
mandate, its basic functions,
its powers and the conditions
under which they may be used,
and its organizati onal
structure. It should also
provide for its direction by
government and for
i ndependent review of its
activities. The statutory
definition of its mandate

shoul d define the types of
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activity constituting threats
to the security of Canada to
which the intelligence
collection work at the agency
must be confined. There nust
be no undi scl osed additions
to this mandate by the agency
itself or by the executive
branch of governnent, whet her
such additions be inadvertent
or deliberate."

Woul d you agree with me that all
of the statements and principles made by Justice
McDonal d have been incorporated into the CSI'S Act?

MR. ELCOCK: Yes, they have.

MR. CAVALLUZZO: The final area,
bef ore we come to some practical issues, are
generally the governing principles that Justice
McDonal d said should apply to CSIS.

|f you refer to page 513, these
are five basic principles which Justice MDonal d
says shoul d underlie whatever system of powers and
controls may be used for intelligence gathering in
t he future.

First:
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"The rule of | aw nust be
observed. "
Is that true today?
MR. ELCOCK: Yes, it is.
MR. CAVALLUZZO: No CSIS officer
can violate the | aw?
MR. ELCOCK: No. |Indeed, section
20 requires that if a CSIS officer inadvertently,
or even advertently, violates the |aw, that | have
to report to the M nister.
MR. CAVALLUZZO: Second:
"The i nvestigative nmeans used
must be proportionate to the
gravity of the threat posed
and the probability of its
occurrence. "
We have referred to that and that
is certainly true today?
MR. ELCOCK: Yes.
MR. CAVALLUZZO: Third:
"The need to use various
investigative techni ques nust
be wei ghed agai nst the
possi bl e damage to civil

|l i berties or to val uabl e
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social institutions."

s that principle still applicable

to CSIS today?

MR. ELCOCK: Yes, it is in respect

to a number of institutions.
MR. CAVALLUZZO: Fourt h:
"The more intrusive the
techni que, the higher the
authority that should be
required to approve its use."
Is that true today?
MR. ELCOCK: Yes, it is.
MR. CAVALLUZZO: Finally:
"Except in emergency
circunstances, the | east
intrusive techni ques of
i nformation collection nust
be used before intrusive
t echni ques. "
Is that true today?
MR. ELCOCK: It is still true,
yes.
MR. CAVALLUZZO: | would like to
move qui ckly now to relate some of those

principles to the legislation itself.
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You shoul d have before you a book
of | egislation.

| just want to make a brief
reference to the CSIS Act.

Do all counsel have the
| egi sl ation?

The mandate of CSIS, M. Elcock,
can be found in section 12. |Is that correct?

MR. ELCOCK: Not so nmuch the
mandat e as the powers in the sense that section 12
is the primary section under which we woul d
actually collect information and mai ntain those
collections and then pass the advice on to
gover nnment .

MR. CAVALLUzZZO: Just a coupl e of
guestions in respect to section 12.

I n respect of collection, you
collect information to the extent that its
strictly necessary. |Is that correct?

MR. ELCOCK: That is correct. The
| egi slation requires that.

MR. CAVALLUZZO: And also the
| egislation requires that in ternms of collecting
informati on and investigating, it is in respect of

activities that may, on reasonabl e grounds, be
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suspected of constituting threats to the security
of Canada.

MR. ELCOCK: That is correct.

MR. CAVALLUZZO: And those threats
have been defined expressly in the | egislation you
stated earlier?

MR. ELCOCK: In the definition of
threats to the security of Canada in section 2.

MR. CAVALLUZZO: In section 2.

| noted earlier -- and you may not
have been here -- that even in respect of the
definition of threats, there is a concern for
civil liberties in the | ast paragraph which states
t hat :

"Athreat to the security of
Canada does not include

| awf ul advocacy, protest or

di ssent unless carried on in
conjunction with any of the
activities referred to in the
previ ous paragraphs.”

That is correct.

MR. CAVALLUZZO: | would like to
move on to what is referred to as the security

intelligence cycle.

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

99

M. Comm ssioner, | don't know if
you want to have a break this norning. We did
have one. We can pl ow ahead.

THE COMM SSIONER: | amfine, if
the witness is fine.

MR. ELCOCK: | amfine.

MR. CAVALLUZZO: You are fine?
OCkay.

THE COWM SSI ONER: Let's carry on.

MR. CAVALLUZZO: The security
intelligence cycle, we describe it froma CSIS
Websi te.

It can be found behind Tab 3 of
M. Elcock's book of docunents.

Really, there are five aspects to
it. | will take you through each of them
M . El cock.

There is firstly gover nment
direction; second, planning; third, collection;
fourth, analysis; and then fifth, reporting or
di ssem nation of that security intelligence
i nformation.

Com ng first to the first phase of
the cycle, M. Elcock, that is governnment

direction, which once again was a recurring thene
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in the McDonal d Report, | assume that CSIS
responds to the direction of the federal
gover nment .

MR. ELCOCK: Yes, indeed. W
receive every year fromthe mnister a |letter of
direction with respect to the areas of
investigation that we are pursuing -- in general
terms, not in precise detail.

MR. CAVALLUZZO: And in that --
and perhaps we can | ook at the policy documents
now, M. Elcock.

MR. ELCOCK: \Where are you?

MR. CAVALLUZZO: That will be Tab
1. We have sonmething called "M nisteri al
Direction". 1s that what you are referring to?
Or are you referring to the --

MR. ELCOCK: No. What | was
referring tois, |I think, at Tab 2, "M nisteri al
Direction National Requirements for Security
I ntelligence 2003-2004".

MR. CAVALLUzZZO: Okay. That is
al so, M. Comm ssioner, in the book of docunments
at Tab 4. Maybe | can take you to that.

THE COMM SSI ONER:  Well, | have

bot h. | am fine.
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MR. CAVALLUzZZO: Okay. So in
terms of the mnisterial direction, which is
entitled "National Requirements for Security
Intelligence”, was this the first year that this
docunment, or a document like it, became
uncl assi fi ed.

MR. ELCOCK: Well, it didn't
become unclassified. This is an unclassified
version of a classified document. There is a nore
detailed classified document, "Direction fromthe
M nister”, but this is the first year that there
was an uncl assified version done.

MR. CAVALLUzZZO: Okay. 1In regard
to this mnisterial direction, and at the materi al
point intime, if we are referring to, say -- the
material time | would refer to is September of
2001 to December of 2003. At that point in tinme
the mnister concerned was the Solicitor General?

MR. ELCOCK: Yes, at that time it

woul d have been the Solicitor General.

MR. CAVALLUZZO: Right. | don't
think I have ever asked you that -- | am not
trying to test your nmemory -- but if you could be

of assistance to us, at that period of time who

was the Solicitor General, starting on 9/11,
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September 11, 20017
MR. ELCOCK: | think at that tinme

it was M. MacAul ay and, subsequently, M.

Easter.

MR. CAVALLUzZZO: Okay. And M.
Easter remai ned the Solicitor General until the
end of 2003. |Is that correct?

MR. ELCOCK: Yes. My dates are
not perfect on that, but | think that's right.

MR. CAVALLUzZzZO: Okay, if we can
come back down to the mnisterial direction and,
once against, this is an uncl assified version of
the classified version, and this is what the
government is saying that CSI'S should be doing in
t he next year or the year 2003-2004? |Is that
correct?

MR. ELCOCK: Yes. |It's based, in
fact, on a document we send to the m nister every
year, which is essentially our report of our
activities during the previ ous year.

MR. CAVALLUzZZO: Okay. So that
this direction emanates frominformati on and
anal ysis that you have given the government?

MR. ELCOCK: Well, you are back to

your circul ar process --
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MR. CAVALLUZZO: Right.

MR. ELCOCK: -- the dissem nation
| eads, the direction |l eads, inevitably, to the
whol e circl e being repeated.

MR. CAVALLUzZZO: Okay. And in
terms of, if we can call it, the prime area of
concern that the governnment says that CSIS should
be dealing with in the -- it's referred to as
counter-terrorism and it says:

"Serious violence for the
pur pose of achieving a
political, religious or
i deol ogi cal objective
continues to pose the
greatest threat to the is the
security of Canada, whether
t he vi ol ence origi nates
domestically or within a
foreign state”
-- and he refers to the Septenber 11th attacks and
how t hat changed the nature of the threat
environment in North America -- and then it goes
on in the next paragraph to state that:
"Nearly all of the world's

terrorist groups have a

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N - O

-- and then makes ref

i ssues, and it says,

then it says stays:

Then,

Then,

104

presence in Canada."”
erence to domestic terrorism

"To a | esser degree..." and
"CSISis therefore directed
to investigate threats of
serious violence for the
pur pose of achieving a
political, religious or
i deol ogi cal objective, and to
advi se the government about
such threats, including those
arising from Religious
extrem sn St at e-sponsored
terrorism..; and Terrori st
financing."

it goes on to say:
"Gl ven the current assessnent
of the threat environment,
Sunni extrem sm shall remain
the top priority within the
Service's Counter-terrorism
program "

finally, it says:

"The Service, in cooperation
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with ot her governnment
departments, is also directed
to continue to strategically
target, and to work in
support of the prosecution
and/ or deportation of key
menmbers of terrorist

organi zations, and the deni al
of a safe haven in Canada.”

It does give direction in respect
of other problems. "Counter-proliferation", can
you just briefly describe what that nmeans?

MR. ELCOCK: " Counter -
proliferation” is largely the issues surroundi ng
proliferation of weapons of mass destruction, such
as chem cal or biological or nuclear weapons and,

i ndeed, methods of delivery, such as mssile
programs. And to the extent that Canada is used
by a number of countries as a source of dual -use
goods or technol ogy, obviously, those are
investigations we pursue to try and prevent t hat
from happeni ng.

MR. CAVALLUzZZO: Okay. Thirdly,
it makes reference to "counter-intelligence". Can

you just briefly describe what that is?
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MR. ELCOCK: " Counter -
intelligence"” is essentially dealing with those
organi zations, foreign intelligence organi zations,
that seek to operate in Canada covertly, in
essence, to collect information here, either
information that is relevant to Canadi an political
i ssues and/or to Canadi an communities. 1In sone
cases, some foreign intelligence services continue
to try and exercise influence over their former
popul ati ons i n Canada.

MR. CAVALLUzZZO: Okay. And then
security screening, where that has just --
screening responsibilities which CSIS has in
respect of imm grants, prospective enmpl oyees of
t he public service and so on?

MR. ELCOCK: The service has
responsibility for screening people who are
seeking to obtain a clearance in government, but
al so we screen individuals on behalf of the
Department of Imm gration, to both i mm grants and
refugees.

MR. CAVALLUzZZO: Okay. Reference
is then made to foreign intelligence, which we
have dealt with.

And t hen technol ogi cal
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devel opment, anal ysis and producti on.
"I ntelligence |iaison", what does that mean, that
| ast direction?

MR. ELCOCK: "Intelligence
l'iaison" is essentially -- we have rel ationships,
service has relationships, with some 247 services
around the world, all of differing kinds and
i mport. The managenent of that is intelligence
i aison.

MR. CAVALLUzZZO: Okay. Finally,
it says:

"I n respect of reporting to
the mnister, the director
will report to me in a
timely, regular and
conprehensi ve manner on any
investigation where there is
wel | founded risk of serious
vi ol ence or potential for
public controversy." (As
read)

How often do you neet with the
m ni ster?

MR. ELCOCK: It varies, but,

generally speaking, | would meet with the m nister
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at | east every two weeks, sometimes as often as
every week. It depends on what issues are on the
table and, to some extent, the mnister's
availability, given all the other
responsibilities. But, generally speaking, it
woul d be at | east every second week.

MR. CAVALLUzZZO: Okay. Now, | et
us nove to the second phase, which is the planning
phrase of the cycle. Now, what does this have
reference to? Who does the planning?

MR. ELCOCK: Essentially, the
pl anni ng side, once we receive the direction, it's
essentially the operational side that issues
directions fromthe deputy director of operations
to the various conponents under himor the ADO, to
t he conponents under him in terms of how to make
t hose directions operational in the com ng year,
what our expectations are of regional offices and
headquarters sections.

MR. CAVALLUZZO:. As you said
earlier, CSISis in the job of risk management.

So that what you have to do is you have to take
into account the direction given to you by the
government, you have to take into account,

presumably, your own assessment, in terms of the
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ri sks or threats, which are present. And on top
of that, presumably, you have to take into account
your resources?

MR. ELCOCK: You start with some
sense of what your resources are, under the
direction fromthe mnister, and that gives you a
sense of broad direction for the com ng year.

The reality is that at any poi nt
during the year that may change as circunmstances
change. |If there is suddenly an emergency, if for
exanpl e there were a terrorist attack or the
threat of a terrorist attack in the m ddle of the
year that came from an unexpected area, then you
woul d suddenly have | arge nunbers of resources
t hat were supposed to be doing other things under
t he plan suddenly dedi cated to | ooking at that
particul ar issue.

MR. CAVALLUZZO: Okay.

MR. ELCOCK: | mean, intelligence
agenci es are organi zati ons which have to have
enornmous flexibility in order to move peopl e
around to respond to whatever the particular risk
is that is the highest priority at any point in
time.

MR. CAVALLUzZZO: Maybe at this
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point in time we can deal with the issue of
resources. | understand, subsequent to Bill C-36,
that the resources of CSIS were significantly

i ncreased?

MR. ELCOCK: They were increased
in the aftermath of September the 11th in the
budget of December the 10th by about somewhere
bet ween 32 and 35 per cent, depending on whose
numbers you use.

MR. CAVALLUZZO: As a true civil
servant, you wouldn't say "significant", but it
was - -

MR. ELCOCK: No, it was very
significant.

MR. CAVALLUZZO: Okay.

MR. ELCOCK: It was a very
significant number. | think at the time we
recei ved, of the requests we have made, the
| argest proportion of what we had request ed.

MR. CAVALLUzZZO: Okay. |If you can
help us, in terms of officers, persons, power, how
many new enpl oyees or officers would CSIS have
been able to hire as a result of that increased
budget ?

MR. ELCOCK: It would nmean an
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increased m x of people, probably sonmewhere in the
regi on of 280 to 300 people additional to the
service, but that would be a m x of people, both
techni cal people, intelligence officers, and

ot hers that you require.

MR. CAVALLUzZZO: Okay. Now, | et
us nove, then, to the third phase of the
intelligence cycle. That is collection.

Now, in respect of collection,
what is the basic principle which applies to CSIS,
in respect of collecting information about
Canadi ans or others?

MR. ELCOCK: In what sense? [|'m
not quit sure --

MR. CAVALLUZZO: Well, is there a
statutory limt imposed as to what you can
collect? MWhat | amreferring to here is section
12, again. It talks about "only to the extent
that is strictly necessary”.

MR. ELCOCK: It has to be, self-
evidently -- under section 12, it has to be
strictly necessary. Whatever you are collecting
has to meet the test of the |egislation and of the
policies, in ternms of what you are collecting, in

respect of any particular investigation. W also
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have a commttee. |1'mnot sure if you are getting
to that yet, but a targeting committee.

MR. CAVALLUZZO: We will come to

t hat .

MR. ELCOCK: We will conme to that.
OCkay.

MR. CAVALLUZZO: Right. 1In fact,
as you know, M. Hooper -- in respect of the

targeting commttee, M. Chairman, M. Hooper,
tonorrow, will be extensively dealing with how it
operates. | just want to touch on it, this aspect
of the cycle, and that is maybe to see whet her
CSI S conplied with what M. MDonal d recommended.
In his report -- you don't have to
refer toit, but let me just briefly describe what
he did in his report -- he said there should be
tree three basic | evels of investigation which
determ ne the degree of intrusiveness. He said
the first |l evel should be field | evel approval; he
said the second | evel should be headquarters
approval and then the third | evel should be
m ni sterial approval or approval by a justice of
t he Federal Court, depending on the nature of the
i ntrusiveness.

Now, did the CSIS Act cone out in
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terms of words that are consistent with those
recommendati ons?

MR. ELCOCK: No, the CSIS Act
doesn't really deal with that issue. That was
really an issue of policy. |In ternms of how the
service made that operational, the reality is we
are considerably, in a sense, stricter than M.
Justice McDonal d recommended, in the sense that
intelligence agencies tend to be highly
centralized organi zations and all of the | evels of
investigation are approved at the centre rather
t han nmuch in the way of | ocal authority being
del egat ed down.

MR. CAVALLUZZO: You have
menti oned sonmething called the "targeting
comm ttee".

MR. ELCOCK: The targeting
commttee is actually the commttee that sits to
consi der proposals to target a specific individual
or group. A proposal is put forward which puts
forward all the evidence that justifies the
request and, indeed, sets out the |evel of
targeting authority required, whether it is, one,
the | east intrusive or, three, the nost intrusive.

MR. CAVALLUZZO: Right. And you
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chair that commttee?

MR. ELCOCK: | chaired that
commttee, yes.

MR. CAVALLUZZO: Or you chaired
that comm ttee.

When it comes to seeking warrants,
is there another commttee in respect of
aut hori zing the use of warrants?

MR. ELCOCK: When we nmoved to
obtain a warrant, there another commttee, the
warrant review commttee, which | also chaired,
whi ch consi ders each of those requests -- reviews
t he warrant application before it goes to the
m ni ster.

MR. CAVALLUzZZO: Right. | could
ask you about the number of warrants that are
sought every year in the last two or three years,
but | understand that there are weaknesses as far
as those kinds of statistics are concerned. 1Is
that fair?

MR. ELCOCK: Not so nuch
weaknesses as the number don't necessary reveal
t he nunber of individuals or organizations that
may be the subject of warranted interceptions or

what ever .
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MR. CAVALLUZZO: Right. Those are
set out in the annual SIRC report, if anyone is
i nterested.

MR. ELCOCK: Under section 12, the
raw nunbers are set out, in ternms of the nunber of
warrants that are obtained in a year.

MR. CAVALLUzZZO: Okay. Now, |
would like to turn to the fourth phase of the
security intelligence cycle, and that is analysis.
| think it is inportant to see what Justice
McDonal d sai d about this important aspect of the
security intelligence cycle.

Once again, if you could refer
back to your book of docunents, at Tab 2, at page
603. MDonal d says, in paragraph 13, he says:

"Qur proposals for

strengt hening the anal yti cal
capabilities of Canada's
security intelligence agency
fall into three categories.
First, we shall recomend in
Part VI...that the agency be
staffed wi th individuals who
are well-educated in a

vari ety of disciplines, who
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express thensel ves clearly,
who have in many instances
wor ki ng experience in other
organi zations before joining
t he agency and who are full
members eligible for
promotion for senior

positions.™

be com ng back to that aspect of what
ki nd of empl oyees CSIS recruits.

It goes on:

"Second...we shall recommend
a revanped and revitalized
interdepartmental commttee
system which will allowthe
consumers of the agency's
products to play a nore
active role in setting the
government's intelligence
collection priorities and in
providing the collection
agencies with better
assessments of the strengths
and weaknesses of their

current products.™
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I s that kind of coordination and
f eedback fromthe other departnments true today, in
terms of the mechanisms within CSIS and the wi der
gover nment ?

MR. ELCOCK: It is probably |Iess
true of issues such as counter-terrorismwhere, in
a sense, the client is more often, in a sense,
CSISthan it is the wider -- the primary client is
CSI S rather than the wi der government departnents.
The governnment departments are interested in
receiving fromus threat assessnments, the product
of our investigations. Utimately, is there a
threat to a specific place or a specific person?
|s there a growing problemin a certain area?
Those are the kinds of products that government
departments are | ooking to us for.

We, indeed, have a service within
the research and production area of the service,
which is our Strategic Analytical Unit, which does
customer relations: goes to departments and finds
out whet her a paper we have done on a specific
issue is of interest to people, was it useful to
peopl e, so on and so forth.

But in terms of the collection

process in the counter-terrorism area,
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intelligence agencies rarely ever have a grand
coup that explains everything to you. It is

| argely the compiling of small pieces of
informati on, which, ultimately, allow you to draw
a picture. So much of the information we coll ect
goes into the database, our centralized database,
and is there until sonmebody can draw a broader

pi cture, which allows you to put out a product
nmore wi dely to government.

That collection process may take
mont hs, may take years, in some cases, before it
bears fruit. So that collection process isn't
somet hi ng that goes back on a frequent basis to
the client. 1It's the ultimte product that goes
to the client.

MR. CAVALLUZZO: | am going to be
asking you about the reliability of security
intelligence information, but let's assume just a
practical exanple of me being a -- you called them
field officers.

MR. ELCOCK: No, they are
intelligence officers.

MR. CAVALLUzZZO: Okay. So I am an
intelligence officer out in the field in Toronto,

for example, and | get a bit of information. Do
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anal yze the information at that point in time, if
it isrelated to a threat in Canada? Or do | just
ship it off to headquarters and let themdo it?

MR. ELCOCK: As | said before,
most intelligence agencies are highly centralized
and nmost analysis is done centrally. That's why
the | argest part of our resources are, indeed, in
our headquarters in Ottawa, not in our regional
field offices, which is where nost of the
investigations are done.

So, generally speaking, if you are
the officer who is entering the report, because
you may al so have some anal ytical experience, you
may have put some anal ytical conponent into that
report, but that would go into the database and it
woul d go straight to headquarters and be avail abl e
both to headquarters and to other officers across
the country essentially instantaneously.

MR. CAVALLUZZO: Has CSIS
encouraged generalists in the sense that you like
people working in the field as well as working in
t he anal ysis section of the headquarters.

MR. ELCOCK: Yes. There are
different ways to go. Other services operate

differently. Our view was that has a relatively
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smal | service that we required people who were
generalists, in other words people who could
operate in the field and al so as anal ysts.

Obvi ously over a career sone people will spend
some time in one area than another. They will be
better field officer or better analysts, but the
reality is they all start with the sane

educati onal background in terms of their service
educati on.

MR. CAVALLUZZO: Right. Let us
assume that there is some anal ysis done at the
field level, that information is plugged into the
centralized system at headquarters. What happens
to that informati on when it reaches headquarters?

MR. ELCOCK: It would be avail abl e
to whichever -- to the desk that was appropriate
for that particular investigation and allow them
to begin -- it is sinmply another piece of
informati on which they can add to the puzzle they
have already been trying to work on to ultimately
create a picture. So it is essentially another
pi ece of information to be fitted into the puzzle
by the anal ysts on that desk in headquarters.

MR. CAVALLUZZO: Presumably that

pi cture may becone cl earer and cl earer over time
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or may become uncl earer over time.

I s that correct.

MR. ELCOCK: It can go in either
di rection.

MR. CAVALLUZZO: And whatever
picture is there, the person in the field has
access to it because it is a centralized database.

MR. ELCOCK: Yes, it is accessible
across the country so they would have access to
what is on that database. So an officer in
Hal i fax working on the same problem woul d al so
have access to that database.

MR. CAVALLUZZO: | understand from
previ ous speeches or papers that you have given
t hat you have said that the centralization of
informati on gives uniformty of practice and
j umped across the system which is obviously
benefici al .

| s that correct?

MR. ELCOCK: It does that, as well
as providing us with an ability to run a national
investigation in a sense that people working on
t he same i ssue, whether it is Halifax or Vancouver
or Montreal, will have a sanme information at their

fingertips essentially at the same time.
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MR. CAVALLUZZO: In ternms of its
centralized database and its technol ogi cal
systems, how does CSIS conpare with foreign
security intelligence agencies?

MR. ELCOCK: We are probably one
of the nmost advanced in the world in the context
of our ability to manage information.

MR. CAVALLUZZO: Now |I'mgoing to
come to the fifth or final part of the cycle and
spend some time on this aspect. This is when you
get the information, you have a picture -- how
clear it is is up to you -- and then you will be
reporting this informati on or di ssem nating the
information in accordance with your obligations.

Obvi ously the main recipient of
the information i s whonf

MR. ELCOCK: The main recipient of
the information -- well, it varies on what kind of
informati on you are talking about.

If it is information relative to
the inm gration process, then obviously it is
going to go though the Department of Inmm gration;
if it is information relevant to the Departnent of
Transport, it is going to go largely to the

Department of Transport; if it is information that
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may be crimnal in nature, then in will largely go
to the police and that may be either the RCMP or a
| ocal police force.

MR. CAVALLUZZO: At times, you may
have arrangenments with foreign agenci es where you
may share information with foreign agenci es.

Isn't that correct?

MR. ELCOCK: Yes, we do, although
l'i ke all other intelligence agencies we hope to
get nmore than we share.

MR. CAVALLUZZO: | amgoing to
come to that. | call that the capitalism of
security intelligence.

--- Laughter / Rires

MR. CAVALLUZZO: This is an
i mportant part of this public inquiry, and that is
the relationship with foreign agenci es.

|f you refer once again back to
the statute which defines your powers, we can see
that is regulated in section 17.

MR. ELCOCK: Sorry. Could you
repeat the question again?

MR. CAVALLUZZO: It is
arrangenments with foreign agencies or countries

and it can be found in section 17 of the CSIS Act.
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MR. ELCOCK: That's correct.

MR. CAVALLUZZO:. | guess we can

refer to themor call

arrangenments.

Just

them section 17(1) (b)

for the public who doesn't

have access to the legislation, it states:

That

"For the purpose of
performng its duties and
functions under this Act, the

Service may,

(b) with the approval of the
M nister after consultation
by the M nister with the

M ni ster of Foreign Affairs,
enter into an arrangement or
ot herwi se cooperate with the
government of a foreign state
or an institution thereof or
an international organization
of states or an institution

t hereof . ™

is an authority under which

you act when you enter into that kind of

arrangenment ?
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MR. ELCOCK: That's right.
MR. CAVALLUZZO: Subsection (2)

“"Where a written arrangement
is entered into pursuant to
subsection (1) or

subsection 13(2) or (3), a
copy thereof shall be given
forthwith to the Review
Comm ttee."

That is the Security Intelligence

Revi ew Comm tt ee.

Isn'"t that correct.
MR. ELCOCK: That's right.
MR. CAVALLUzZZO: A coupl e of

guestions initially. It refers to "witten

arrangenment”

in (2).

Just out of interest, are all

of these arrangements with foreign entities in

writing?

MR. ELCOCK: No, they are not.

Some are in writing but many are not.

themin oral

MR. CAVALLUZZO: Are the bul k of
rat her than non-writing?

MR. ELCOCK: The bul k of them
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woul d be oral.

MR. CAVALLUZZO: In terns of the
concerns once again that we have with obtaining or
giving information to foreign entities, | would
like to refer back to what M. MDonal d said those
years ago in Chapter 7, which is the free-standing
excerpt you have.

--- Pause

MR. CAVALLUzZZO: At page 632, he
referred to the policy concerns about these kinds
of arrangements. In particular | would just refer
to paragraph 27. He states:

"Liaison with foreign
agenci es rai ses a number of

i mportant policy concerns.
One is, sinply, whether true
reci procity exists. There is
al ways a danger that, unless
t he exchange of information
is carefully monitored,
Canada may give far nmore than
it gets.”

This is the capitali st
perspective, if we can call it that. So that is

very important that you try to get the better of
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M ni ster

"A second concern relates to
the entering into agreenments
whi ch may conflict with
Canada's foreign policies.
An agreenment shoul d not be
made with the agency of a
foreign country if it would
entail implicitly condoning
policies which Canada has
opposed as a matter of our

foreign policy."

| s that principle --

MR. ELCOCK: That is indeed why
the |l egislation requires consultation with the
of Foreign Affairs.

MR. CAVALLUZZO. He goes on:

"Athird issue involves the
need for sufficient control
over information |eaving this
country to ensure that the

ri ghts of Canadi ans are

adequately protected.”
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Once again we see that concern for
civil liberties.

He goes on in paragraph 28:
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par agraph 28?

"These and ot her issues all
point to the need for careful
and account abl e control by
government of |iaison
agreements between the
Canadi an security
intelligence agency and
foreign agencies. From our
review of this subject, it is
evi dent that there has been a
| ack of government attention
to the policy issues inherent
in such agreements, a negl ect
whi ch can create an excessive
vul nerability to the hazards
of liaison with foreign

agenci es.

Are you aware of any of the

probl ems that Justice McDonald was referring to in

MR. ELCOCK: | "' m not sure which

specific problems he was referring to.
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MR. CAVALLUzZZO: But generally, if
you woul d just describe --

MR. ELCOCK: But it is true, and
it is something that we, in the service, have
managed very carefully. You are to some extent at
the mercy of your liaison partners unless you
manage your relationships carefully.

MR. CAVALLUZZO: That can
obviously |l ead to many probl ems.

He goes on at page 633 to talk
about the kinds of political controls he thinks
woul d be necessary.

He says at paragraph nunber 34:

"We think that the statutory
mandat e of the security
intelligence agency shoul d
explicitly provide that there
may be foreign Iiaison
agreements subject to proper
control ."

And t hen he goes on:

"The principal points of
control should be the two
M nisters..."

That is obviously what we see in
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section 17(1)(b).
s that correct?
MR. ELCOCK: Yes.
MR. CAVALLUZZO: Then he goes on
t o suggest certain statements of principles or
priorities which are inmportant when you are
entering into this kind of an arrangenment with a
forei gn agency.
| n paragraph 36 at page 634
he sai d:
"The governnment should
establish a cl ear statenment
of principles to guide the
security intelligence
agency's relationships with
foreign security and
intelligence agencies. One

pur pose of these guidelines

would be to dimnish the risk

of the security agency's
becom ng an appendage of

f orei gn agenci es,
particularly in relation to
t hose agencies fromwhom it

borrows i nformati on
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frequently. These principles
shoul d be devel oped as a set
of guidelines by an
interdepartmental comm ttee,
and approved by Cabinet. In
the foll owi ng paragraphs, we
suggest some of the
principles that should be
reflected in these

gui del i nes. "

And he goes on.

MR. ELCOCK: | think in fact those
are reflected in the directions given to us by the
M ni ster rather than in quite the way the MDonal d
Comm ssion foresaw. The |evel of detail sometimes
wi Il not necessarily entirely function --

MR. CAVALLUZZO: 1'mgoing to take
you back to those directives as well.

MR. ELCOCK: Yes.

MR. CAVALLUZZO: There are just
two other points that I would refer to from
M. MDonal d before I do take you there.

| f you refer, finally, to page
636, he tal ks about the limts to information

sharing with a foreign agency.
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He says in paragraph 43:

"The information given to
forei gn agenci es nmust be
about activities which are
within the statutory mandate
of the Canadi an security
intelligence agency. Foreign
agencies are likely to have
di fferent mandates and
therefore are likely to ask
for informati on about

Canadi ans or about people in
Canada which is beyond the
Canadi an agency's terns of
reference.”

Woul d you agree with that, that in
terms of sharing information that CSIS has with a
foreign agency, that you are strictly bound by
your statutory mandate?

MR. ELCOCK: Yes. We do encounter
cases where agencies do seek to have us pass them
ot her information, but, no, we can't pass them
informati on ot her than that which is within our
mandat e. | ndeed, because we can only maintain

that informati on because it is strictly necessary
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we don't usually have that information

in our files. So it is sinply a question of

saying to somebody "We can't get you that

i nformati on because we don't have it."

MR. CAVALLUZZO: Then the

final aspect that Justice McDonal d states in

par agraph 44, he says:

"We take the view, too, that
t he Canadi an Security
intelligence agency, as a
pre-condition for passing
information to a foreign
agency, should know t he
reason for the request. To
provi de informati on wit hout
guestioning the request
invites the danger that the
security agency will operate
according to the mandate of a
f orei gn agency rather than
according o its own ternms of
reference.”

Woul d you agree with that

admoniti on as well ?

MR. ELCOCK: | would agree with
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that as a concern. It clearly is a concern for us
to be aware of the agenda of a foreign security
organi zation that is |l ooking for information, why
do they want it. But it is also the reason that
we put caveats on information that we do share to
limt what it can be used for beyond what we may
have given it for.

MR. CAVALLUZZO: We are going to
take you through those caveats. Let's just nmove,
then, to the direction you referred to. That is
in the policy docunents at Tab 1.

--- Pause

THE COMM SSI ONER: | see it is
after 12:30, M. Cavalluzzo. Are you starting a
new area? |Is this a good time for the break?

MR. CAVALLUzZZO: | just would like
to ask one further question before we get into --
| amgoing to be spending a little time with
foreign arrangenents.

Just if you would | ook at Tab 1, |
just want to confirmin the Mnisterial Direction,
right at the very first page -- do you see that?

MR. ELCOCK: Yes.

MR. CAVALLUZZO:. It says:

"Accordingly, the follow ng
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five fundamental principles

will formthe foundati on of

the CSI'S operation.
The rule of |aw. ..
The i nvestigative neans. ..
These are the very sane five
governing principles that | referred to from
McDonal d.
MR. ELCOCK: Yes, they are.
MR. CAVALLUZZO: Thank you,
M. Elcock. | think we will break for lunch at
this point intime and we will resune at --
THE COMM SSI ONER: Two o' cl ock.
We will rise until two o'clock.
MR. CAVALLUZZO: Thank you.
--- Upon recessing at 12:32 p.m /
Suspension a 12 h 32
--- Upon resum ng at 2:00 p.m /
Reprise a 14 h 00
THE COWMM SSI ONER: You may sit
down.

M. Cavalluzzo.

MR. CAVALLUZZO: M . El cock, when

we broke for lunch, we were just about to begin

dealing with the issue of the sharing of secur
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intelligence information with foreign entities,
and | referred you to the policy document book at
Tab 1, which is the Mnisterial direction.

| would like to refer you to
Annex D, which is at page 7.

I n that annex we see, about
hal f way down the page, there is atitle "Foreign
Arrangements and Cooperation”. And then it says:

"Subject to the Mnister's
approval, CSI'S may have with
each such organi zation an
arrangenment for cooperation.”

This is obviously cooperation with
f orei gn agenci es.

It goes on to say:

"The Director will manage

t hese arrangements subject to
any conditions inposed by the
M nister."

Just so that | understand that,
when CSI S enters into an arrangenent with a
foreign agency, that is done with the approval of
the Mnister.

| s that correct?

MR. ELCOCK: That is right.
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MR. CAVALLUZZO: W th consultation
with the M nister of Foreign Affairs.

MR. ELCOCK: That is correct.

MR. CAVALLUZZO: In terms of
operations under that arrangement -- for exanple,
if you have an arrangenment with country A, and
under that arrangement you want to share
information with country A, do you have to go back
to the Mnister for approval or do you do that on
your own?

MR. ELCOCK: No, we woul d not
normal ly go back to the M nister for approval on
t hose i ssues once the arrangenent is in place,
unl ess there is a material change in the
relationship which causes us to | ook at whol e
rel ationship.

MR. CAVALLUZZO: Let us | ook at
t he detail ed guidelines.

It says:

"The foll owi ng points provide
for detail ed guidelines in
this regard.™

First of all:

“Arrangenments may be

est abli shed and mai ntai ned as
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|l ong as they remain

conpati ble with Canada's
foreign policy towards the
country or international
organi zation in question, as
determ ned in ongoi ng
consultations with the

Depart ment of Foreign Affairs
and I nternational Trade
(DFAIT)."

And then it goes on on the next

page:
"Arrangenments may be
establi shed and mai nt ai ned
when such contacts are in the
interests of the security of
Canada. "

As far as that guideline is
concerned, is that done also in consultation with
t he Departnment of Foreign Affairs as well as the
Solicitor General?

MR. ELCOCK: No. Under the
previous bullet, in that respect, the issue of the
security of Canada is nore an issue for CSIS and

for our Mnister than it is necessarily for
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foreign affairs.

MR. CAVALLUZZO: And the final

gui del i ne says:
“Arrangenents will respect
t he applicable I aws relating
to the disclosure of personal
i nformation."”

| would |like to move to Tab 4
whi ch | ooks |i ke an operational guideline.
Per haps you can descri be what that is.

It is entitled "OPS-402 Section 17
Arrangements Wth Foreign Governments and
I nstitutions".

What is this document?

MR. ELCOCK: That is essentially
or policy following on fromthe Mnister's
direction with respect to exchanges with foreign
governments and institutions.

MR. CAVALLUZZO: | would like to
refer to the second page in under "Guidelines for
Forei gn Arrangements".

The first two bullet points refer
to the two points that we have raised, and then
3.3 states:

“Arrangenments with countries
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or international

organi zations that do not
share Canada's respect for
denmocratic or human rights
will only be considered where
there is a definite

requi rement to protect the
security of Canada.”

I s that a consideration that is
taken by the Solicitor General and CSIS or also in
consul tation with DFAIT?

MR. ELCOCK: There would be some
consultations with foreign affairs in terns of
entering into the rel ationship, and that would
presumably be one of the things they would be
interested in as well. But we would be | ooking at
it as well ourselves.

MR. CAVALLUZZO: The inmplication
fromthis is that even if a country does not have
t he same kind of respect for denocratic or human
rights that there still m ght be a situation where
Canada woul d enter into an arrangement with that
country.

| s that correct?

MR. ELCOCK: At the end of the day
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the responsibility of CSISis to collect
intelligence with respect to threats to the
security of Canada. That information may come
fromany number of sources and on occasion it may
come fromsources of countries that may not have
the same respect for democratic and human rights
as Canada does.

MR. CAVALLUZZO: | would like to
break this down in ternms of sharing information.
There are two aspects to that or two sides to the
coin. One is the giving of information from CSIS
or any Canadi an entity to a foreign entity and
then there is the other side, and that is
receiving information fromthe foreign entity.

We have heard about the
M ni sterial approval under section 17. Are there
different types of arrangements that you could
help us on in ternms of understanding the kinds of
relationshi ps we are going to be | ook at?

MR. ELCOCK: In the context of the
ki nds of information we will share with any
particul ar --

MR. CAVALLUZZO: Right.

MR. ELCOCK: Yes, there are three.

MR. CAVALLUZZO: What are they?
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MR. ELCOCK: In one case we woul d
share only technical information or we would share
technical information. We may al so share
screening information, and we may al so share
security intelligence.

Each of those are three
alternatives or they could be all together
dependi ng on the organi zation in question.

MR. CAVALLUZZO: In terms of CSIS
sharing any kind of information, whether it be any
of the three exanples you gave us, are there
certain conditions inposed by CSIS?

MR. ELCOCK: In terms of the
caveats we woul d i npose on the information?
General ly speaking, that applies | ess obviously to
techni cal information.

But generally speaking, we put
caveats. There are four caveats that we normally
put, for which we can take one, two or three or
four caveats to put on any informati on we share.

One of themis, for exanple --

MR. CAVALLUzZZO: Why don't | take

you to it.

3

ELCOCK: All right.

3

CAVALLUZZO: |If you refer to
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your docunent book at Tab 5, there is an
operational policy called "Disclosure of
Operational Information and Intelligence -
Caveat s".

MR. ELCOCK: Tab 5?

MR. CAVALLUZZO: It is in your
docunment book which is the soft vol une.

MR. ELCOCK: Sorry.

MR. CAVALLUZZO: Tab 5.

MR. ELCOCK: | have it.

MR. CAVALLUZZO: As you st at ed,

t here appear to be four caveats?

MR. ELCOCK: Yes.

MR. CAVALLUZZO: Caveat 1, which
is at the bottom of the page -- first of all, it
says the policy is that:

"The appropriate caveat mnust
be added to all information

or intelligence disclosed in
written or print formto any
person, agency or departnent
out side the Service."

So that is the policy.

It tal ks about in witten form

What if you give information orally. Do you still
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i mpose a caveat?

MR. ELCOCK: Generally speaking,
if we are sharing information with another
service, it has to be authorized by the Director
General and it would be written.

MR. CAVALLUZZO: So we have
di fferent kinds of caveats.

What is Caveat 1, which is
descri bed in paragraph 3.1 of this policy?

MR. ELCOCK: It says:

"Caveat 1 relates to

information and intelligence

subject to the Access to

| nformation and Privacy Acts
and shoul d appear on al

letters, telex ..."

And so on. And then it says:
"This docunment constitutes a
record which may be subj ect
t o mandatory exenption under
the Access to Information Act
or the Privacy Act. The
information or intelligence
may al so be protected by the

provi sions of section 37(1)
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of the Canada Evi dence Act.
The information or
intelligence nust not be

di scl osed or used as evidence
wi t hout prior consultation
with the Canadi an Security

I ntelligence Service."

MR. CAVALLUzZZO: All right.

Caveat 2, which is described in

is that?

MR. ELCOCK: Caveat 2 relates to
the reclassification and further di ssem nati on of

information and intelligence and reads as foll ows:

"This document is the
property of the Canadi an
Security Intelligence
Service. It is |loaned to
your agency/ department in
confidence, for internal use
only. |If you are subject to
public access to information
| aws which do not allow you
to protect this information
fromdisclosure, notify CSIS

i mmedi ately and return the
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docunment . "

MR. CAVALLUZZO: Caveat 3 does not

really relate to sharing information with foreign

entities.

|s that correct?

MR. ELCOCK: It covers information

and intelligence fromsensitive sources, and it

m ght well be applied to informati on shared with a

foreign service if

i ndeed that informati on was

sensitive human source i nformati on.

MR. CAVALLUZZO: Could you pl ease

read what that caveat

is?

MR. ELCOCK: Caveat 3 is:

"This document is the
property of the Canadi an
Security Intelligence
Service. It is |loaned to
your agency/ department in
confidence. The information
or intelligence contained in
t his document emanates from
sensitive sources and no
action may be taken on the
basis of this information or

intelligence which may
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j eopardi ze those sources. It
must not be reclassified or
di ssem nated, in whole or in
part, without the consent of
t he originator."”

CAVALLUZZO: |If you could you

hel p us here, this is a caveat which basically

says before you disclose this information to

anybody, you need our consent.

MR.

ELCOCK: Essentially this is

the third party rule which is a traditional part

of most intelligence agencies' practices; i.e., if

| share with you, you don't share with a third

party without consulting ne.

MR.

CAVALLUZZO: \What happens if

t he ot her agency violates the third party rule?

I n other words, you discover that they have

di sclosed this informati on without your consent.

MR.

ELCOCK: You may not be able

to do very much about that particular incident,

but the reality is it will govern how you share in

future with that organization.

Respect for the third party rule

is crucial in fact

Services that don't

to all of our relationships.

respect the third party rule
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obvi ously we deal with very differently than ones
t hat do.

MR. CAVALLUZZO: So you don't run
off to court and sue them

MR. ELCOCK: There is
unfortunately no court you can go to to sue them

MR. CAVALLUzZZO: Finally, the
fourth caveat deals with enforcement. Could you
descri be what that is?

MR. ELCOCK: This is related to
security information and intelligence disclosed to
Canadi an | aw enforcenment agencies, and it is to be
used in all documents containing privileged
informati on provided to Canadi an | aw enf or cement
agenci es.

It reads:

"Because disclosure of this
document woul d be injurious
to national security, the
Canadi an Security

I ntelligence Service objects
to its disclosure before a
court, person or body with
jurisdiction to conpel the

producti on. The Service
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reserves its right to certify
to the above instances,
pursuant to section 37(1) of
t he Canada Evi dence Act, that
the information or
intelligence contained in
this document shoul d not be
di scl osed on the grounds of
nati onal security."

MR. CAVALLUZZO: Before
i nformati on goes out fromCSIS to a foreign
agency, you said that the Director General has to
agree to it or approve it?

MR. ELCOCK: The Director Gener al
of that particular branch. Generally it would be
a headquarters branch, not a regional office.

MR. CAVALLUZZO: The Director
General you say of a particular branch. Can you
give us an exanple of a branch?

MR. ELCOCK: The Director Gener al
of Counter-Terrorism

MR. CAVALLUZZO: So the Director
General woul d approve it going out and woul d
ensure that the appropriate caveats were i nposed?

MR. ELCOCK: Yes.
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MR. CAVALLUZZO: Presumably that
approval is done on a case-by-case basis?

MR. ELCOCK: Yes.

MR. CAVALLUZZO: Let's deal with
t he other side of the coin -- and | amgoing to
get alittle nore specific as we nmove on -- in
terms of CSIS receiving information.

Presumably, in terms of receiving
informati on, you are faced with what we call
reverse caveats.

MR. ELCOCK: Caveats inmposed by
ot her services.

MR. CAVALLUZZO: Correct.

MR. ELCOCK: Yes.

MR. CAVALLUZZO: In other words,
bef ore you can disclose informati on given to you
by them you would have to seek their consent?

MR. ELCOCK: That is right.

MR. CAVALLUZZO: In terms of
receiving information froma foreign agency, CSIS
hasn't assessed its reliability because it would
be a foreign agency that obtained this
informati on. What do you do when you receive
foreign information? Do you assess its

reliability on your own?
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MR. ELCOCK: You have a leg up in
the sense that you have an assessment of the
reliability of the service that is providing the

information. So it may have nore or |ess

credibility.

At that point, if you receive any
information -- and it does not really matter from
what ever source you receive it -- you have to | ook

at that information to see if you can corroborate
it. A piece of information that cannot be
corroborated, no matter who it comes from is
essentially useless to us.

MR. CAVALLUZZO: What about a
situation in which, as is the practice, the
forei gn agency has i mposed a caveat that CSIS
cannot disclose this informati on without their
consent.

Has CSI S ever sought their consent
in terms of whether such information may be
di scl osed, whether it be to a court of |aw or
public inquiry?

MR. ELCOCK: Yes, on occasion we
have gone back and asked services if we would be
all owed to disclose information, probably nmore

often than not to a | aw enforcement agency but it
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al so happens in other cases.

MR. CAVALLUZZO: Okay. Now I
would like to deal with that guideline that talked
about the human rights record of the foreign
agency or the foreign country from which the
information is com ng. W have seen obviously
bef ore you enter into the rel ationship you take
t hat into account.

When you receive information from
a country with a poor human rights records, do you
al so take that into account on an ad hoc basis as
you are receiving information fromthat country?

MR. ELCOCK: Certainly, because it
may go to the credibility of the informati on and
therefore its utility.

MR. CAVALLUzZzZO: Okay. |If we can
| ook at one particular country, Syria.

In the year 2002, was CSI S aware
of the human rights record of Syria?

MR. ELCOCK: | suspect we probably
woul d have been.

MR. CAVALLUZZO: Let me just point
you to two particular publications at that time.

One is the Ammesty I nternational

Annual Report which was rel eased in May of 2002
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whi ch tal ked about the concern about torture in
Syria. The wording of the report, and | am
guoting is:
"Torture and ill treatnment
continued to be inflicted
routinely on political
prisoners especially during
i ncommuni cado detention at
t he Pal estine branch and
mlitary interrogation branch
detention centres.”
(As read)

Were you aware of the Amnesty
| nternational report in 2002?

MR. ELCOCK: | don't recall being
particularly aware of that one, but | am aware of
Ammesty I nternational producing such reports and
have seemthemin respect of other countries.

MR. CAVALLUZZO: | don't want to
get too close to the Arar facts, but you are aware

that M. Arar was detained in the Palestine branch

in Syria?

MR. ELCOCK: Actually, | had
forgotten that. |'mnot even sure if | originally
knew it.
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MR. CAVALLUzZZO: Okay. The U.S.
State Departnent also gives an annual review of
t he human rights record.

MR. ELCOCK: Yes.

MR. CAVALLUZZO: 1In 2002 in
respect of the human rights practices for Syria,
whi ch was rel eased in March of 2002, it stated:

"Al t hough torture occurs in
prisons, torture i s nmost

i kely to occur while
det ai nees are being held at
one of the many detention
centres run by the various
security services throughout
the country and particularly
while the authorities are
attenpting to extract a
confession or information
regardi ng an all eged crinme or
al |l eged acconplices.”

(As read)

Those Department of State Annual
Reports are avail able to the public?

MR. ELCOCK: | amfamliar with

t hem | have read them on ot her occasi ons.
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MR. CAVALLUZZO: Just out of
interest, does Canada have such an annual report?

MR. ELCOCK: Not that | am aware
of. We of course | ook at all of those and do our
own assessnent if we are interested in or
concerned about any particular country on the
basi s of what our own reporting is and so on to
make an assessment for our own purposes.

MR. CAVALLUzZZO: Okay. | would
like to just ask you a few questions concerni ng,
generally speaking, the reliability of security
intelligence information and the reliability of
i nformati on which may have resulted fromtorture.

Dealing first with the reliability
of security intelligence generally, there is,

t hink, a very apt description in this document
entitled "Securing an Open Soci ety Canada's

Nati onal Security Policy", which you have no doubt
read. | only refer to it because there is an apt
description of "security intelligence". | am
referring now to page 16.

MS Mcl SAAC: Does the witness have
a copy of this, M. Cavalluzzo?

THE COMM SSI ONER:  We can

certainly get himone.

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N - O

156

MS Mcl SAAC: |Is there a tab number
you could refer us to, please?
--- Pause
THE COMM SSIONER: It is in
Vol ume 1, page 96.
--- Pause
MR. CAVALLUZZO: The only
reference here, M. Elcock, is just the portion
above the title "Progress to Date" just describing
the "Nature of Intelligence".
It is stated:
"The nature of intelligence
is that we rarely, if ever,
have conpl ete i nformation.
Rat her, intelligence
reporting and assessnents are
based on fragmented and
sonmeti mes contradictory
information. It is therefore
essential to bring together
information on threats to
Canada from all avail abl e
sources and properly assess
it in order to provide as

accurate and conplete a
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pi cture as possible. It is
also critically inmportant
that the resulting product be
conveyed in a timely,
accurate and usabl e manner to
t hose whose actions or
deci si ons depends upon it."
(As read)

That is the only reference. Wuld
you agree with that description of security
intelligence?

MR. ELCOCK: That is certainly
accurate in terms of what the difficulties are.

It rarely comes to you all in one piece. As |
said earlier, you receive lots of little bits and
what you are trying to do is make a picture out of
t he puzzl e pieces.

MR. CAVALLUZZO: Right. 1In terns
of generally speaking there is a great deal of
di scussi on and debate today about, for exanpl e,
the reliability of the security information that
the Anmericans relied upon in going into Ilraqg in
terms of the weapons of mass destruction so that
the public is somewhat concerned about the

reliability -- or some of the public is somewhat
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concerned about the reliability of security
informati on, and the questions | have are the
foll ow ng:

First of all, does CSIS ever pass
on information that it believes is unreliable?

MR. ELCOCK: No.

MR. CAVALLUZZO: Does CSIS --

MR. ELCOCK: Although in
circumstances, if we received i nformation that
said there will be a bomb tomorrow, even if it is
unreliable we woul d pass on the information that
there is the possibility of a bonb tomorrow but we
believe the information to be unreliable, pass
that on to the police forces so in fact if
somet hing were to happen they would actually have
had that information and have been able to pay at
| east some additional attention to that particul ar
area or individual or whatever it happened to be.

MR. CAVALLUZZO: So that if
information is transferred or shared or given,
whi ch information is not definitive or somewhat
specul ative, that -- not a caveat, but certainly
t hat woul d be pointed out in terns of the
recei ving agency?

MR. ELCOCK: Yes.
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MR. CAVALLUZZO: Or should be?

MR. ELCOCK: Yes.

MR. CAVALLUZZO: Should be. It is
unreliable, but here it is.

MR. ELCOCK: Well, if it weren't
for an urgent situation |ike that we woul d not
normal ly pass it on period, but in a situation
where you have an urgent piece of information
whi ch may suggest a threat or a specific incident,
then you may have to pass that on so the | aw
enf orcement agencies, or the Departnment of
Transport if it is in respect of an airplane, can
at | east have some forewarning if indeed something
mat eri alizes.

MR. CAVALLUzZZO: Okay. Now, |
would like to move to informati on which may have
been the product of torture.

Now, in terms of receiving
informati on that CSIS reasonably believes may be a
product of torture, what does CSIS do with that
ki nd of information?

MR. ELCOCK: | think to go a
little bit before that, the reality is in most
cases we woul d have no knowl edge that it was

derived fromtorture. You may suspect that it was

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o~ W N+ O

160

derived fromtorture, but that is about as far as
one will get in nost circunstances.

Clearly, the issue of whether it
was derived fromtorture or not goes to the
validity of the information. It calls into
guestion the validity of the information.

MR. CAVALLUzZZO: Okay. How does
CSI S assess whether a statenment or information may
have been the product of torture? One thing
presumably, as we have discussed, is the human
rights record of a country?

MR. ELCOCK: Yes. That m ght well
give us a clue, although it doesn't necessarily
give you certainly even there, but it may give you
a clue that that may be the result of torture.

MR. CAVALLUZZO:. Are there any
ot her indicia apart fromthe human rights record
of the country fromwhich it comes to indicate
whet her a statement may be the product of torture?

MR. ELCOCK: The form of the
informati on may give you sone hints in some cases,
but the reality is you don't have very much to go
on and very few people send nessages around sayi ng
this was derived fromtorture.

MR. CAVALLUZZO: Right. MWhat if
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CSI S concludes that the information is likely to
have been the product of torture. Do you

i medi ately reject it or what does CSIS do with
t hat information?

MR. ELCOCK: Not necessarily. It
woul d depend on whet her we coul d corroborate that
information. |If indeed we could corroborate that
information from other sources, then that
information may in fact be important information
in any particular investigation. But if it is not
capabl e of being corroborated, then it is of no
val ue to us.

MR. CAVALLUZZO: Okay. If it is
corroborated -- and | assune corroborated by
i ndependent information?

MR. ELCOCK: By other sources of
i nformati on unassoci ated with the source from
whi ch you received that information.

MR. CAVALLUZZO: Right. The
obverse is, if it isn't corroborated or can't be
corroborated what would you do with that statenment
t hat you suspect is the products of torture?

MR. ELCOCK: If it can't be
corroborated it is useless to us. Utimately it

woul d | eave t he dat abase.
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MR. CAVALLUZZO: It would be
removed fromthe database?

MR. ELCOCK: You would renmove it
fromthe dat abase because there is no necessity to
keep it.

MR. CAVALLUzZZO: Okay. Once
again, just like any other reliable information,
presumably you woul dn't pass on this information,
that is informati on you suspect com ng from
torture, to any other Canadi an agency unl ess there
is an emergency or some kind of an emergent
situation?

MR. ELCOCK: No. No. From our
poi nt of view as an intelligence agency, we are
there to collect information, collect intelligence
that may reflect on a threat to the security of
Canada and we will ook at information from any
source in order to secure sone information about
threats to the security of Canada, but obviously
if it is unreliable information ultimately it is
of no use to us.

MR. CAVALLUZZO: Now, just one
ot her aspect in terms of receiving information
fromforeign countries or agenci es.

In 2002 and 2003, as Director of
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CSI'S, were you aware of what is referred to as a
policy or practice of rendition which allegedly
was bei ng conducted by the Americans in respect of
certain terrorist suspects?

MR. ELCOCK: | have seen newspaper
articles on the subject and | am aware the United
States had a policy of arresting even where
anot her country had not necessarily consented,
arresting individuals that were subject to
procedure under American | aw and transporting them
back to the United States. There have been a
number of cases of that over the years and that is
what | understand rendition to be.

MR. CAVALLUZZO: So that you would
descri be rendition as being Americans sei zing
somebody in a foreign country with or without the
consent of the foreign country and then bringing
t he person back to the United States?

MR. ELCOCK: To the United States
to face | egal process.

MR. CAVALLUZZO: Okay.

MR. ELCOCK: | think there have
been sonme newspaper articles which tal ked about
rendition in different circunstances, but

newspaper articles are newspaper articles.
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MR. CAVALLUZZO: Right. Are you
aware of the situation -- and some newspaper
articles really describe the forced transfer of a
person fromone State to another State --

MR. ELCOCK: Yes.

MR. CAVALLUZZO: -- in order to
get information in that other State because the
means used to obtain that informati on may not be
[awful in, if we can call it, the sending State?

MR. ELCOCK: | have seen newspaper
articles alleging those practices.

MR. CAVALLUZZO:. So you are not
aware that this was going on other than from
newspaper articles?

MR. ELCOCK: |'m not aware of any
specific cases, no, apart fromthe allegations in
newspaper articles.

MR. CAVALLUZZO: Right. Are you
aware that M. Tenet, who was the head of the CIA
at a particular point intime, referred before a
Senate Comm ttee that the United States was
engaged in rendition, whatever he meant by that?

MR. ELCOCK: |'m aware that he
made t hat statement. | don't think he el aborated

on what he precisely neant.
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MR. CAVALLUZZO: This is the | ast
guestion on this.

Were you ever aware of a situation
in the United States where they were detaining a
foreign citizen and then --

MR. ELCOCK: In the United States?

MR. CAVALLUZZO: In the United
States -- were detaining a foreign citizen who was
passi ng through and then rendered or deported, or
what ever word you want to use, sent this person to
anot her country to be whatever?

MR. ELCOCK: Apart from M. Arar's
case | am not aware of another case.

MR. CAVALLUZZO: That was the
first case that you became aware of that kind of
Situation?

MR. ELCOCK: Yes. Yes.

MR. CAVALLUZZO: Now, | would Iike
to cone to a related way that CSI'S may obtain
foreign intelligence and that is operations
abroad, which is | guess the other side of the
coin. You can get information either through
17(1) (b) agreenents that we have spent the | ast
hal f hour discussing --

MR. ELCOCK: That's right.
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MR. CAVALLUZZO: -- or CSIS could
operate abroad. | would like to come to those.

MR. ELCOCK: Although I woul dn't
descri be either of those as foreign intelligence.
Those are sinmply --

MR. CAVALLUZZO:. |'m sorry.

MR. ELCOCK: -- security
intelligence that we have obtained either froma
foreign service or obtained fromour own
i nvestigations abroad.

MR. CAVALLUZZO: Okay.

MR. ELCOCK: The Act makes a
di stinction on those points.

MR. CAVALLUZZO: For those who
have the document book -- and |I'mnot going to
take the witness through it -- at Tab 7 you see
there is a CSIS Website or description as to
operations abroad. | just have a few questions
for you.

Initially, I would like to see
what M. MDonal d sai d about whether CSIS shoul d

be operating abroad in order to obtain

intelligence relevant to your mandate. Once again

if you get the Chapter 7, which is the

free-standing -- you have it? Good.
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as to the RCMP.

"Questions concerning a
security intelligence
agency's operations abroad
are closely related to
guestions concerning the
agency's relationship with
“friendly' foreign agencies.
| f Canada wi shes to obtain
intelligence about activities
in other countries which

t hreaten the security of
Canada, intelligence not
openly avail abl e, Canada must
either collect the
informati on covertly or
obtain it froman
intelligence agency of a

friendly country.

He goes on, In the next few
exanpl e at page 628, he describes the
practice in the late 1970s and early 1980s

I n paragraph 15 he states:

"Covert Security Service
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operations outside Canada

t oday are conducted on an

ad hoc basis. These cases
invol ving foreign travel

al ways arise froman internal
security investigation begun
in Canada. Generally, the
rati onal e for such operations
is that the information
sought relates directly to
the internal security of
Canada and is not the kind of
informati on that can be
obt ai ned or should be
obt ai ned through liaison with
friendly security and

intelligence agencies.”

McDonal d then went on to recommend

that CSI'S have the authority to operate abroad, if

we can call it is that.

Isn't that correct?

MR. ELCOCK: That's right.

MR. CAVALLUZZO: That is

recogni zed i n what

provi sion of the CSIS Act?

MR. ELCOCK: It is recognized
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essentially in section 12, although it is in there
indirectly. You have go to section 16 which has a
territorial Iimtation on it which effectively
makes it clear that section 12 has no territorial
[imtation.

MR. CAVALLUZZO: Okay.

MR. ELCOCK: So it is by operation
of interpretation rather than a specific set of
wor ds, but the intent is clear.

MR. CAVALLUZZO: Right. And that
is clearly what M. MDonal d recommended.

MR. ELCOCK: Yes.

MR. CAVALLUZZO: In fact, it would
surprise nmost to know that this kind of covert
foreign activity went on prior to Confederation,
when Prime M nister Macdonal d sent Canadi ans out
across the border to gain --

MR. ELCOCK: Into the Finian
raids.

MR. CAVALLUZZO: -- information
about the Finian raid?

MR. ELCOCK: Yes.

MR. CAVALLUZZO: So it is a |long-
st andi ng but exceptional exercise of CSIS.

Now, what -- | want to ask you a
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few questions. |In sonme of these documents there
is reference to "foreign liaison officers”. 1Is
t hat something different than operating abroad?

MR. ELCOCK: Yes, it is. W do
have foreign liaison officers stationed in a
number of m ssions around the world. Essentially,
they are there to maintain the |iaison
relationshi ps we have with services around the
worl d. They also are there to participate as or
in assistance to the imm gration programofficers
in various mssions, in ternms of our
responsibilities and screening i mm grants and
refugees, particularly immgrants, though, in that
case.

MR. CAVALLUzZZO: Okay. But
focusing on operating abroad, does CSIS ever get
involved in joint operations in foreign countries?

MR. ELCOCK: We do participates in
joint operations with other services periodically.

MR. CAVALLUzZO: Okay. Now, does
t hat have to be approved by the m nister?

MR. ELCOCK: No, unless -- it
woul d in cases where -- such an operation probably
woul d have to be approved in cases where there was

a serious risk to Canada's reputation, which
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essentially takes you to foreign policy, which
woul d mean consultation with foreign affairs
and/or serious risk tolife or linmb in carrying
out such an operation, which is really a

m ni sterial concern.

MR. CAVALLUZZO: Right. And what
about a situation where a Canadi an was detained in
a foreign country, would CSIS ever send over an
officer to question that individual?

MR. ELCOCK: It has happened on
occasi on.

MR. CAVALLUZZO: Okay.

MR. ELCOCK: It would be unusual
for us to do that, but it has happened.

MR. CAVALLUZZO: Now, given the
fact that nmost of the current threats to the
security of Canada either have their origin abroad
or are mani fest across international borders,
presumably CSI'S'" relationships with foreign
agenci es have increased substantially in the | ast
few years?

MR. ELCOCK: They have been not
increased i nordinately since Septenber the 11th,
but they have increased in numbers since September

t he 11t h. There are a nunmber of countries we
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opened up relationships with as a consequence of
the events of September the 11th and the
investigations that flowed fromit.

MR. CAVALLUZZO: And you had told
me before that we have about 250 foreign
arrangenments right now, which is an increase from
around 50 in the 1980s. |Is that correct?

MR. ELCOCK: Yes. It would have
been much smaller back in the eighties. It that
is increased over the last 10 or 15 years
substantially, and now about 247, 250, | think,
al t hough not everyone of those would be in -- sone
of them would be, in a sense, in library status,
in the sense that they are not in the full bloom
of participation by all sides.

MR. CAVALLUZZO: Okay. And |
guess the other question | would ask you in that
regard, in light of the present threat
environment, has the amount of operating abroad
increased in the |ast few years because of 9/11
or, indeed, events prior to 9/11?

MR. ELCOCK: | think the reality
is that it has increased because of the nature of
the threat, the threat that comes from outside

Canada. In the case of al-Qaeda, it has increased
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because of the magnitude of the threat and it has
al so increased because, in many cases, we have
expertise and capabilities that we may not have
had at the beginning. Operating abroad is, by
definition, nmore difficult than operating in
Canada. | ndeed, our first approach would be to
operate -- to collect the information in Canada,
if we could. But if the only place we can coll ect
it is in Afghanistan, then we may have to go to

Af ghani st an.

MR. CAVALLUzZZO: Okay. Now, |
woul d |Iike to nove to another area, and that is
what you have referred to in the past as "keystone
principles underlying the legislation". | am
going to be referring to an address that you gave
in October of 2003 to the Canadi an Associ ation for
Security and Intelligence Studies in Vancouver.

MR. ELCOCK: Yes.

MR. CAVALLUZZO: It is at Tab 6.

You dealt with what you said were
some i nportant policy choices that were made by
t he Governnment of Canada in response to the
McDonal d Comm ssion in the creation of CSIS. And
the first issue that you have tal ked about, and

t hat we have tal ked about over the | ast few hours,
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is what you have referred to as "individual and
collective rights" and you tal ked about the
"tensi on between collective and individual
security"”, and so on and so forth.

And | guess, referring, initially,
to the statement from M. MDonal d, which I think
is still inmportant today, in your mddle
par agraph, you -- well, why don't you read it, as
to the way M. MDonald put it?

MR. ELCOCK: Sorry, where are you?

MR. CAVALLUZZO: This is the
second paragraph --

MR. ELCOCK: Oh, sorry.

MR. CAVALLUZZO: -- page 3 of 11
It's at the top right corner.

MR. ELCOCK: You are back in the
McDonal d Comm ssi on?

MR. CAVALLUZZO: No, no, no. This
is your article that you quoted from McDonal d - -

MR. ELCOCK: Okay.

MR. CAVALLUzZZO: -- page 3 of 11
under the title, "Individual and Col |l ective
Ri ghts".

MR. ELCOCK: Yes.

MR. CAVALLUZZO: 1In the second
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par agraph, you quote McDonald. | will et you
read that?

MR. ELCOCK: Okay.

"The McDonal d Comm ssion puts
it this way: Canada nust

meet both the requirements of
security and the requirements
of democracy; we nmust never
forget that the fundanent al
purpose of the former is to
secure the latter.™

MR. CAVALLUZZO: And you have told
us, and you certainly set this out at the bottom
of the page, is that CSISis a reflection of that
concern of the government at the time to protect
civil liberties. For exanple, it's found in the
definition of "threat", in the legislation, itself
-- go on. M\Where else?

MR. ELCOCK: It underlies the
design of the system of warrants that service has
that require the Federal Court judge to review
investigative briefs to ensure that no nore than
an appropriate degree of intrusion is used,
fundamental to the role of the revi ew agenci es

that are given the responsibility to nonitor and
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report CSIS investigative activities, i.e. SIRC
and the I nspector General.

MR. CAVALLUZZO: Right. And
interestingly, over the years, the nature of the
t hreat may have changed, but the mandate of CSIS
hasn't changed, has it?

MR. ELCOCK: No, it hasn't.

MR. CAVALLUZZO: And over the
years, could you tell us how often the CSIS
| egi sl ati on has been amended since 19847

MR. ELCOCK: The only amendnment
was a consequential, as part of Bill C-36 because
they used a slightly different wording in a
definition of "terrorism'. The added a word to
the definition of "threats to the security of
Canada" in the CSIS Act.

MR. CAVALLUZZO: And they added
the words "religious and ideol ogical" --

MR. ELCOCK: Yes.

MR. CAVALLUZZO: --in the
definition? And fromyour perspective, did that
change your mandate at all, by the addition of
t hose two word?

MR. ELCOCK: No, it certainly

didn't change any investigations we were doing or
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had any intention to do. It was, from our point
of view, sinmply consequential because C-36 had
i mported some different words.

MR. CAVALLUzZZO: Okay. Let us
nmove on to the next issue that you descri bed as
civilianization. And here there are a coupl e of
guestions | want to ask you about this. You say
both the MacKenzi e and McDonal d Conm ssi ons had
recogni zed that, while there are simlarities,
there are distinct differences between the
orientation of police work and intelligence
collection -- and we have dealt with that
extensively today -- but | would |like to ask you
about the next paragraph.

You say that some differences are
obvi ous, but then you go on, in the third
sentence, you say:

"But the highly charged chain
of events since September 11
have obscured sonme of the
reasons that |lie behind the
choices that were made, and
| ead me to highlight them"
What did you mean by that?
MR. ELCOCK: The period after
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September the 11th, | think was a difficult period
and involved a nunber of organizations, all
seeking to make as much of a contribution as they
possi bly could to both Canada's security and the
security of our neighbour to the south. It was a
situation in which there was some expectation of
anot her attack and the need to ensure security was
at a high level was, | think, regarded by everyone
as an i nmportant step.

The difficulty, | suppose, when
everybody is trying to do that, is not everybody
has the necessary tools or not necessarily the
ri ght approach to deal with the problem
appropriately.

MR. CAVALLUZZO: Presumably, the
reasons as to why M. McDonal d gave to keep
constantly aware of the fundamental difference
bet ween police work and security intelligence
collection or investigations and so on is still
true today as it was many years ago?

MR. ELCOCK: It is still true,
although I think it is inportant to keep
cogni zance of the fact that our mandate and t he
police's mandate, at its edges, are mandates that

are like this rather than are mandates that are
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like that. The reality is, at the end of a day, a
terrorist is a crimnal and will need to be

arrested. And, therefore, the police have a

mandates as well if sonmebody carries ousts an act,
he becones a crimnal and will be arrested by the
poli ce.

So our mandates are, by
definition, integrated. So at the edges they nmeet
and there are some simlarities between what we do
and the police do. At the core, there are sonme
fundamental differentials, but on the fringes
there are sone real simlarities.

MR. CAVALLUZZO: | can't do that.
| "' m not as anbi dextrous as you are, | guess. But
usi ng that anal ogy, when does the police
jurisdiction, if we can call it that, or
responsibility, where does that flow into your
responsibility, when you are director of CSIS?

MR. ELCOCK: 1In a sense, there is
no precise definition of that. |In fact, that is
probably the way it should be. Because if there
was a precise definition, then, by definition,
there would be a gap. The instant you create a
definitional difference between two things, there

is a gap between them Something can fall between
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t he gap.

I n point of fact, the mandates
overlap, and that's a reality, which means that,
in many cases, we have meetings with the police or
continuing processes with the police to ensure
that we don't conme into conflict in any particular
case. They may, indeed, as a part of a crim nal
i nvestigation, have come across somebody who has a
bomb in their house and is planning a terrori st
attack. At that juncture, while we may be able to
assi st them they may take primacy in the
investigation; on the other hand, if we see, as a
result of our investigation, see an organi zation
t hat we think m ght be preparing a bomb, we would
go to the police in order to begin to involve
them if we thought there was a possibilities that
they had a real intention of putting a bomb
somewher e.

MR. CAVALLUZZO:. In ternms of your
mandat e, obvi ously, once again -- and | want to
repeat it -- but relates to the threats of the
security of Canada, whereas the mandate of the
police or |aw enforcement agencies --

MR. ELCOCK: Theirs is broader,

but it conmes back to the us on i ssues such as
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counter-terrorism where, in fact, a terrorist
be a crimnal, as well.

MR. CAVALLUZZO: Right.

MR. ELCOCK: But they are

may

obvi ously | ooking at much broader crimnality than

we are.
MR. CAVALLUZZO: Right. And
i ndeed, with Bill C-36, the number of crinmes
related to terrorism--
MR. ELCOCK: I n sonme sense,
mul tiplied.
MR. CAVALLUZZO: -- have
i ncreased, have nultiplied --
MR. ELCOCK: Yes.
MR. CAVALLUZZO: -- as a result
the new terrorismoffenses?
MR. ELCOCK: That is right.
MR. CAVALLUZZO: And has the
di vi sion between | aw enforcenment and security
intelligence beconme nurkier as a result of that
expanded definition of "terrorist offenses"?
MR. ELCOCK: | don't know that

becomes nur ki er . It does nmean we have to work

of

it

t oget her nmore effectively and have to have contact

with each other frequently to avoid difficulties
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in those areas. | wouldn't describe it as
"murkier", it's just sinply there are opportunity
for conflict and it is inportant to m nim ze those
in order that you can both be effective.

MR. CAVALLUzZZO: Okay. Now, in
the this part of the article on civilianization, |
think you -- it's probably the place that | found
-- 1 read a lot recently in the |l ast coupl e of
mont hs, but this is the best description,
practical description, | have found between police
wor k and security intelligence. You describe "Ilaw
enforcement” as "generally reactive". What did
you nmean by that?

MR. ELCOCK: In many cases, the

police do the -- their investigation will begin
with a crimnal act. So they are |ooking for the
person who has commtted the crimnal act. It

doesn't mean that the police have a preventive
jurisdiction. |If they see somebody about to throw
a Mol otov cocktail through a wi ndow, they don't
have to wait to grab himbefore he throws about
t he Mol otov cocktail.

MR. CAVALLUZZO: Right.

MR. ELCOCK: But having said that,

generally speaking, their investigations would be
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nore reactive than would ours. Ours, as | said
earlier, are | ooking at a phenomena, are | ooking
at -- such as terrorismor a particular group
involved in terrorism trying to gain an
under st andi ng of that group: why it's operating
the way it is, what its course of future action
will be, with a view of trying to prevent it from
ever becom ng effective.

MR. CAVALLUzZzZO: Okay. You go on
to say that police officers are result-oriented.
What does that mean, are "result-oriented"?

MR. ELCOCK: | meant that, in the
sense that, at the end of the day, the role of the
crimnal process is either to secure a conviction
or a declaration of innocence. |In our process, we
are sinply looking for threats to the security of
Canada, trying to identify them and decide who to
advi se about them

MR. CAVALLUzZzZO: Okay. You go on
to say that "they work on a cl osed system of
limts defined by the Crim nal Code and ot her
statutes”. MWhat did you nean by that?

MR. ELCOCK: | meant, in a sense,
that it is a somewhat more straightforward process

than the collection of intelligence. Wth respect
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to phenomena that, in a sense, is an intelligence
organi zation, you are al ways seeking to know t he
unknown and your scope is nmuch broader than it is
for most police officers, who may be investigating
a break-in in your house |ast night and that is a
relatively narrower world. It doesn't nmake it
better or worse, it's just a different process.

MR. CAVALLUzZzZO: Okay, you go on
to say that "they operate in a highly
decentral i zed node"

MR. ELCOCK: Intelligence
agencies, by definition, as | said earlier, tend
to be highly centralized. 1In a police force, an
i ndi vidual officer begins an investigation and
carries it through, and he may do so wi t hout much
in the way of direction. 1In the case of an
intelligence agency, we don't have investigations
that aren't managed centrally.

MR. CAVALLUZZO: Right. Okay,
and, finally, you talk about, in terms of police
work, that "trials are public events and obviously
CSI' S may have to operate differently at tinmes"?

MR. ELCOCK: We would rather not
be involved in public trials, if we can possibly

avoid it.
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MR. CAVALLUZZO: Okay. Now, in
terms of the changes which occur, maybe if you can
just give us an historical backdrop here. Now, in
1984, when CSIS was created and the security
service of the RCMP was elim nated, | understand
t hat most of the CSIS officers in 1984 came from
the RCMP security service. |Is that correct?

MR. ELCOCK: Yes, nost of the
officers of the RCVMP security service transferred
across to CSI'S. Some eventually went back, but
nmost st ayed.

MR. CAVALLUZZO: | understand t hat
today -- at one time it was 80:20 and today it's
just the obverse, it's 20:80?

MR. ELCOCK: It is about now 20
per cent, | think, former RCMP officers, menbers
and al so of civilian staff.

MR. CAVALLUZZO: Okay. Now, in
t he next part -- and | amgoing to -- in that
portion you tal k about the kind of enployees that
will be recruited -- and | amgoing to do that in
a wee bit in a few mnutes, but | just want to
nmove on to the next point, which is
accountability, which you thought, as well, was a

very important issue. And for the nost part, we

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

186

have basically dealt with that, in ternms of
political accountability, whether it be in terns
of the boundaries which are set out in the

| egislation in respect of your powers and nmandat e,
whet her it be the kinds of m nisterial approvals
you have to get, in terns of entering into
particul ar kinds of arrangements and, at the sane
time, you have a couple of review agencies --

MR. ELCOCK: That's right.

MR. CAVALLUZZO: -- that are
reviewi ng things that you were doing on an annual
basi s?

MR. ELCOCK: And highly
specialized review agenci es, which are accust omed
to | ooking at us and probably would have not much
capacity to go el sewhere.

MR. CAVALLUZZO: And what did you

mean by that, |I'msorry?
MR. ELCOCK: Well, in the sense
that -- | mean, it's a highly specialized process.

They have to become famliar with our process.
They under st and what we are doing. They
under st and what the functioning of an intelligence
agency is and, therefore, in reviewing it, can

make sense of what we are doing and whether we are
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doing it right or wrong.

MR. CAVALLUZZO: If we can | ook at
SIRC, the Security Intelligence Review Commttee,
is that becom ng a model for other foreign
countries in respect of their security
intelligence agencies?

MR. ELCOCK: No, it hasn't. |
t hi nk generally nmost countries have decided not to
opt for such a -- so far anyway, have deci ded not
to opt for such a strict formof review. So it
had not been picked up anywhere.

MR. CAVALLUzZZO:. Do you feel that
because of the presence of SIRC in ternms of
revi ewi ng the operations and activities of CSIS
that CSIS is a stronger organization?

MR. ELCOCK: Yes, | do.

MR. CAVALLUzZZO: Okay. There is a
final area | would |like to move to, M. Elcock.
That is also part of your article given in
Vancouver | ast October and it is under the title
"CSI'S Adjusts to New I nperatives” which can be
found at page 8.

Do you have that in front of you?

MR. ELCOCK: Yes.

MR. CAVALLUZZO: What | would
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to are the three inmperatives that you feel

are facing CSIS today.

title,

it

In the second paragraph under t hat

is stated:

"The first requirement is the
adoption of an intelligence
nmodel rather than an
enforcement nmodel that is
able to understand the world
of nmodern terrorism and that
i's equi pped to forewarn or
prevents terrorist acts. The
fundamental difference

bet ween | aw enf orcenent and
intelligence work that led to
the creation of CSIS as a
separate, civilian security
intelligence organization had
to be reflected inits
makeup, in the conposition of
its management cadre and its
empl oyee base. Legislators
wanted to encourage a new
management style that would

be responsive to political
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deci si on-makers, cooperative
with review, bodies and

di sci plined. The enpl oyee
base shoul d have good

anal ytical skills through

hi gher education and respect
for legitimate political

di ssent . "

you go on as to the kind of

empl oyee that CSIS should utilize. You say:

Then

"Mor eover, people who do this
wor k have to think |ike
terrorists and be able to
under stand the societies that
spawn them They have to
know t he mai nstream politics
and the insurgencies of
nations all over the world in
order to know what to make of
the information they gather."
you go on:

"l nstead of studying of
forensics and the finer

poi nts of assembling evidence

to support prosecutions under
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the Crim nal Code, they have
to understand the I mm gration
Act and the m gratory
patterns of popul ations.”

Now, in light of that particular
skill experience that CSIS should have in respect
of its employees, in ternms of your recruiting
patterns what are you | ooking for in terms of
empl oyees of CSI S?

MR. ELCOCK: Generally speaking,
to become a CSIS officer you have to have at | east
one degree. You have to be able to speak English
and French, although the service will train you in
the one that you don't speak if you make it
t hrough all the rest of the interviews and so on.
Many of the candi dates have nore than one degree
and many of them would have nore than two
| anguages, more than English and French.

They have to go through a
form dabl e period. It usually takes about six
months to a year to succeed in joining the service
t hrough a process of exams -- through a process of
tests and interviews and pol ygraph tests.

| f you ultimately succeed, then

any successful candidate is, with their former
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training, on probation for a five-year period
before they actually, in a sense, becone a formal
menmber of the service.

MR. CAVALLUzZZO: Okay. You go on

to state:
"Apart fromcivilization,
educati on and cul tural
orientation, specialized training
has hel ped to ensure that
i ndi vidual rights are respected in
t he application of the systens and
processes that are prescribed in
the CSIS Act."
You go on:
"OQur professional standards
require that an intelligence
officer be trained to respect
civil liberties as well as be
trained in the operational
ways and means."
What kind of training in respect
of civil liberties are we talking about there?

MR. ELCOCK: Each intelligence
officers that joins spends a period in the

classroominitially, if the training is starting
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in headquarters, a period of about 14 weeks, all

of which is, in part, to try and inculcate into

t he student. Even though they may have one or two
uni versity degrees we are trying to inculcate into
peopl e who join the service the way in which the
service functions, the standard to which the
service functions, to make sure that as they begin
their career they understand the basics in the
next five years of their probationary period when
they will be, in a sense, |earning through
wor ki ng.

Since they go first to
headquarters and then to the region they get an
opportunity to carry into operation the things
t hey have |l earned in the classroom but in a
peri od when they are being supervised, in the
sense that they are in a probationary
relationship.

MR. CAVALLUZZO:. A respect for
civil liberties and dissent is an inmportant part
of this orientation?

MR. ELCOCK: I nportant part of the
initial part of that orientation.

MR. CAVALLUZZO: You go on in the

next page at the bottom of paragraph and you say:
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"We have sought out recruits
whose travel s have acquai nt ed
themwi th foreign | anguages,
cul tural norms and
geography. "

Whi ch you have just discussed.
Then you go on be state:

"We have assenbl ed a work
force that is nore
representative of the
Canadi an popul ation than it
was in 1984."

Does CSIS make a conscious effort
to ensure that its enploynment conpl ement better
reflects the diversity of Canada?

MR. ELCOCK: Yes. It is in our
interest to do so. If we don't reflect the makeup
of the country it does become harder for us as a
service to operate.

MR. CAVALLUZZO: Then you go on
t here beyond that to talk about the foreign
arrangements, which we need not go into.

Maybe | should come back just to
be fair, which | hope |I have been throughout.

You say:
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“"More to point, 8.6 per cent
of CSIS enpl oyees are visible
m norities fromvarious

et hnic groups representative
of the Canadian reality, and
33 per cent of our
intelligence officers speak a
foreign | anguage. "

you go on:

"In addition to their travels
and post-graduate work
experience, 25 per cent of
our intelligence officers
have a second or a third

uni versity degree."

The final two i nmperatives that you

t he second one can be found at

t he page. You say:

"The next requirement of an
effective
intelligence-gathering
organi zation is the capacity

to manage i nformation."

| wonder if you just m ght briefly

what

you meant by that?
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MR. ELCOCK: Well, it goes back to
the issue of what is intelligence. Intelligence
is primarily the analysis of |arge amounts of data
and an attenmpt to construct a picture fromit. It
is a puzzle in a sense.

In a previous age that was all
done in hard copy and you relied on the
l'i brarian -- not the librarian, but the records
clerk to remember which file was where and what it
contai ned. Nowadays the reality is, for nost
services, increasingly it is a very sophisticated
dat abase. As | said earlier, ours is probably one
of the nmost sophisticated around in ternms of other
intelligence agenci es.

MR. CAVALLUZZO: Okay.

MR. ELCOCK: Because if you can't
mani pul ate that information, if you can't manage
that information, if you can't find something that
was picked up fromthis source and match it with
somet hing el se you picked up froman entirely
different source, you really don't have anything.

MR. CAVALLUzZZO: The final point
you raise is, you say:

"The third el ement of a fully

effective intelligence agency
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is the centralized

organi zational structure that
can ensure investigations are
run in a tightly disciplined
manner . "

Finally, could you expand on that
somewhat ?

MR. ELCOCK: [|I'msorry?

MR. CAVALLUZZO: What do you nean
by that? What are we tal king about there?

MR. ELCOCK: The reality of
intelligence investigations into a phenomena |ike
Sunni extrem sm Sunni terrorism is that it
covers all of the jurisdictions of Canada. You
may have investigations in every major city and
ot her small towns across Canada all as part of
same investigation. All of those investigations
need to be done together.

| think some of the events after
September 11th in the United States make it cl ear
that if you don't have the coordination between
different areas of the same organization -- in
that case | think it was FBI -- if you don't have
coordination in the investigations then bits gets

m ssed.
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Agai n, by the sanme definition, the
advant age of having i nformation, being able to put
foreign intelligence straight into that m x, means
that it makes it easier for us in many ways to get
a conplete picture without any gaps in nmoving
i nformati on around.

MR. CAVALLUZZO: There is just one
final question and it is related to this
integration, not necessarily with foreign agencies
but with the police.

When we were di scussing the
di fferences between police work and security
collection you tal ked about the integration which
is now required between, say, the RCMP and CSI S.
| am making reference to our |egal overview.

There is something that we have revi ewed at
page 41 of the |egal overview, sonmething called

"I ntegrated National Security Enforcement Teans,

| NSETs" .

MR. ELCOCK: | NSETs.

MR. CAVALLUZZO:. Yes. W
understand that these are -- let me just read it
to you. It says:

"The RCMP has refocused its

Nati onal Security
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I ntelligence Sections (NSIS)
to become I ntegrated National
Security Enforcenment Teans

(I NSETs). The purpose of
this is to increase the
capacity for the collection,
sharing and anal ysi s of
intelligence among partners
with respect to targets that
are a threat to national
security; create an enhanced
enforcement capacity to bring
such targets to justice; and
t o enhance partner agencies
collective ability to combat

nati onal security threats..

Then it tal ks about the RCMP al ong
police forces where applicable,

police forces, and it says that these:

"1 NSETs were originally
formed i n Vancouver, Toronto,

Ottawa and Montreal ."

The question | have is: Does CSIS
participate in the | NSETs?
MR. ELCOCK: The | NSETs are
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actually a police coordination integration tool if
you will. In the context of CSIS and RCMP
relationships it is less integration than sinply
to make sure that we work together to manage the
mandate, our, if you will, shared mandate, at
| east certainly in areas |like counter-terrorism
I n others there would be | ess.
Counter-intelligence would be | ess of a shared
mandat e, but clearly on terrorismthere is an
interlocking mandate, perhaps is a better way of
describing it, and we need to manage that. That
doesn't necessarily mean integration.

We are not part of |INSET as CSIS.
The | NSETs are, as | said, a police management
integration tool for police forces. W did |Ioan
on secondment -- we have | oaned, given on
secondment, officers to act as analysts in those
units but for the period they are there they are
empl oyees of the RCMP. They are secondments to
the RCMP. They are not --

MR. CAVALLUZZO: It is a pure
secondment under the --

MR. ELCOCK: It is a pure
secondment. They are still officers of the

service ultimately, but they are not there as our
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representative in the | NSET, nor are they there to
transmt information to the I NSET fromthe
servi ce.

MR. CAVALLUzZZO: Okay. Thank you.

M. Comm ssioner, that would
conplete nmy direct exam nation of M. Elcock.

It is now 3:05. | don't know what
your pleasure is at this point in time.

THE COMM SSI ONER: Let me j ust
canvass to see where we are goi ng.

M. WAl dman, you are going to
cross-exam ne next?

MR. WALDMAN: Yes, | am

THE COWMM SSI ONER: How | ong do you
expect to be?

MR. WALDMAN: |'m not sure. |
expect at | east the rest of the afternoon.

THE COMM SSI ONER: Just for
counsel generally and just as a guide, | wil
typically for all counsel ask them how | ong they
expect to be with their exam nations. They are
not |l ocked into it, but I find it is a good idea
to have people give estimates. | understand this
is the first one.

| was planning to sit until
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4: 30 today. We will perhaps have a 10-m nute
break now if that suits before you start so you
can get set up

MR. WALDMAN: That m ght be good.

THE COMM SSI ONER: As | say, with
respect to your estimate, if you are not able to
finish in that time just |let me know when we get
to that point how much | onger you woul d be.

MR. WALDMAN: Because there were
some docunments that we received today, which was
t he Canadi an Security Intelligence Service
Polici es.

| hadn't seen those before. | am
going to need to have an opportunity tonight to
| ook them over then.

THE COMM SSI ONER: That's fi ne.
Just so long as you |l et me know how | ong t hi ngs
are going to be as best you can as we go.

Ms Mclsaac, you will be exam ning
next after M. Waldman. Do you have any i dea at
this point?

MS Mcl SAAC. |'msorry. | don't
at the monment, sir.

THE COMM SSI ONER: We will take a

10-m nute break and resume then.
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--- Upon recessing at 15:07 p.m /
Suspension a 15 h 07

--- Upon resum ng at 3:25 p.m /
Reprise a 15 h 25

THE COWMM SSI ONER: You may sit
down.

MR. CAVALLUZZO:. M. Conm ssioner,
just a couple of points before I sit down.

M. David has pointed out that
some of the policy documents have "secret"” on the
bottom and | should advise the public that we do
have the agreement to disclose this documentation.

Hopefully I haven't violated the
Security of Information Act or | may not be here
t omorr ow.

THE COMM SSIONER: It would be a
bad start for the inquiry if you have,

M. Caval luzzo.

MR. CAVALLUzZZO: It would be quite
a bad start. | may have to ask for an
adj our nment .

The second point is that
M. Wal dman has a great deal of paper work there,
and because of the limted space there he has

asked i f he could ask his questions in
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cross-exam nation fromhis desk. | said | don't
t hi nk you woul d m nd.

THE COWMM SSI ONER: Absol utely.
That is fine, whatever suits you.

| have noticed with nmy desk -- and
you have even nmore paper than | do -- that these
desks are too small for the | awers. We wil
simply make arrangenments. | don't know how we
will do it, but we will so that people have
adequate space to spread out and do their job
properly.

We may not be able to acconplish
that this week, but we will in due course make
some arrangenents.

The ot her thing we m ght want to
t hi nk about, and if counsel want to get together
with the staff for the inquiry and tal k about it,
that's fine.

| see there is a cart there, but
per haps shel ves or whatever arrangements necessary
to handl e the paper so that we don't feel |ike we
are all janmmed in.

Finally, | mght say if any
counsel who are questioning wish to do so, as you

do today at least, froma sitting position, that
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is fine by me as well.
EXAM NATI ON

MR. WALDMAN: Good afternoon,
M . El cock.

Ms Mclsaac in her opening
statement to the Comm ssion, stated that Canada
does not countenance torture in any form

| assume that you agree with that
as well. You don't countenance any form of
torture.

| s that correct?

MR. ELCOCK: That is correct.

MR. WALDMAN: Could you tell me
how you woul d define torture? Do you have a
definition that you work with, given that you must
recei ve documents fromtime to tinme that were
obt ai ned under torture? How do you define
torture?

MR. ELCOCK: As | said, in nost
cases we don't know that torture would have been
invol ved. We would only know that if we received
some information that allowed us to come to that
concl usi on, some other information that all owed us
to come to that concl usion.

| n nost cases we woul d be
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operating on the basis of simply an assessnent of
the service, which mght indicate to us that the

i ndi vidual m ght have been tortured but would give
us no confirmation.

If we had that other information,
t hen we woul d have to | ook at whether or not that
meet the test or not.

It wouldn't be whether | had an
opi ni on whether it was torture or not. W would
have to have the | awyers | ook at it and others
| ook at it to determ ne whether in fact it met the
definition.

MR. WALDMAN: Do you have a
definition for torture yourself or are you
famliar with the definition?

MR. ELCOCK: Personally, no.

MR. WALDMAN: Are you fam i ar
with the UN definition of torture? That woul d be
t he one that has been incorporated into our
| mm gration and Refugee Protection Act.

Are you famliar with that
definition or do you want me to read it to you to
see if you agree with it?

MR. ELCOCK: If you have it. |

have seen it before, but | don't read it every
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MR. WAL DMAN: It is in the

| egi sl ati on book. |

don't know if you have that?

MR. ELCOCK: | have the

| egi sl ati on book. Where is it?

MR. WALDMAN: It is Tab 10. It is

Article 1 of Tab 10.

MR. ELCOCK: Yes.

MR. WAL DMAN: | want to make sure

we are all tal king about the sane term

It says:

torture means any act by
whi ch severe pain or
suffering, whether physical
or mental, is intentionally
inflicted on a person for
such purposes as obtai ning
fromhimor a third person
informati on or a confession,
puni shing himfor an act he
or a third person has
commtted or i s suspected of
having comm tted, or
intimdating or coercing him

or a third person, or for any
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reason based on

di scrimnation of any Kkind,
when such pain or suffering
is inflicted by or at the
instigation of or with the
consent or acqui escence of a
public official or other
person acting in an official
capacity. It does not
include pain or suffering
arising only from inherent
in or incidental to | awful
sanctions.”

Do you agree with that definition
of torture?

MR. ELCOCK: It is the UN
definition. The issue of whether | would agree or
not | am not sure is relevant.

It is the UN definition. | would
accept it as that.

MR. WALDMAN: You accept it as
that. There is another definition that has been
floating around. | don't know if you have been
aware that the Department of Justice of the United

States presented a | egal opinion in which they
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gave a considerably different definition of
torture. | would like to read it to you.
It is in this docunment, U.S.
Depart ment menorandum which | think we gave to
you, on page 1.
Do you have that, sir?
The Departnment of Justice of the
United States, the Office of the Official Legal
Counsel, on August 1st, 2002, sai d:
"We conclude that for an act
to constitute torture as
defined in section 23.40 nust

inflict pain --

MR. ELCOCK: Sorry, where are you?

MR. WALDMAN: In the second

par agr aph:
"We conclude that for an act
to constitute torture as
defined in section 23.40 it
must inflict pain that is
difficult to endure.
Physi cal pain amounting to
torture must be equival ent
intensity to the pain

acconpanyi ng serious physical
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injury such as organ failure,
i mpai rment of bodily function
or even death. For pure

ment al pain or suffering to
amount to torture under
section 23.40, it must result
in significant psychol ogi cal
harm or of significant
duration, e.g. lasting for
nont hs or even years. W
concl ude that the mental harm
al so nust result fromone of
the predicate acts listed in
the statute, namely threats
of i mm nent death, threats of
infliction of the kind of
pain." (As read)

Whi ch definition does the service
use for torture, the one in the convention or the
one fromthe Department of Justice?

MR. ELCOCK: We certainly wouldn't
use the definition under American | aw. So that
woul d be irrelevant to us.

MR. WALDMAN: Wbul d you agree that

the definition that the Americans are using is a
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far more restricted definition of torture than the
one that we use in Canada?

MR. ELCOCK: To be perfectly
honest, although I ama | awyer | have not spent
any time analyzing this. | got this document this
mor ni ng, and |l ong ago | decided not to give nyself
| egal advi ce.

So | haven't analyzed the
difference between that or any other definition of
torture.

MR. WALDMAN:  You don't think
there is a difference between -- | don't think it
is very difficult. Maybe we could go through it
t ogether for a monent. | don't think you have to
be --

MS Mcl SAAC: M. Comm ssioner, |
hesitate to interrupt this early but this is a
| egal opinion we received over the weekend. |
only accessed it this norning.

Whet her or not M. Elcock agrees
with an opinion fromthe U.S. Departnent of
Justice strikes me as hardly being relevant to
your inquiry.

MR. WALDMAN: W th all due

respect, M. Comm ssioner, | think it is highly
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relevant to the inquiry.

THE COMM SSI ONER: | think
M. Elcock has answered the question once, but it
is cross-examnation. | don't mnd himputting it
agai n.

Go ahead pl ease, M. Wal dman.

MR. WALDMAN: Thank you.

| want to conpare the two
definitions for you. | don't think it is terribly
difficult, M. Elcock, to see that --

MR. ELCOCK: You are undoubtedly a
better | awyer than I am

MR. WALDMAN: | don't know. We
will see. We will see.

The Convention Agai nst Torture
definition says that the pain is intentionally
inflicted on a person for the purpose of obtaining
informati on puni shing, himfor an act he has
commttee, if such pain or suffering is inflicted
by the organi zati on.

Basically, torture means any act
of severe pain or suffering, so it is severe pain
or suffering. The U. S. definition says the
torture must be equivalent in intensity and pain

acconpanyi ng serious physical injury, organ
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failure, inpairment of bodily function or even
deat h.

Don't you think there is a
definition --

MR. ELCOCK: There are clearly
some differences in definition in the sense that
the UN definition is limted by certain purposes
whi ch don't appear in the U S. one, but the U S.
one has appears to have slightly broader -- sorry,
nmore limted definition of what actual events wil
cause it to be described as torture.

What the bal ance is, | amnot sure
that | am equi pped to provide an assessnent.

MR. WALDMAN: I f we deal with the
concept of the pain that is inflicted, do you
believe that torture is severe pain or suffering
or do you think it is pain that is difficult to
endure whi ch acconpani es serious physical injury
such as organ failure, inmpairment of bodily
function?

Whi ch one of the two do you
prefer?

MR. ELCOCK: It is not a question
of what | prefer. The UN definition is one which

Canada woul d have sonme i nterest in. The U. S.
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definition is presumably a definition under U. S.

| aw and has no application in Canada. | don't get
an option to prefer it. The only one that would
be of any relevance would be the UN definition.

MR. WALDMAN: The one that Canada
uses is the UN definition?

MR. ELCOCK: It would certainly
have nore i npact in Canada than a definition under
U.S. | aw.

MR. WALDMAN: | am a bit
surprised. Do you mean to say that as the
Director of CSIS you haven't directed your mnd --
given that you told us before that you m ght be
getting docunents that come fromcountries that
engage in torture, you haven't directed your m nd
to what torture means and what the | egal
definitionis in all these years that you have
been Director of CSIS?

MR. ELCOCK: | think what | said
is that we would rarely, if ever, knowif a
document was derived fromtorture. W m ght
suspect it is a consequence of the work we had
done to assess any particular country and its
practices. But that said, |I doubt very much

whet her we woul d ever know that i nformtion was
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derived fromtorture. We m ght suspect it but not
know it.

So in a sense we would never know
what instances of torture were involved.

MR. WALDMAN: W th all due
respect, you are still not answering my question.

| was just asking you about the
definition of torture and which one you preferred
and which one the organi zation CSIS --

THE COMM SSI ONER: You have asked
t hat about three or four times and he has answered
it the same way each tinme.

MR. WALDMAN: Okay.

So | gather then, from what you
have told us, that you agree with the Canadi an
definition.

Doesn't it trouble you that you
are sharing information with the Americans when
t hey have a definition of torture that is so
severe and so limting that basically to be
enconpassed by the definition of torture you have
to be alnost tortured to the point of al most
deat h?

MR. ELCOCK: | think there are so

many assunmptions in that question, it is al most
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i mpossi ble for me to answer.

The reality is that we share
information with any service we share i nformation
with very carefully. And no service shares all of
the information it has with all other services.

We assess carefully the services
we share information with, the inplications of the
sharing of that information for any particul ar
i ndi vidual and make a decision in each particul ar
case whether to share that information, whether it
is with the Americans or anybody el se.

MR. WALDMAN: We will get on to
t he question of sharing in a m nute.

Are there any circumstances under
whi ch CSIS agents operating outside of Canada
woul d ever be authorized to engage in torture?

MR. ELCOCK: No.

MR. WALDMAN: To your know edge,
has any CSIS agent ever engaged in torture?

MR. ELCOCK: No.

MR. WALDMAN: Have there ever been
any all egations that you are aware of that a CSIS
agent engaged in torture?

MR. ELCOCK: | certainly don't

recall any. Somebody may have made some, but | am
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certainly not aware of them

MR. WALDMAN: Have you ever had
any occasion to report an officer under subsection
22 of the CSIS Act because there is an allegation
that an officer engaged in torture?

MR. ELCOCK: No.

MR. WALDMAN: Is it safe to say
t hat under Canadi an | aw, under no circunstances
would it be lawful for any CSIS officer to engage
in torture?

MR. ELCOCK: The reality is that
it would be virtually inpossible for any CSIS
officer to be involved in that, because the
reality is we have no | aw enforcenment powers. We
have no power to arrest anybody. W have no power
to hold anybody.

When we have a conversation with
somebody, it is an entirely on a voluntary basis.

In my experience, in the voluntary
conversation it would be rather hard, | assune,
to indulge in torture.

MR. WALDMAN: We will come back to
that in a bit.

You have told us that there are

about 247 information sharing arrangenents with
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foreign governments. |Is that correct?
MR. ELCOCK: W th 247, roughly,

services. Some countries have nore than one

servi ce.

MR. WALDMAN: Ri ght.

MR. ELCOCK: So it may be five
arrangenments with five services, all in the sane

country in some cases.

MR. WALDMAN: You have advi sed us
in-chief that the bul k of these arrangenents are
oral. Is that correct?

MR. ELCOCK: The basis of the
arrangement is oral.

MR. WALDMAN: Given the importance
of the arrangenents, why aren't they reduced to
writing?

MR. ELCOCK: | think the reality
is the inmportance isn't in the witing. The
i mportance is in the managenment of the information
and other things that share.

In a sense, an arrangement with a
foreign intelligence service is we will go down
the road together. We will consider in each
i ndi vidual case as it comes along the sharing of

informati on or the possibility of joint operations
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wi t h another service, but each one is a new case
in and of itself. You make a decision in each
case whet her you will share that information or
undert ake that operation.

So in a sense the initial
arrangement is a very sinple thing.

MR. WALDMAN: You seemto describe
nmore that some CSIS officer goes to sone foreign
country or meets with a foreign intelligence
officer in Canada and they have a conversation
about sharing information, and this is the
begi nni ng of an oral agreement?

MR. ELCOCK: It may be as sinple
as that. It may involve a meeting between heads
of services. It depends.

MR. WALDMAN: |If we go to Annex D
to the policy directives, Tab 1, which | just had
an opportunity to quickly | ook at over lunch --

MR. ELCOCK: \Which one are you at?

MR. WALDMAN: It is the Canadi an
Security Intelligence Service Policies, Annex D,
Tab 1.

THE COWMM SSIONER: |s there a page
number, M. Wal dman?

MR. WALDMAN: It is at page 7.
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Actually, it is on page 8.

On page 8 in the |l ast paragraph it

says:
"Records relating to foreign
arrangements will be
mai nt ai ned, including a
written record of the terns
and under standi ngs of oral
arrangenments.”
| s that correct?
MR. ELCOCK: We maintain a record
or register, if you will, of whatever the nature
of the arrangenment is and whether the -- usually

it is based on the third party rule and acceptance
of the third party rule and acceptance of the
third party rule, et cetera.

That is all recorded in our own
files.

MR. WALDMAN: Let me make sure |
understand this. The bul k of your arrangenents
are oral. You meet with a foreign intelligence
agency, and then you reduce it to writing?

MR. ELCOCK: We don't reduce it to
writing. We reduce it to essentially notations in

the file so we know exactly what it is, who we got
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t hat arrangement with, who our contacts are with
and whet her or not the service has indicated, for
exanple, that it will respect the third party
rul e.

We tal ked earlier about sharing of
information. There are some services we woul d
have a certain level of sharing with and there are
some services we would have a greater |evel of
sharing with and that would be noted in the file.

MR. WALDMAN: You get a written
record. Do you show this to your counterpart?
Let's say we have a record that says we are goi ng
to do A, Band Cwith country X

MR. ELCOCK: No.

MR. WALDMAN: You don't showit.

So how can you be certain that the
arrangenment that you have is understood in the
same ternms by the other service as you do?

MR. ELCOCK: It depends on how it
is executed.

MR. WALDMAN: If it is an oral
arrangenment ?

MR. ELCOCK: It depends on how it
is executed. Each elenent of each instance of

sharing, each joint operation that you manage, is
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in essence, if you will, a new agreement under
t hat head of agreement.

You manage each one of those
separately and individually.

MR. WALDMAN: So you are saying
you just sort of wait and see how it works out to
make sure as time --

MR. ELCOCK: | wouldn't describe
it as we wait and see how it works out. We manage
it very carefully. W continually assess and SIRC
will assess any informati on shared and any
di scussi ons, anything that is on the record
bet ween us and that other service. So we manhage
t hose very carefully.

The reality is that the first
agreement is really just an agreement to work
together within certain limts.

MR. WALDMAN: You told us that the
M ni ster has to approve the agreement. 1Is that
correct?

MR. ELCOCK: That is right.

MR. WALDMAN: How can the M nister
approve an agreement when he doesn't really
know - -

MR. ELCOCK: Because at the end of
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the day the M nister is approving cooperation with
a specific service of a specific country.

MR. WALDMAN: So he just approves
t he cooperation?

MR. ELCOCK: He approves on a
document that we would submt to himwhich would
go into the reasons why we need the arrangement,

t he purpose of the arrangenent, any limtations

t hat we woul d i mpose on the arrangement, and any
concerns with respect -- because there nust also
be consultation with the M nister of Foreign

Af fairs, any consultations, any issues that wil

come up in that context.

MR. WALDMAN: How can the M nister
of Foreign Affairs give you advice if he doesn't
know the full details of the arrangement because
it is an oral one?

MR. ELCOCK: The M nister of
Foreign Affairs will give us advice on the basis
of Canadi an foreign policy and its application
with respect to that country and an assessment of
t he human rights record, et cetera, of that
country.

MR. WALDMAN: Has there ever been

a time when you in your termas Director of CSIS
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term nated a rel ationship because of human rights
abuses in a country?

MR. ELCOCK: | don't recall off
the top of my head. We may have but | don't
recall one way or the other.

MR. WALDMAN: Was there ever a
time when you placed restrictions on a
relationship because of human rights abuses that
you can recall?

MR. ELCOCK: There are cases where
we have placed restrictions on vari ous
rel ationships, yes.

MR. WALDMAN: Coul d you give me
some exanpl es, please?

MR. ELCOCK: No, | can't give you
t hose exanpl es.

MR. WALDMAN: Why not ?

MR. ELCOCK: If | were to do that,
| would be venturing into the disclosure of
nati onal security information.

MR. WALDMAN: [|s that your job to
deci de today or is that the job of the
Comm ssi oner ?

MS Mcl SAAC: M. Chairman, | think

t he appropriate way for this to be dealt with is
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that is informati on which the Attorney General
woul d cl ai m nati onal security confidentiality for.

We woul d obvi ously be quite happy
to have those questions answered, if you wish to
have the answers in an in camera ex parte
proceedi ng, and presumably you will nmake some
determ nation at sonme point as to whether that is
properly heard in camera and ex parte or not.

THE COWMM SSI ONER: The questi on of
M. Waldman -- and this may conme up, it occurred
to me, throughout these cross-exam nati ons.

| f questions are asked over which
the Attorney General claims national security
confidentiality, perhaps we should |list those
guestions. | should then in camera hear the
answers.

| am going to be, as you are
aware, down the road maki ng extensive rulings with
respect to informati on over which national
security confidentiality is claimed and sinmply put
t hose questions in as part of that.

MR. WALDMAN: Per haps then |
suppose the procedure | should use is | will ask
my questions, and if my friend objects we wil

make a |list of them Then at the end of the day
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they will get asked again in canera, if
M. Caval luzzo thinks they are rel evant.

| s that how we are going to
proceed?

THE COMM SSI ONER: I f you think

they are relevant, we can ask the question in

camera and I will make a ruling on it.
MR. WALDMAN: | am going to ask ny
guestion, and if my friend objects | will proceed

to the next one.

THE COWM SSI ONER: As you are
aware, we put in place a process, if it occurs to
you -- and | am not suggesting it did here.

If it occurs to you that clearly
it is a question over which your friends can claim
nati onal security confidentiality, perhaps just

provide a |list of questions that fit in that

category -- and we contenplate in the process that
you will be able to do that -- and those questions
will be asked in canmera. Utimtely | will rule

upon them whether it is a valid claimor not.

MR. WALDMAN: Just one
clarification for my understanding. 1Is it the
witness who is going to claimthe confidentiality

or counsel for the wi tness?
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MS Mcl SAAC: |If | can clarify, the
confidentiality is claimed by the Attorney Gener al
of Canada. The Attorney General of Canada has
made and wi |l make a number of requests to you,
sir, to hear evidence in camera ex parte, pursuant
to the national security provisions of the rules
and the dictates in your terms of reference.

At this stage, it is not an
objection to the answering of any question. It is
sinmply a request that the informati on be heard in
camera and ex parte. It will be determ ned at
some | ater date as to what the consequence of that
is, depending on your ruling, sir.

So there is no objection at this
poi nt .

If my friend is asking if the
Canada Evi dence Act is being triggered at this
poi nt, my answer woul d be no; that we are sinply
maki ng a request that that particular information
be heard in canmera ex parte in accordance with the
provi sions of the rules, particularly Rule 47.

THE COMM SSI ONER: M. Wal dman's
guestion though was slightly different. It was:
Who makes the request? Do you do or does the

wi t ness?
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MS Mcl SAAC: The reason he is
aski ng that question, | would have thought, is
because it makes a difference under the Canada
Evi dence Act.

The answer is that | am making the
objection, or I am making the request --

THE COMM SSI ONER: To hear it in
camer a.

MS Mcl SAAC: To hear it in camera.

THE COMM SSIONER: It is not a
section 38 request.

MS Mcl SAAC: That is correct.

THE COMM SSI ONER: It strikes nme,
M. Wal dman, unl ess you have sonme strong
di sagreenent, that if a witness |Iike M. Elcock,
who is famliar with these and knows what the
answer woul d be, has a concern that it may be
nati onal security confidentiality, if he absent
Ms Mcl saac springing to her feet to make the
request raises that point, there wouldn't be
anything wwong with it.

If I thought the wi tness was
abusing it just to avoid answering difficult
guestions, | will intervene. But | certainly

don't sense that at all.
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MR. WALDMAN: | understand. | was
trying to clarify the procedure. It seens to ne,
as Ms Mcl saac said, given the procedure that it
woul d be the objection by her and not by the
wi t ness - -

THE COMM SSIONER: I f on the other
hand you ask a question, as | say, and the wi tness
has a genui ne concern that it would reveal
information that in his belief ought not to be
reveal ed, the fact that Ms Mcl saac does not pull
the trigger on the request | don't think should
impair the witness fromraising the concern.

| think we can proceed in that

sort of spirit of cooperation. |If that proves to
be a problem | will control it.
MR. WALDMAN: | appreciate that.

We are |learning the rules as we go al ong.

THE COMM SSI ONER: | think we al
are. There are some peculiar and difficult issues
in this inquiry and we will do our best to manage
t hem

Go ahead.

MR. WALDMAN: To go back, if |
understand -- | amrecapitulating -- there are

ti mes when you have placed restrictions on
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rel ati onshi ps because of human rights viol ati ons.

MR. ELCOCK: There have been cases
where restrictions have been placed on
relationships, and | can't recall precisely off
the top of my head whether they were because of
human rights restrictions or not.

But there are cases that | recall
off the top of my head where we have pl aced
restrictions on various relationships. There can
be ot her reasons for the placing of such
restrictions.

MR. WALDMAN: | think in the SIRC
report it gives the -- perhaps we could find that.

It is Volume 1.

In the SIRC report there is a
mention that there are five. It is in the nost
recent 2002 report. | will give you have the
reference.

In the 2003 SI RC Report there is a
notati on --

MR. ELCOCK: Volume 1, what page?

MR. WALDMAN: Page 350, Foreign
Arrangenments.

In the second paragraph --

MR. ELCOCK: From t he bottonf?
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MR. WALDMAN: Ri ght.

"The Service reported that
during fiscal 2002-2003 it
had received the Mnister's
approval to establish five
new | i ai son arrangements and
to modi fy arrangements with
21 others. The Service
continued to maintain
restrictions on exchanges
with five agencies due to
concerns either about the
agenci es' human rights
records violations of the
rul e against transferring
informati on or overall

reliability?" (As read)

MR. ELCOCK: Correct.
MR. WALDMAN: Do you know how many

human ri ghts record

MR. ELCOCK: No, | don't off the

MR. WALDMAN: Do you know how were

the rul e agai nst transferring
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i nformation?

MR. ELCOCK: No, | don't.

MR. WALDMAN: So is it possible
t hat none of the five were for human rights
records?

MR. ELCOCK: It is possible that
none of the five were for human rights records and
it may all be on reliability. | amnot sure.

MR. WALDMAN: We have been advi sed

by various sources -- we do our own intelligence
work here -- that CSIS agents went to Syria at the
end of 2002.

Was t hat pursuant to a foreign
i nformati on arrangement with Syria?

MS Mcl SAAC. Again, M. Chairman,
t hat woul d be i nformation over which the Attorney
General clains national security confidentiality.

MR. WALDMAN: Perhaps | will break
t he question down into two because there are two
guesti ons.

Do you know whet her CSI S agents
went to Syria at the end of 2002 --

MS Mcl SAAC. The sanme response,
M . Chairman.

MR. WALDMAN: So you are not going
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to tell us whether there is an arrangement with
Syria, either orally or in writing?

MS Mcl SAAC: The position of the
Attorney General of Canada is that information as
to which country CSI'S has arrangenments with is a
matter over which national security
confidentiality is claimed.

| assure you that those questions
will be answered to your satisfaction.

THE COMM SSIONER: | will say it
again, but I won't each time it comes up. We wil
deal with each and every one of these questions in
camer a.

Again, if occurs to you there are
some of the questions that the clainms can be made,
you are certainly welcome to ask themin the
public hearing or provide M. Cavalluzzo with the
guestions. | amsure he intends to ask all of the
guestions you just asked, in camera.

And just so that the public

under stand, that process does not mean that these

answers will not necessarily be made public. It
will be at the end of the in camera hearings that
| will be called upon, having heard the evidence,

to make a ruling about what needs to remain
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confidential and what will be available in the
public hearings.

So peopl e should not read into it
at this point the fact that just because it is
being heard in camera it won't eventually come out
in the public hearings.

MR. WALDMAN: Perhaps | can ask
anot her question in a different way to see if |
can get to the same answer.

| just | ooked at the Website of
t he Departnment of State and you said you are
famliar with that, the Human Ri ghts Reports.
Very qui ckly and cursorily |I saw that Saudi
Arabi a, Syria, Jordan, India, Sri Lanka, Tunisia,
Li bya, Pakistan, Kazakhstan and Af ghani stan all
are countries for which the Departnment of State
has identified they use torture in order to
interrogate people.

Do we have information-sharing
agreements with any of the countries? |'m not
asking you to specify which ones, but with sone
of then?

MS Mcl SAAC. Again, M. Chairman,
that is the question that elicits information over

whi ch the Attorney General clainms national
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security confidentiality.

MR. WALDMAN: Do we have
i nformati on-sharing agreements with countries that
engage in torture?

Can you answer that question?

MR. ELCOCK: The think the problem

is that I don't know what countries necessarily
engage in torture. There are certainly
al l egations that certain countries do, but | have
no i ndependent know edge in nost cases that any
country has engaged in torture. Clearly that
information, if we have information fromreports
such as Amesty International, the State
Department, or any information we may have
i ndependently that indicates that generally
speaki ng or on occasion a service does use
torture, then that will have clear inmplications
for the way in which we assess the information.
MR. WALDMAN: Are you telling ne
that if the Department of State of the United
States and its Human Ri ghts Reports says that
t hese countries engage in torture, you are still
going to say "I'mnot sure that they do"?

I s that your position?

| s your position then that "I am
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going to close my eyes to torture until | see the
person putting the electric cattle prods on the
i ndi vi dual " ?

| s that your position sir?

MR. ELCOCK: | didn't say that was
my position at all. | just said that --

MR. WALDMAN: You just said that.
| thought you just said that. You said that "I
don't know if these countries engage in torture.
| read the reports”. | asked you if you read the
Department of State report and you said "I did".

Do you believe that Syria engages
intorture, sir?

MR. ELCOCK: The fact of those
reports is simply that they allege that Syria or
ot her countries use torture. That is not
necessarily --

MR. WALDMAN: [|'m asking you if --

THE COMM SSI ONER: M. Wal dman, do
et himfinish. Let himfinish the answer and
t hen you can ask the next question.

MR. WALDMAN: | am just asking
you -- |I'm not asking you whether --

THE COWMM SSI ONER: He was - -

MR. WALDMAN: | am asking you a
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personal question, sir, what your opinion is,
which is highly rel evant.

As a Director of CSIS, do you
believe that Syria engages in torture, having read

t he Departnment of State reports; a sinple yes

or no?

MR. ELCOCK: | have seen the
reports. | can suspect that Syrian may engage in
torture. | have no confirmation of that one way
or the other.

MR. WALDMAN: [|'m not asking a
confirmation. | am asking you your belief based

upon the reports, the Ammesty International, the
Speci al Rapporteur on Torture fromthe United
Nati ons, the Department of State, they all say
that Syria engages in torture in interrogation of
peopl e.

| "' m aski ng you whet her you believe
that Syria engages in torture. It is a sinple yes
or no question. Are you going to give it to me?

MR. ELCOCK: It is not a sinmple
yes or no question.

MR. WALDMAN: Why not? Why isn't
your belief --

MR. ELCOCK: Because all of those

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

237

docunments sinply provide conclusions. | have no
knowl edge as to the background of those documents,
t he evidence that they rely on or anything el se.

MR. WALDMAN: This is really --

MR. ELCOCK: So | can't make any
conclusion on the basis of those docunments, except
t hat they provide an indicator to us that sone
services may i ndeed use torture.

MR. WALDMAN: Okay. This is
really fascinating. You just have spent the whol e
day telling us about how intelligence operations
wor k. You put together little pieces of a puzzle
and you reach a concl usi on.

Isn't that correct?

MR. ELCOCK: Yes.

MR. WALDMAN: At a certain point
you form an opinion that something is happening.

s that correct?

MR. ELCOCK: That's true.

MR. WALDMAN: So | am asking you a
si nmpl e question: You have read these docunents,
you know how t hese services work, you know t he
societies, |I'"masking you to put the pieces of the
puzzl e together and to give me an opinion.

Does Syria engage in torture,
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yes or no?

Why can you do it with respect to
Sunni extrem sts, or whatever, as you identify
them or other people, but you are not willing to
do it about a foreign State from whom you receive
informati on?

MR. ELCOCK: The reality of our
investigations is --

MR. WALDMAN: Sorry. | don't want
to interrupt you.

MR. ELCOCK: We carry out
i nvestigations of individuals and/ or of people who
may be regarded as a threat to the security of
Canada. At the end of the day, the issue of
whet her or not a service indulges in torture or
not is something we can investigate, it is
somet hing sinply on which we can coll ect enough
information in order to be in a position to assess
the quality of that service, the reliability of
t hat service, whether or not they do use torture
in their investigations, and whether or not we
shoul d be alive to those possibilities in
receiving any information fromany service |ike
that if we had a relationship with such a service.

MR. WAL DMAN: But at the end of
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the day isn't it highly relevant that you form an
opi nion as to whether a particul ar service engages
in torture so that you can determ ne the
reliability of the information of that service?

MR. ELCOCK: It is not necessary
that | necessarily formthat opinion. It may be
that it will be crucial in terms of the exchange
of information that those who make the deci sions
on a day-to-day basis to send information have
t hat and that we have worked with the Depart ment
of Foreign Affairs to make sure we have a vi ew of
t hose i ssues.

MR. WALDMAN: But aren't you the
person who is responsi ble for determ ni ng whet her
or not we get into arrangements? Didn't you just
testify earlier today that it was your
responsibility to deci de whether we get into
arrangenments and you are the one who made the
ulti mate deci sion?

MR. ELCOCK: In ternms of entering
into an arrangenment the M nister has ultimately to
consent to those arrangenments and | make t hat
recommendation to the M nister.

MR. WALDMAN: So you don't think

it is relevant in the context of that that you
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forman opinion as to whether a State engages in
torture when you advise the M nister?

MR. ELCOCK: That woul d be an
i ssue which we would put before the Mnister if
there were any concerns with respect to the human
rights record of a country that we were proposing
to enter into a relationship with.

MR. WALDMAN: But are you telling
me t hat when you make a recomendation to the

M ni ster about an information-sharing with, let's
say hypothetically, Syria --

MR. ELCOCK: At the end of the day
if I make the recommendation to the Mnister, | am
maki ng the recommendation to the M nister that we
enter into an arrangement with a country because
it is essential to protecting Canadi an security
t hat we do so.

MR. WALDMAN: But | think the
Director requires you to take into account the
Human Ri ghts Record.

MR. ELCOCK: We bal ance a | ot of
t hi ngs including the Human Ri ghts Record of the
country in question to the best of our ability to

know sonmet hi ng about it.

MR. WALDMAN: [|f you are going to
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bal ance that, how can you bal ance that if you
don't form an opinion about Syria or any other
country whet her they engage in torture?

| just find it rather shocking
t hat you are going to enter into an agreement with
a foreign State when you acknow edge that there is
all this documentation out there that says they
engage in torture and you don't form an opinion as
to whet her they engage in torture.

| s that your evidence today?

MR. ELCOCK: You asked me if | had
an opi nion about whether Syria engaged in torture.
| can't offer you that opinion.

But the reality is, when | make a
reconmendation to the Mnister in respect of any
country then obviously we have bal anced all of the
concerns, including the Human Ri ghts Record of the
country involved and ultimately if we recommended
to the Mnister, we have recommended to the
M ni ster because it is inportant in our view, in
terms of Canada's security, to secure that
relationship in order to share information if we
can with that service.

MR. WALDMAN: You are reluctant to

tal k about Syria because you don't want to
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acknowl edge that Syria m ght have entered -- am!|
readi ng you right, that you don't want to

acknowl edge that you m ght have made a
recommendation to the M nister and found that
Syria engaged in torture?

MR. ELCOCK: In respect of any
country we neither confirmnor deny -- the
practice generally is neither to confirmnor deny
t hat we have a rel ationship with any service apart
fromthose where we acknow edge the presence of
l'iaison officers in the three capitals where we do
acknowl edge the presence of |iaison officers.

MR. WALDMAN: What countries
are those?

MR. ELCOCK: That is the U K.,
France and the United States.

MR. WALDMAN: So we have |iaison
officers in those three countries

MR. ELCOCK: And we
acknowl edge t hat.

MR. WALDMAN: | don't know if I
got an answer to this question: To your know edge
do we have foreign agreements with countries that,
according to your assessnents when you nmake the

reconmendation to the M nister, engage in torture?
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MR. ELCOCK: We may well have
arrangements with countries that we suspect may
engage in torture. | doubt very much whet her we
woul d ever know for sure whether they engage in
torture. There is a difference.

MR. WALDMAN: What steps do you do
to find out whether a country engages in torture
or not, beside reading the Departnment of State
reports?

MR. ELCOCK: We would | ook at
t hose. We would | ook at any i ndependent
information we had received from other sources.

MR. WALDMAN: You just told me you
have a suspicion that some countries m ght engage
intorture. W know that there are different
st andards of proof that are applied with respect

to CSIS informati on dependi ng on where it is being

used.

s that correct?

MR. ELCOCK: Sorry. |'mnot sure
what - -

MR. WALDMAN: Different standards
of proof. |In other words, in an inm gration

context it is different than a cri m nal

proceedi ng, the | evel of proof that CSIS has to

StenoTran



© 00 N oo o B~ wWw N P

T N T S T T T N T e e e e e e S S S S
gag A W N P O © 0o N oo 0o M W N+ O

244

have in order to -- well, in a crimnal proceeding
t he burden of proof is beyond a reasonabl e doubt
and in the Immgration Act Security Certificate it
i's reasonabl e grounds.

Is that correct? Are you famliar
with that?

MR. ELCOCK: It is the Imm gration
Act standard whi chever that is. A section 77
Certificate is what you are referring to?

MR. WALDMAN: Yes?

MR. ELCOCK: So it would be the
| mm gration Act standard.

MR. WALDMAN: Right. So when you
say that you are not certain that countries engage
in torture, what standard are you applying?

MR. ELCOCK: | wasn't applying any
particul ar standard. The reality is, in most
cases we will not know that a country engages in
torture. We may have sone information that all ows
us to suspect that they may engage in torture.

It may be as sinple as having
access to the State Departnment report, Ammesty
| nternational. W may, as | said, have
informati on from other sources that indicates --

ot her services perhaps that indicate they believe
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that the service uses torture or they may i ndeed
have sone i nstance of the service having used
torture.

It will depend on each particul ar
case what information we have that allows us to
come to a view about whether or not that -- what
t he human rights practices of that particul ar
service are, and again back to the issue of
bal anci ng that agai nst the issue of securing
information that is necessary for the security of
Canada.

MR. WALDMAN: You say that in some
cases you have a suspicion. So let's talk about
t hat around issues of torture here and countries
t hat engage in torture.

So if you read the Departnent of
State reports, would that give you a suspicion
that a country m ght engage in torture if they
said that it is routine and systematic?

MR. ELCOCK: It is certainly an
i mportant conclusion if the State Departnment -- an
i mportant piece of information, if you will, if
the State Department has come to that concl usion,
but it is not necessarily determ native.

There can be many reasons for -- |
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don't know what the basis for that conclusion is
on the part of the State Department. What were

t he reasons that they came to that concl usion?
What was the evidence, the basis on which they
came to that conclusion? It is an indication. It
is arelatively credible document, but | would put
it no higher than that.

MR. WALDMAN: \What about if we had
the State Department and Amnesty I nternational
bot h saying identical things about a specific
country?

MR. ELCOCK: It is more hel pful.
It is nmore information.

MR. WALDMAN: |If on top of that
we had - -

MR. ELCOCK: It is not
determ native of anything necessarily, but it is
more i nformation.

MR. WALDMAN: On top of that, if
t he Speci al Rapporteur for the United Nations said
that there was systematic use of torture in a
given country, so if you had these three
documents, how would you feel about your |evel of
confidence that torture was being commtted in a

given country?
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MR. ELCOCK: It may give you a
better indication that there is a |likelihood of
torture being used in that country, but it still
may not allow you to come to any conclusion that
in fact torture is being used.

MR. WALDMAN: What woul d you need
in order to be certain that a State is engaging in
torture, sir?

MR. ELCOCK: If you were to be
certain if a country was engaging in torture you
woul d actually have to have information that made
it clear to you that they were using torture.

MR. WALDMAN: \What i nformation
over and above all these different reports from
all these different human rights agenci es based
upon eyewi tness informati on would you need to be
certain?

MR. ELCOCK: At the end of the day
each of those docunents are useful docunents, they
are information, but they are report from ot her
institutions collected by those institutions. W
know not hi ng about the source. W know not hi ng
about the information that was provided on which
it is based.

We regard those docunents as
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credible in the sense that they allow us to
assess a country that we nmay not be able to go
and i nspect their prisons and determ ne whet her
torture is in fact used. They give us an

i ndi cati on, but do they allow us to cone to an
absol ute conclusion that torture is used, which
is is the question you are asking me. No, they

don't.

MR. WALDMAN: | wasn't asking your

absol ute conclusion, | was asking your belief.
Anyway, do you have peopl e at
CSI S that investigate whether countries engage in
torture?
MR. ELCOCK: We have peopl e who
review the circunstances involved with respect to
any particular country when we are either

assessing the viability over the inportance of

havi ng an arrangement with that country and people

who revi ew them on an ongoi ng basis to determ ne
whet her we shoul d | ook again at the relationship
we have with any particular country.

MR. WALDMAN: You have told us,
| understood you correctly, that there may be
arrangenments with some countries that you have a

"reasonabl e suspicion” -- is that the word you
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used -- that they engage in torture. | don't want
to put words in your mouth?

MR. ELCOCK: As you described it
yourself, there is ultimately a bal ancing and if
on bal ance we believe we should reconmend to the
M ni ster that an arrangement go ahead, even if we
suspected that that country was using torture --

MR. WALDMAN: So have you
recommended to the M nister that we enter into
foreign arrangenents with countries where there
was suspicion that they engaged in torture?

MR. ELCOCK: Yes.

MR. WALDMAN: Aren't you worried
that -- do we give information to those countries?

MR. ELCOCK: Very carefully and in
very a limted fashion from our point.

MR. WALDMAN: Well, could you
explain to me how you give informati on carefully?

MR. ELCOCK: Because every piece
of information we | ook at, before we share it we
have to decide who we are giving it to, what the
reliability of that organization is, what uses
t hey m ght put that information to and whet her or
not simply it is informati on we can provide to

that service in respect of, for example, the
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Canadi an travelling or being outside the country.

MR. WALDMAN: If you give
information to countries that engage in torture,
how can you not be concerned that that information
m ght not be used agai nst those people and result
in thembeing tortured?

MR. ELCOCK: That is why we make a
very careful assessments before we share the
information. If we don't believe we should share
the informati on, we don't share it.

MR. WALDMAN: But you still share
information with countries that engage in torture.
| s that correct?

MR. ELCOCK: | said we have
relationships with countries that may use torture.
| didn't say we necessarily shared a | ot of
information or any information with them

MR. WALDMAN: | thought you just
did a mnute ago. | will ask you again.

|''m pretty sure you said a
m nute ago that you give information that engage
in torture?

MR. ELCOCK: | thought you asked
me -- ny recollection of the question was that you

asked whether we had rel ationships with
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countries --

MR. WALDMAN: Then | went on to
ask you -- | will ask the question again: Do you
give information to countries that engage in
torture?

MR. ELCOCK: We may give sonme
information to those countries, but what that
informati on would entail and in fact whether it
woul d even relate to a person, it m ght be as is
sinmple as informati on managenment i nformation,
sharing of informati on managenment i nformation
whi ch had nothing to do with any individual or
group.

MR. WALDMAN: Just to be clear, I
just want this to be on the record: CSIS gives
information to countries that engage in torture?

MR. ELCOCK: We may share certain
limted kinds of information with countries that
engage in torture. It may or may not be rel evant
to any individual or group.

MR. WALDMAN: Has CSIS ever given
information that related to individuals to
countries that engage in torture?

MR. ELCOCK: | can't answer that

guestion off the top of nmy head. We do share
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information with services. W may have provided
some in the past. | can't recall.

MR. WALDMAN: So it is that you
don't remember, it is not that you are not
answering on grounds of national security?

MR. ELCOCK: At this juncture, |
suspect if | |ooked at the file it would be on
grounds of national security.

--- Pause

MR. WALDMAN: My friend just
poi nted out, | would ask that the witness make an
effort to find out the answer to that question
and, given that he has now told us he won't answer
it in public, that the Comm ssion make an effort
to obtain the answer to the question whether
Canada has given information on individuals to
regi mes who engage in torture in camera?

THE COWMM SSI ONER: Thank you.
That question will be asked.

MS Mcl SAAC: | just want to nmake
it clear, though, that the witness' real answer
was he simply couldn't answer the question off the
top of his head because he does not have the
appropriate information at his fingertips.

MR. WALDMAN: Then he did go on
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to say --

MS Mcl SAAC: He said if he had
the informati on we would cl ai mnational security
for it, yes.

MR. ELCOCK: | said probably.

MS Mcl SAAC. Probably.

MR. WALDMAN: My response was
t hen, given that, | wouldn't ask you to try to get
the informati on overni ght but | would ask
M. Cavalluzzo to ask that question in camera
af t er war ds.

MR. ELCOCK: Okay.

MR. WALDMAN: |If you want to check
overnight, and if you find you can answer the
guestion tonorrow, | think we would all very much
i ke an answer to that question.

MR. ELCOCK: Since |I'mnot the
Director of the service any longer in fact | don't
have any access that that information.

MR. WALDMAN: Maybe we will wait
to ask that question to M. --

MR. WALDMAN: Doesn't it concern
you that if we give information to regi nes that
engage in torture that that information m ght be

used to torture people?
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MR. ELCOCK: MWhich is why we
manage the sharing of information with any regi ne
very, very carefully and any regi me which we
suspect of using torture more carefully.

MR. WALDMAN: How coul d you
possi bly trust a regime that violates the nost
fundament al principles of the United Nations by
engaging in torture? How could you possibly trust
anything that such a regi me would say so as to be
sure they are not going to use the information for
pur poses of torture?

MR. ELCOCK: In those cases we
woul d Ii kely not share the information.

MR. WALDMAN: Don't you think
t hat by sharing informati on with regi mes that
engage in torture that makes Canada conplicit in
the torture?

MR. ELCOCK: At the end of the
day, M. Wal dman, | was the head of an
organi zation that is responsi ble for investigating
threats to the security of Canada. M primry
role is to do that. |If | have the approval of the
M nister to deal with a regime, or a particular
service, then we do so with a very careful

assessment of the kinds of informati on we share
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with that service or any other service. And the
kind of informati on we receive fromthemis
simlarly reviewed carefully.

MR. WALDMAN: So you are saying
that if it is really the responsibility of the
M ni ster who approves the agreement with regi nes
t hat engage in torture?

MR. ELCOCK: No, | am not saying
it is the responsibility of the Mnister. | am
saying it is the responsibility of the service on
a continuous basis to manage the sharing or
information with any such service and/or the
recei pt of information fromany such service.

MR. WALDMAN: | would like to take
you to Volume 1, page 329, please?

THE COMM SSI ONER: These are the
vol umes that you handed up?

MR. WALDMAN:  Yes.

THE COWMM SSI ONER: Thank you.

MR. WALDMAN: This is the 2003
SI RC report?

THE COMM SSI ONER:  And it's
page...?

MR. WALDMAN: Page 329.

THE COWM SSI ONER: Thank you, M.
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WAl dman.

MR. WALDMAN: [It's the paragraph,
“"In this regard...". | have highlighted it?

MR. ELCOCK: Yes. |It's the first
full paragraph.

MR. WALDMAN: Yes. This is SIRC.
This is in 2002-2003 report.

“"In this regard, the

comm ttee took noted sever al
new rel ati onshi ps where the
service will need to exercise
vigilance to ensure that no
information received from an
agency is a product of human
rights violations and that no
intelligence transferred to
an agency results in such
abuses."” (As read)

So it seenms to me that SIRC is
telling the agency, the service, that you have to
be vigilant --

MR. ELCOCK: | thought | had
already said that we are vigilant for precisely
t hose purposes. The fact that SIRC is confirm ng

that we will have to do that is an added
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admonition, if you will, but it is -- and policies
of the service make it clear that we have to
manage those, in any case.

Q Okay. So you agree with what
SI RC said, that Canada shoul d not provide
information to regi mes that would result in human
ri ghts violations.

MR. ELCOCK: | don't think that
par agraph says that. It says it will need to
exercise vigilance to ensure that no i nformation
received froman agency is the product of human
rights violations and that no intelligence
transferred to agency results in such abuses. |
don't think it quite says what you said it said.

MR. WALDMAN:  Well, | think it
did. But then | will ask the question a different
way: Do you agree that no intelligence that
Canada sends to any other agency in the world
should result in human rights abuses? Do you
agree with that?

MR. ELCOCK: Yes.

MR. WALDMAN: Well, how can you
t hen countenance the sharing of information with
regi mes who engage in human rights abuses?

MR. ELCOCK: Because there maybe
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information that | can and share that will not.
The nature of relationships

between intelligence services is, to a certain
extent, if you have nothing to offer, you may not
get anything. But the reality is that in any
relationship between services there is information
t hat can be exchanged. That has nothing to do
with a human being. It may be purely
t echnol ogi cal information on how to make a
conmputer function or how to make a conputer system
wor k. That has nothing to do with any of the
i ssues that you are concerned about.

So there are other kinds of
informati on that are shared, not sinply
i nformati on about i ndividuals or organizations.

MR. WALDMAN: Okay. Well, 1 think
there is obviously a need to explore much nmore
fully this issue of sharing of information with
human rights regimes, but | think I have gone
about as far as | can go without getting nmore
objections and I think M. Cavalluzzo is aware of
my concerns.

THE COMM SSI ONER: Wel |, what |
woul d suggest is if there are other specific

matters, your concerns, as you put it, the
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specific questions that you wanted to ask, by al
means, as | have made clear, those will be pursued
in camera.

MR. WAL DMAN: Now, | would like to

move on to another area. |'mjust sort of
wonderi ng whether -- there is only 10 m nutes
left. 1 don't knowif it makes sense to stop now
or...

THE COMM SSIONER: |I'min your
hands.

| m ght just indicate, and the
| ast point, too, as you have indicated, M.
Wal dman, we are all sort of engaged in a somewhat
different type of process, but | know that many of
t he areas that you have raised here that have
fallen into the in-camera category were matters
t hat Comm ssi on counsel intended to before today
and will pursue in canmera, the fact that they
weren't asked in the public hearings today by
Comm ssion counsel, doesn't indicate a | ack of
interest on their part in those types of issues.

| s what you are saying that you
would like to take the break now?

MR. WALDMAN: Just one second.

--- Pause
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MR. WALDMAN: | think that | had
two themes that | wanted to cover -- well, | am
just sort of wondering. It doesn't look like in
10 m nutes, but | could go on a little bit.

| have a few nmore questions.
G ven that we know that we have a relationship
with the United States and we have and

i nformati on-sharing agreements with the United

States, | suppose | have some questions to ask you

about that.

Woul d you agree with me that the
United States engages in torture in order to
obtain information?

MR. ELCOCK: | have no knowl edge
of that.

MR. WALDMAN:  You have no
knowl edge of that. You haven't read about what
happeni ng -- what happened in the Iraq at Abu
Ghr ai b?

MR. ELCOCK: |'m not sure that
it's clear, in any way, shape or form at this
juncture, that what happened at Abu Ghrai b was
count enanced by the Government of the United
States at all.

You asked me about the United
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States. If somebody off their own hook did
something in lrag, | amnot sure that speaks to
what the United States countenances or doesn't
count enance.

MR. WALDMAN:  Well, | think -- are
you aware of -- well, you know what, | think
perhaps it m ght be useful if we stop here because
there is a document that | gave you haven't read
that we need to explore, if you are going to take
t he position that you don't know whet her the
United States engages in torture. So | think it
m ght be better, instead of me asking him
guesti ons about a docunment he hasn't read, which

is this one here, ending ..secret detention by
human rights first”, maybe it would be better if
he read it and we resumed tonmorrow.

THE COMM SSI ONER: Okay. wel |, |1
amcertainly content. It's four twenty.

Can you help me, M. Wal dman, as
to your time limt for conmpleting the
Cross-exam nation is?

MR. WALDMAN: At the maxi mum two
hours.

THE COMM SSI ONER: Okay.

And Ms Mclsaac, | take it you are
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to follow M. Wal dman?

MS Mcl SAAC. That's ny
under st andi ng, sir.

THE COMM SSI ONER: Yes. And
know you haven't heard all of his exam nation, but
can you give nme just -- this is for planning our
schedul e for other witnesses. Do you have any
i dea how | ong you m ght be?

MS Mcl SAAC: | would be surprised
if I were longer than about a half an hour.

MR. WALDMAN: | was just going to
say | could -- okay, we will |leave it.

THE COMM SSI ONER: Wel |, okay.

We will break for the day now. We
will resume tomorrow norning at 10 o' cl ock.

M. Caval luzzo, then, the
estimates we will have for the conpletion of this
cross-exam nation are going to take the better
part of the morning. What happens after that?

MR. CAVALLUZZO: Hopefully, not

t hat .

What we will do, then, is M.
Hooper will |ikely begin his testimny shortly
after lunch, and then we will see how he does. He

wi Il obviously go into Wednesday. On Wednesday,
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we will follow himwith M. Sigurdson, from DFAIT,
who will not be as long as either of these two
wi t nesses.

So | am hoping we can conpl ete al
of the evidence in three days. |If not, what |
suggest we do is we commence with the RCWVP
evi dence on June 30 and any ot her evidence we have
comng fromthese three days that we finish on
July 6.

THE COWMM SSI ONER: Okay. And you
m ght wi sh to discuss with counsel, if you woul d,
as to whether or not they would be prepared to sit
somewhat | onger than the hours we did today? I
realize people are working hard, but it is a
knocker, at this stage, fromme, is to either
start earlier or go longer in the day or take a
shorter lunch hour. But | bear in mnd, | know
t hat counsel are under pressure.

So that rather than debating that
in the open hearing, M. Cavalluzzo, and the other
counsel, if you could speak together and see
whet her or not we could stretch out, if you will
t he hearing day somewhat .

We will break till 10 o'clock

t onorr ow nor ni ng.

StenoTran



© 00 N oo o B~ wWw N P

N NN N NN R R PR R R R R R R
gag b W N P O © 0o N oo 0o M W N - O

264

THE REGI STRAR: All rise.
Wher eupon t he hearing adjourned at 4:25 p.m,
to resume on Tuesday, June 22, 2004 at
10: 00 a.m / L'audience est ajournée a
16 h 25 pour reprendre e mardi 22 juin
2004 a 10 h o0

Lynda Johansson,

C.S R, RPR
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